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CHAPTER 1

AN

OTOBO is an open source ticket request system with many features to manage customer telephone
calls and emails. It is distributed under the GNU General Public License (GPL) and tested on various
Linux platforms. Do you receive many emails and want to answer them with a team of agents?

1.1 DNNAN

This manual is intended for use by OTOBO administrators. The chapters describe the administration
of the OTOBO software. The administrator interface is available in the Admin menu item of the main
menu, when you logged in as an administrator. Administrators are users, who are member of the admin
group.

ANNNNANANNNANNNNNN NNANNNNNNNNNNNNANNNANNNNNNNNNNAN

This manual shows the configuration possibilities needed to solve common problems. The chapters:

1. Identify a typical use-case for the administrator, to aid in orientation, and explain what OTOBO
does to provide a solution (warranty).

2. Direct you how to configure OTOBO to fit your use-case (utility).

The chapters are the same as the modules in the administrator interface. The order of the chapters are
also the same as they are displayed alphabetically in the (English) administrator interface. However,
the steps to do to configure a fresh new OTOBO installation is different from this order. We recommend
to configure OTOBO to do the steps as explained below.

1.2 NN

NN: Theinstallation of OTOBO is explained in a separate Installation Guide. To install OTOBO or upgrade
OTOBO from a previous version, follow the steps described there.



https://doc.otobo.org/manual/installation/10.1/en/content/index.html
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N 1.1 ANNAN

Priorities
Create and manage ticket prioriti...

Salutations
Create and manage salutations.

Signatures
Create and manage signatures.

S

Templates «s Attachments
Link templates to attachments.

&9

Communication Log
Display communication log entries.

h

PostMaster Filters
Filter incoming emails.
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After the installation of OTOBO is finished, you can login to the system with user root@localhost and
using the generated password.

A fresh new OTOBO installation contains only the default settings. You need to customize your system
to work properly and meet your needs.

First, you need to check some NNNN and modify the values, if needed. FQDN, SystemID and
SendmailModule are the mostimportant. Defining TimeWorkingHours and TimeVacationDays are
also needed to calculate the escalation times correctly in OTOBO.

ANAN NNNNNNANN ANNNNNNNNNANNNNEN ANNNENNNNNNNNANN ANNAN
NNNNRNNNNNNN PGPRN N S/MIMERN NNNNNNNN

Let’s continue with users, but you might need to add some N and/or NN to the system first. It is recom-
mended to create new groups for each main queues. There are some groups in your OTOBO, but no
roles are defined by default. You can add roles, if needed, and you can set the NN N [N relations.

NRNNNNNAN NNNN NN NNNN N NN/ NN N SN NN
NN NN NN NN NN NN NN NN N NN NN NN NN N

AR NNNENNNNENNNANADNNL DA PNNNNNNNAN ANNNNNNNNNNNNNNNN

NNNNNNENNNNNNNNNN ANAN NN ANNNNNNNN SNNNNEEN ANNN N AN AN

Your OTOBO installation already contains a standard salutation and a standard signature, but you
might need to edit them or create new NN and NN, Queues can not be created without salutations and
signatures, and only one salutation and signature can be assigned to a queue.

NNNNNNNNNNNNNNNN NN ANNNNNNNNNNNNNNNNNN VNNV NN NNNNNNNNNNN

Now you can add RN and assign them to queues using the NN N NNNN management screen. Your
OTOBO installation already contains some automatic responses, you can use or edit them instead of
create new ones.

ANANNNNANNNNNNNNN NN N ANNAN
NNANNANN ANNNNNEN AN A AN ANNNENNNNNNNNNNY

When templates are created, you can set the templates to use in queues in the NNNEN or NNNN N NN
management screens.

NNNNNNN NSNS NSNS NN NN NN

The customer requests can be categorize into services. If you would like to use this possibility, then
create some NN and set the NNNN N NN relations. Furthermore, NNNNNN can be assign to the services.

ANANNANANNNNENNNNNNNNNNNNNNNENNNNNN AN NNNNNNENN
NNNNNNENNNEENNEN AN N ANNNN

Tickets, articles and other objects in OTOBO can be extended with NRNN or can be reduced with
NNNNNN(ACL).

Without doing everything manually, the number of failure can be reduced. Automatize some process in
OTOBO using NNNN jobs or creating processes with NNNN. The incoming emails can be pre-processed
and dispatched automatically by defining some NNNNRRNNN.

If external systems need to integrate with OTOBO, WeblN will be very useful for this.

However OTOBO has many features by default, you can extend the functionality by installing packages
with the NENNRN,

1.2, NN 5
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NNNNNNENNNNNEN ANNNNNNN N ANV NNNNNEN NNENNAY

1.3 Become OTOBO Expert

The next chapters of this manual describe the features and configuration settings of OTOBO more
detailed. There is a separated manual for Configuration Options References, that gives you a good
overview of NNNN, that can be adjusted to modify the behavior of OTOBO.

6 Chapter 1. NN


https://doc.otobo.org/doc/manual/config-reference/7.0/en/

CHAPTER 2

NANN
NN NNV NNANNNNNNNN AANNANENNNNNNNNNNNNNNNANNNNNNNNNNNNNNNNNNNAN
ANANNNNANNNNNNNNNNNNNNNNNNNNNNNNNNNANNNNNNNNNNNN ANANANNNNNNNNNNANNNNNNNNNNN

NNNNNNNNNNNNNNNNN NNV NN NNNNNNNNNNY

Ticket systems such as OTOBO handle tickets like normal emails. The messages are saved in the system.
When a customer sends a request, a new ticket is generated by the system which is comparable to a
new medical report being created. The response to this new ticket is comparable to a doctor’s entry
in the medical report. A ticket is closed if an answer is sent back to the customer, or if the ticket is
separately closed by the system. If a customer responds again on an already closed ticket, the ticket
is reopened with the new information added.

NNANNNNNNNNNNNNNNNANN NNV NNNNNNNNENNNNNNNNNNNNNNNAN
NNANNNANANNNNENNNNNNNNNNNNNNNENNNN NANNNNENNNNNNNNNNNNNNNENNN NNV NNNNNNNENN

21 NN

NNANNANANNNNANNNNNNNNNNNNNNNANNNNNNNNNEN

OTOBO can handle an infinite number of attachments (PDF, image, etc.) and can bundle them into
templates. Your agents don’t need to maintain the attachments on their own, nor don’t they need to
upload them again and again - they can just use the predefined templates.

Use this screen to add attachments for use in templates. A fresh OTOBO installation doesn’t contain any
attachments by default. The attachment management screen is available in the Attachments module
of the Ticket Settings group.

211 NN

NNNNNNNNNY
1. Click on the Add Attachment button in the left sidebar.
2. NNNNNAN
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Ticket#2020111949000011 — User cannot login to his mail account

Back | Lock @ Priority | Change Ticket = People =

- Mave -

* Article Overview - 1 Article(s)

MNO. = SENDER VIA
le
1 — Wy Phone
Coyote

Communication =

SUBJECT

User cannot login to his mail

Pending Close Quick Close | Miscellaneous =

CREATED

11/19/2020 13:07

w #1 — User cannot login to his mail account — Wyle Coyote — 11/19/2020 13:07 (Europe/Berlin) vi...

To open links in the following article, you might need to press Ctrl or Cmd or Shift key while clicking the link (depending on your %

Mark  Print | Split | Forward = Reply

browser and 0S).

The user reports outlook will not accept his password.

A Attachment Management

Actions

[+] Add Attachment

Filter for Attachments

Just start typing to filter...

List

MAME

Product
Manual Annex
Service
Agreement

Powered by Rother 0SS

N 2.1 NNANAYN
FILEMAME COMMENT VALIDITY
troubleshooting- X
X valid
guide.doc
service-
valid

agreement.pdf

N 2.2: NNNRRNN

11/19/2020 13:29
(Europe/Berlin)
11/19/2020 13:29
(Europe/Berlin)

* Ticket Information

Age: Om
Created: 11/19/2020 13:07
(Europe/Berlin)
Created by: Super Admin
State: open
Locked: unlock
Friority: 3 normal
Queue: Misc
Customer ID: acme.co
Accounted time: ¢

Owner: Super Admin

w Customer Information

Firstname: Wyle
Lastname: Coyote
Usemame: we
Emall: we@acme.example.com
Customer: Acme Inc.
Comment: A great company
@ Open tickets (customer) (1)

CHREATED DELETE
11/19/2020 13:29
(Europe/Berlin) l
11/19/2020 13:29
(Europe/Berlin) Ll

Chapter 2. NNAN
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3. NN AN NNN
Add Attachment
* Mame:
* Attachment:
* Validity:
Comment:
ANNNNNNAN
RN NN NN N NN NN
2. NNNNN

3. NN AN N ANNAN NN

Edit Attachment
* MName:
Attachment:
# \alidity:
Comment:
ANNNNNNAN
1. NANNNNNNNNNNNNNN
A NNINNENNNY
List
MAME FILENAME
Product troubleshooting-
Manual Annex guide.doc
Service service-
Agreement agreement. pdf

Durchsuchen... Keine Datei ausgewihlt.

valid

@ or Cancel

N 2.3: NNNNAN

Service Agreement
Durchsuchen... Keine Datei ausgewihit.

valid

D - G - o

N 2.4: NNNNAN
COMMENT = VALIDITY = CHANGED CREATED DELETE
_ 11/19/2020 13:29 11/18/2020 13:29
valid ) ) 1|
(Europe/Berlin) (Europe/Berlin)
. 11/19/2020 13:29 11/18/2020 13:29
valid ) : |1}
(Europe/Berlin) (Europe/Berlin)
N 2.5: NNNNNN

21 W
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AN NNNRNNNNENNNNNNNNNNNNNNNANNNNENNNNN

2.1.2 NNAN

NNNNNNNANNNNANNANAN ANNNANNNNNNNNN
NN AENNN NN NN IS N N N NSNS S NN NN NN
AN ANNNNNNNNNNNNNNNANNNNEN NN NNV NNV NN NN NN NN VNNV NN NNNNNNNN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNNNNNNNNN NNV NNV NN NN NN NNV NN

2.2 NN

Quick and transparent service is vital to maintaining a good working relationship with your customer.
Email, fax, social media and other non-real-time communications are patient, but you want to engage
your customer immediately upon receipt of a request.

OTOBO allows you to respond to a customer immediately upon receipt of a request giving the cus-
tomers instantaneous feedback assuring them that their request is in processing, establishing expecta-
tion.

Automatic responses can be sent to customers based on the occurrence of certain events, such as the
creation of a ticket in a specific queue, the receipt of a follow-up message in regards to a closed or
rejected ticket, etc.

Use this screen to add automatic responses for use in queues. A fresh OTOBO installation contains
some automatic responses by default. The automatic response management screen is available in the
Auto Responses module of the Ticket Settings group.

L. Auto Response Management
Actions List
MAME TYPE COMMENT  VALIDITY =~ CHANGED CREATED
default follow-up (after a ticket follow- auto follow alid 09/21/2020 17:08 08/21/2020 17:08
vali
. up has been added) up (Europe/Berlin) (Europe/Berlin)
Filter for Auto Responses default reject (after follow-up and ) 09/21/202017:08  09/21/2020 17:08
ted of a closed tick S ] el Ei /Berli Eul /Berli
Just start typing to filter... rejec a closed ticket) (Europe/Berlin) (Europe/Berlin)
default reject/new ticket created (after auto
) ) 09/21/2020 17:08 09/21/2020 17:08
closed follow-up with new ticket reply/new valid ) )
i (Europe/Berlin) (Europe/Berlin)
creation) ticket
default reply (after new ticket has been 09/21/2020 17:08 09/21/2020 17:08
auto reply valid ) )
created) (Europe/Berlin) (Europe/Berlin)

N 2.6: NNNNNNAN

2.2.1 NANNAN

10 Chapter 2. NNAN
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AN NNNERNNNNENNNNEN N ANNN INNNNNNENNN

NNNNNNNNNNY
1. SNNRAAN ARAEEN ANN
2. NNNNNAN
3. NN AN NN

Add Auto Response

* Name:

* Subject:

Fesporse: B I U & | = := g 2 === =
Format = | Font | Size -~ | A- E}- T, [oSource ()

* Type:  auto follow up
+* Auto response from:  otobo@localhost
# Validity:  wvalid

Comment:

@ or Cancel

N 2.7: NNNNNNAN

AR: NNRNNNNEANNAN SNNNN MR ANNNN AN N NNV ANNNNN

2.2, NN 1)



OTOBO Administration Manual, NN 10.1

NNNNNNNNNY
1. NNANNANNAINNNNNANN
2. NNNAN
EENNMNNNNNNN NN

Edit Auto Response

% Mame: default reply (after new ticket has been create

* Subject:  RE: <OTOBO_CUSTOMER_SUBJECT[24]=>

Response: B I U S| ;= := i | =

I
[[]
i)
11}

-
3
=
]
-
=]
2
]
w
N
]
]

A~ B- I, [ Source ()

This is a demo text which is send to every inquiry.
It could contain something like:

Thanks for your email. A new ticket has been created.

You wrote:
<0TOBO_CUSTOMER_EMAIL[G]>

Your email will be answered by a human ASAP
Have fun with OTOBO! ;=)

Your OTOBO Team

* Type:  auto reply
* Auto response from:  otobo@localhost
# Validity:  valid

Comment:

N 2.8 NNNNNNEN

AN: - ANANNANNNNNNNN VNNV NN NN NN NNV NNV NN NNNNNNN

12 Chapter 2. NNAN
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2.2.2 NNNNAN

NNANNANANNNNENNNNEN ANNNENNNNNNNY

AN * INNNNAN INNNNENNNNNNENNNNENNNENNNNEN SNNNENNNNNN
NN AENNNNNNNNNNNNNN

NNV NN N NN NN NNNN

NN * The event type that triggers the sending of this automatic response. Only one automatic response
can be sent automatically per event. The following event types are available:

auto follow up-8NNN s triggered for any follow-up message on an existing ticket. This includes
also article notes which are visible for the customer. If the NNNN option ‘AutoResponseFor-
WebTickets’ is activated the automatic response is also sent for follow up articles created
through the customer web interface or through a telephone call otherwise only for follow up
articles created from a customer email. This automatic repsonse does not apply for new
tickets, see the ‘auto reply’ event type.

auto reject NNAN If the NN setting “follow up option’ is set to ‘reject’ this event will be triggered if a
customer answers in a ticket, that is already closed.

auto remove-NNNN If a ticket is deleted by the system, the customer gets this automatic response.

auto reply-NNNN If a new ticket is generated the customer will get this auto response. If the RNNN
option ‘AutoResponseForWebTickets’ is activated the automatic response is also sent for new
tickets created through the customer web interface or through a telephone call (telephone
ticket) otherwise only for new tickets created from a customer email. This automatic rep-
sonse does not apply if the ‘auto reply/new ticket” event type occours.

NNNN/NEN If the NN setting “follow up option” is set to ‘new ticket” this event will be triggered if a
customer answers in a ticket, that is already closed. You can use this message to inform the
customer of the new ticket number.

NNANNANN * ANNNNANNNNNENNNNNNNNN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNRNNNANAN NNNENNNANNNVNNNNNNNEN VNNV NNV NNANY

2.2.3 NNNANN

Using variables in the text makes it possible to personalize messages. Variables, known as OTOBO
tags, are replaced by OTOBO when generating the message. Find a list of available tags stems for this
resource at the bottom of both add and edit screens.

For example, the variable <OTOBO_TICKET_TicketNumber> expands to the ticket number allowing a
template to include something like the following.

’Ticket#<OTOBO_TICKET_TicketNumber>

NNNNNNNNNNNY

’Ticket#2018101042000012

2.2, NN 13
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Reference

You can use the following tags:

<0TOBO_CUSTOMER_SUBJECT[20]>
To get the first 20 character of the subject.

<0TOBO_CUSTOMER_EMAIL[5]>
To get the first 5 lines of the email.

<0TOBO_CUSTOMER_REALNAME>

To get the name of the ticket's customer user (if given).

<OTOBO_CUSTOMER_*>

To get the article attribute ( e. 9. <0TOBO_CUSTOMER From>, <OTOBO CUSTOMER To>, <OTOBO CUSTOMER Co>,
<0TOBO_CUSTOMER_Subject>, <0TOBO_CUSTOMER Body=).

<OTOBO_CUSTOMER_DATA_*>

Options of the current customer user data ( e. . <0TOBO_CUSTOMER_DATA UserFirstname>).

<OTOBO_OWNER_+*>

Ticket owner options ( . g. <OTOBO_OWNER_UserFirstname>).

<0TOBO_RESPONSIBLE_*>

Ticket responsible options ( e. 0. <0TOB0_RESPONSIBLE_UserFirstname>).

<OTOBO_CURRENT_*>

Options of the current user who requested this action (e. g. <0OTOBO_CURRENT UserFirstnames).

<0TOBO_TICKET *>

Options of the ticket data ( e. g. <OTOBO_TICKET TicketNumber>, <0TOBO TICKET TicketID>,

<0TOBO_TICKET Queue>, <OTOBO TICKET State>).

<OTOBO_TICKET DynamicField_*>

Options of ticket dynamic fields internal key values | e. g. <OTOBD_TICKET DynamicField TestField=,
<0TOBO_TICKET DynamicField TicketFreeTextl=).

<0OTOBO_TICKET DynamicField_*_ Value>

Options of ticket dynamic fields display values, useful for Dropdown and Multiselect fields (e. g.

<0TOBO TICKET DynamicField TestField value>, <OTOBO TICKET DynamicField TicketFreeTextl vValue>).

<0TOBO_CONFIG *>

Config options ( e. g. <0OTOBO_CONFIG_HttpType=).

Example response:
Thanks for your email.

You wrote:
<snip>
<0TOB0_CUSTOMER_EMAIL[&6]>

N 2.9: NNNRRNN

14
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2.3 NAN

NNNNNNNNNNNY NANNNNENNNANN
ANANNNNANNNNNNNNNNNNANNNNNNN

OTOBO provides a traffic light system based per default five levels of priorities to handle this task.

* Blue: very low
* Green: low

* Grey: normal
» Pink: high

* Red: very high

ANNNNANAN DNNNNNI DRTANNNNANNNNANNNNNNNNNNNNNN

NRNNNNNNNNANNNNNNANNNNNNNNANNNNNNNNNNNNNNNAN

Use this screen to add priorities to the system. A fresh OTOBO installation contains five default priority
levels. The priority management screen is available in the Priorities module of the Ticket Settings group.

L. Priority Management
Actions List
we o
1 very low valid
. . 2 low valid
Filter for Priorities 3 normal valid
Just start typing to filter... anion el
5 very high valid

CHANGED

09/21/2020 17:08 (Europe/Berlin)
09/21/2020 17:08 (Europe/Berlin)
09/21/2020 17:08 (Europe/Berlin)
09/21/2020 17:08 (Europe/Berlin)
09/21/2020 17:08 (Europe/Berlin)

N 210: MNNNNAN

2.3.1 NNNAN

CREATED

09/21/2020 17:08 (Europe/Berlin)
09/21/2020 17:08 (Europe/Berlin)
09/21/2020 17:08 (Europe/Beriin)
08/21/2020 17:08 (Europe/Berlin)
08/21/2020 17:08 (Europe/Berlin)

AN NNNENNNNNANNANANNNNNNNNNENNNNNANNNNNNNNNNAN

NNNNNNNANN
1. INNAAAAN ANNAN NN
2. NNNNNAN
3. NN AN NN

N NNNNNNNENNNN NNNNN SN NNNNY SN N ANEN SNNNNN

AN NNNENNNNNNS ANNNNNNNNNNNNNANS NANNNNNENNNNNNNNN

NNNNNNIN
(NN N NSNS N NNNNNYY

2.3, NN
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Add Priority

* Mame:

* Validity:  valid

@ or Cancel

NN NN

2. NNARNN
3. NN AN N ANNAN NN

Edit Pricrity

* Name: 1very low

* Validity:  valid

D - CTID -~

N 2.12: NNNANAN

AR NNNANNNNANNNNNNNNNNNNNNNNNNNNNNNNNNNNNNEN

NNANNNNENNNNNNNNNNNNNNNENNNNNNNNANN
ANANNAN NNNNNNNNNANNNAN

NNNNNNAN ANNNNNNNNNNNNNNNNNNNNNNNEN
AN NNNRRN

AR: ANANNNNENNNNNENNNNENNNNEN NNV NN NNN NN NNV NN NN NNNNNNNNNA CLANNNNNNNNNNN

INRNNNNANNNER

2.3.2 NNNAN

NNANNNNENNNNENNNNEN ANNNENNNNNNNN
AN ANNNAEN ANNNNNNNNNNNNNNENNNNENNNNEN ANNNNNNNNEN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

16 Chapter 2. NNAN
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Motice

This priority is used in the following config settings:

s FACH:ApprovalTicketPriority
n PostmasterDefaultPriority
= Process::DefaultPriority

= Ticket::Frontend::AgentTicketBulk###PriorityDefault

r Ticket::Frontend::AgentTicketClose###PriorityDefault

n Ticket::Frontend::AgentTicketEmail###Priority

» Ticket::Frontend::AgentTicketFreeText###PriorityDefault
s Ticket::Frontend::AgentTicketMNotes ##PriorityDefault

Save and update automatically | Don't save, update manually

N 213 NNRNNNAN

24 NN

Teams need a workspace and the ability to dispatch work based on skill level, security level, department

or responsibility just to name a few. Other teams may also need to view or react to these requests as

well.

OTOBO uses queues to provide your teams with structure. Queues provide a powerful way to divide
and disperse the work to the responsible group of people.

Use this screen to add queues to the system. In a fresh OTOBO installation there are 4 default queues:
Raw, Junk, Misc and Postmaster. All incoming messages will be stored in the Raw queue if no filter rules
are defined. The Junk queue can be used to store spam messages. The queue management screen is
available in the Queues module of the Ticket Settings group.

& Queue Management

Actions List
Add Queue MAME

Junk

Filter for Queues
Misc
Just start typing to filter...

Postmaster

Raw

COMMENT

All junk tickets.
All misc tickets.

Postmaster queue.

All default incoming
il...

N 2.14: NNNRRNN

VALIDITY

valid

valid

valid

valid

CHAMGED
09/21/2020 17:08
(Europe/Berlin)
09/21/2020 17:08
(Europe/Berlin)
09/21/2020 17:08
(Europe/Beriin)
09/21/2020 17:08
(Europe/Berlin)

CREATED
08/21/2020 17:08
(Europe/Berlin)
08/21/2020 17:08
(Europe/Berlin)
08/21/2020 17:08
(Europe/Berlin)
09/21/2020 17:08
(Europe/Berlin)

24. NN
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241 NNAN

NNNNNNNNY
1. NVNANANN NNNN NN
2. NNNNAAN
3. AN AN NN

AN: ANANNNNENEN ANNEN NN ANNAN SN N ANNN SN

NNNNNNNAN
1. MVNNRNNNNNANN
2. NN
ERNNINNIVINNNNNNNN

AN NNNENNNNENNNNNANNNNNNNNNNANNNNENNNNNNNY

ANANNANANNNNNNNNNNNNNNNANNNNNNNNNNN
NNANNAN . ANNNNNNNNENNAN

NNANNANN . NANNNNNNENNNNNNNNNNNNNNNAN
AN NNNANN

ON: NN NNNNNNNNRNENNNNNNN NN NN NN NN NN NN NN NN NNNENA C LENN NN NNN NNV NN NN NNNRR

2.4.2 NNAN

NNANNNNNANNNNANNNANAN ANNNANNNNNNNNN

NN A NN NN NN NN NS N N N S SN NS S N SN S NN NN

NN NNRNNNNNENNNNNANNNNENNNNN ANN:NNNN

N NNV NNNNNNNNNNNNNNENN

NNNENAN FNNNNENNNNENNNENNNNNNENNNNENNNENEN 0 NNENNNNNENNNNENNNN
NNENNN NN NN NN NN NN NN NN SN NN N N NSNS

AN: ANRNNNNNNNNNNNNNNNNNNNNNNNNNNNNAN

Notify by Notify before time limit is reached (in percent).
AN - NNNNENANNY ANNNNNNNNNNNNNNNNNNN

Notify by Notify before time limit is reached (in percent).

18 Chapter 2. NNAN



OTOBO Administration Manual, NN 10.1

Add Queus

* Mame:
Sub-queue of:
* Group:

Unlock timeout minutes:

Escalation - first response time:
[minutes):

Escalation - update time (minutes):

Escalation - solution time (minutes):

# Follow up Option:

* Ticket lock after a follow up:

* System address:

Default sign key:

* Salutation:

* Signature:

Calendar:
# \alidity:

Comment:

admin

0 = no unlock - 24 hours = 1440 minutes - Only business hours are counted.
If an agent locks a ticket and does not close it before the unlock timeout has passed, the

ticket will unlock and will become available for other agents.
( Notify by )

0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.

If there is not added a customer contact, either email-external or phone, to a new ticket
before the time defined here expires, the ticket is escalated.

{ Notify by )

0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.

If there is an article added, such as a follow-up via email or the customer portal, the
escalation update time Is reset. If there is no customer contact, either email-external or
phone, added to a ticket before the time defined here expires, the ticket is escalated.

( Motify by ]
0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.

If the ticket is not set to closed before the time defined here expires, the ticket is
escalated.

paossible

Specifies if follow up to closed tickets would re-open the ticket, be rejected or lead to a
new ticket.

If a ticket is closed and the customer sends a follow up the ticket will be locked to the old
OWner.

Will be the sender address of this queue for email answers.

To use a sign key, PGP keys or S/MIME certificates need to be added with identifiers for
selected queue system address.

system standard salutation (en)

The salutation for email answers.

system standard signature (en)
The signature for email answers.

valid

@ or Cancel

24. NN
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Edit Queue

#* Name:
Sub-queue of:
* Group:

Unlock timeout minutes:

Escalation - first response time

{minutes):

Escalation - update time (minutes):

Escalation - solution time (minutes):

* Follow up Option:

* Ticket lock after a follow up:

#* System address:

Default sign key (ctobo@locathost):

* Salutation:

* Signature:

Calendar:
# \alidity:

Comment:

Misc

0

0 = no unlock - 24 hours = 1440 minutes - Only business hours are counted.

If an agent locks a ticket and does not close it before the unlock timeout has passed, the
ticket will unlock and will become available for other agents.

( Notify by )

0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.

If there is not added a customer contact, either email-external or phone, to a new ticket
before the time defined here expires, the ticket is escalated.

( Notify by )

0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.

If there is an article added, such as a follow-up via email or the customer portal, the
escalation update time is reset. If there is no customer contact, either email-extermnal or
phone, added to a ticket before the time defined here expires, the ticket is escalated.

( Notify by )

0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.

If the ticket is not set to closed before the time defined here expires, the ticket is
escalated.

possible

Specifies if follow up to closed tickets would re-open the ticket, be rejected or lead to a
new ticket.

No

If a ticket is closed and the customer sends a follow up the ticket will be locked to the oid
owner.

otobo@localhost ||

Will be the sender address of this queue for email answers.

To use a sign key, PGP keys or 5/MIME certificates need to be added with identifiers for
selected queue system address.

system standard salutation (en)

The salutation for email answers.

system standard signature (en)

The signature for email answers.

valid

All misc tickets.

@ or EEVCELL LT or Cancel

20
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Motice

This queue is used in the following config settings:
® Ticket::Frontend::CustomerTicketMessage# ##QueueDefault
n Ticket::Frontend::UserDefaultQueue

You can either have the affected settings updated automatically to reflect the changes you just made
or do it on your own by pressing ‘update manualhy’.

Save and update automatically | Don't save, update manually

NPAVANNNNNNN

AN - ANNANANEN ANNNNENNNNNNNNNNENNAN

AN ANNNNNNNNNNNNNNNNNN

Notify by Notify before time limit is reached (in percent).
NENN * ANNNNNNNENNNNNNNNNN
NNAN NNNNNNENNNAN
AN ANNNNNNNENNNNNNN
NN The follow up will be rejected.
AN:
See NNNN chapter for more information.
NNNNNENEN * AN NNAN NN NN SENNNNNNENEENNENNNNNNNNN NN NS NN NENNNN NN NN NN NN NN NN NNNNNNNNN

AR: NNNANNAN SNNNANENNNAN ANNNNEN ANNNN

NNV NN NN NSNS NN NN N NN NYNNNY

AR: NNNNNNNIDN AN NNNE ANNNNNNNAN

NENNAN NNNNNNNNSNNN PGPRN N S/MIMERN N INNN ANNN NNNNNNNNNNNNNNNNNN
NN > ANNNNEN NNAN

AN NNNNANN ANN

AN NNNENNNNNNNNNENY NN AANN NNEN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNRNNNANAN NNNENNNNNNNVNNNNNNNENNNNENNNNNNNN NN NNNNANN

24. NN 21
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NNAN ANNNNNNNNNNNNNNNN

2.5 QNN N NN

NNRNNNNANNNNENNNNNNNNNNRNNNNAN NN NNV NN NN NN ANV NN NN NN NN AN NN RN NN NN NN NN NN NNNNNNNENN

OTOBO gives you the power to quickly assign the appropriate automatic responses to any queue,
containing pertinent service information, ensuring this information reaches your customers before ex-
pectations aren’t reached.

NNNNNNNENNNNNNNNNNNNNNNNNNN SNNNNN SR SN NN SNNY

w Manage Queue-Auto Response Relations
Actions Overview
T Queues without Auto Responses QUEUES AUTO RESPONSES
Junk default reply (after new ticket has been created) (auto reply)
) Misc default reject (after follow-up and rejected of a closed ticket)
Filter for Queues
Postmaster (auto reject)
Just start typing to fiter... Raw default follow-up (after a ticket follow-up has been added)

(auto follow up)
default reject/new ticket created (after closed follow-up with

Filter for Auto Responses new ticket creation) (auto reply/new ticket)

Just start typing to filter...

N 218: NRNNNNENY

2.5 NNANNANNANN

NNV
1. AN AN NNANNNANN
ZARNNNNNNNNNNNNNNN
3. NN AN N ANNAN NN

Change Auto Response Relations for Queus Raw

o

ute reply:
auto reject:

auto follow up:

auto reply/new ticket:

auto remove:

N 2.19: NNNNNANNNAN
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AN NNNERNNNENNNNNENNNNNNNNNNENNNNENNNNN ARNN NN

AR NNNANNNNNNNNNNNNNNNANNNNNNNNNNNNNNNNNNNNENNNNNNNN

2.5.2 NN N NN

NNANNNNENNNNNANNNNNNNNN

auto reply-NNNN This automatic response will be sent to users, when they send a message to the queue,
and the message is not a follow-up message of a ticket.

auto reject NNNN This automatic response will be sent to users, when they send a message to the queue
and reject is set as Follow up Option in the queue settings.

auto follow up-NNN This automatic response will be sent to users, when they send a message to the
queue and possible is set as Follow up Option in the queue settings.

NNNN/NNN This automatic response will be sent to users, when they send a message to the queue and
new ticket is set as Follow up Option in the queue settings.

auto remove-NNAN NNNNNNNNNNNNNNNNNENN

NN:  Auto reply, auto reject and auto reply/new ticket mutually cancel each other based on the NN
settings. Only one will take effect per queue.

2.6 NAN

NNANNANANNNNEAN NNNENNNNNNNNNNNNNNNNNNAN

OTOBO provides you with the tools needed to create a standardized communication form for any one
of your queues. As defined in the Queue Settings: NN, NN, and NN are combined to ensure a well formed
standardized email communication.

NNANNNNANNNNN ANNNNENNNNENNNNNNNNN

Use this screen to add salutations to the system. A fresh OTOBO installation already contains a stan-
dard salutation. The salutation management screen is available in the Salutations module of the Ticket
Settings group.

L. Salutation Management
Actions List
cowen o ciumeen crewe
system standard Standard id 09/21/2020 17:08 09/21/2020 17:08
vali
salutation (en) Salutation. (Europe/Berlin) (Europe/Berlin)

Filter for Salutations

Just start typing to filter...

N 2.20: NRRNNNN
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2.6.1 NNNAN
ANNNNNNNNN
1. NNNNNNNN NNNAN NNN
2. NNNNNNN
3. NN AN NNN
Add Salutation
* Name:
* Salutation: B I U s ;z 1= "lE
Format =~ | Font -~ | Size

* Validity: ~ valid

Comment:

@ or Cancel

N 2.217: NNNNERNN

A~ [A- T, [¢ Source () !

AR: NNRNNNNENNNN NRNNN NN ANNAN AN N ANNY ANNNEN

NNANNNNNANN

[ NNNNN NN NN
2. NNNAN

3. NN AN N ANNAN 8NN

24

Chapter 2. NNAN



OTOBO Administration Manual, NN 10.1

Edit Salutation

% Wame: system standard salutation (en)

= Salutation: B T U S |:= == i
- = o

[
B
I

Format - | Font - | size ~-| A~ - T, [¢Source ) !

Dear <0OTOBO_CUSTOMER_REALMNAME>,

Thank you for your reguest.

* Validity:  valid

Comment:  Standard Salutation.

N 2.22: NNNNRRNN
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AN NNNENNNNENNNNNANNNNNNNNNNANNNNENNNNNNNNNEN

AN ANNNNNNANANAN ANAN AN AN NNNANNNNNNNNNNNNNNENNNNNNN

2.6.2 NNONAN

NNNNNNENNAEEINNNNAN NNNNNNENNNNEY
AN ANNNAEN ANNNNENNNNNNNNNNENNNNENNNNNN ANNNNNNNNEN
AN * ANNNNNNNNANNAN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNRNNNANAN NNNENNNNNENNNNNANNNNNENNNNENNNNNNNN NN NN NNANN

2.6.3 NANAN

Using variables in the text makes it possible to personalize messages. Variables, known as OTOBO
tags, are replaced by OTOBO when generating the message. Find a list of available tags stems for this
resource at the bottom of both add and edit screens.

Hint

¥ou can use the following tags:
<0TOBO_OWNER_*>
Ticket owner options (2. 9. <OTOBO_OWNER UserFirstname=).

<0TOBO_RESPONSIBLE_*>
Ticket responsible options (e. 9. <0TOBO_RESPONSIBLE UserFirstname>).

<0TOBO_CURRENT_*>
Options of the current user who requested this action (e. 0. <0TOBQ_CURRENT UserFirstname>).

<0TOBO_TICKET_ *>
Options of the ticket data (e. g. <OTOBC_TICKET TicketRumber=>, <OTOBO_TICKET TicketID>,
<0TOBO TICKET Queue>, <OTOBO TICKET State>).

<0TOBO_CUSTOMER_DATA_+>
Options of the current customer user data (e. g. <0TOB0_CUSTOMER_DATA UserFirstname>).

<0TOBO_CONFIG_*>
Caonfig options (e. 0. <OTOBO_CONFIG_HttpType=).

Example salutation;
Dear <0TOBO_CUSTOMER REALNAME>,

Thank you for your reguest.

N 2.23: NN

For example, the variable <OTOBO_CUSTOMER_DATA_UserLastname> expands to the customer’s last
name to be included in something like the following.
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’Dear <OTOBO_CUSTOMER_DATA_UserFirstname> <OTOBO_CUSTOMER_DATA_UserLastname>,

NN NNNNNNY

’Dear Lisa Wagner,

2.7 NNANAN

Your organization must meet the time demands of your customers. Timely service matters. Response
to questions, updates on issues, and solutions must be provided in an agreed amount of time. The
agent must receive notification of possible breaches, to prevent ticket escalation.

OTOBO scales well with your needs and offers management of service level agreements (SLAs). OTOBO
provides you with the possibility to create numerous service level agreements covering all of your ser-
vice and customer need. Each SLA can cover multiple services and define the availability of service and
escalation periods.

Use this screen to add service level agreements to the system. A fresh OTOBO installation doesn’t
contain any service level agreements by default. The service level agreement management screen is
available in the Service Level Agreements module of the Ticket Settings group.

a SLA Management
Actions List
[+] Add SLA SLA SERVICE COMMENT VALIDITY CHANGED CREATED
No data found.
Filter for SLAs

Just start typing to filter...

N 2.24: NRNNNNNANN

NN:

To use this feature, Ticket : : Service must be activated in the NNNN under the Administration group to
be selectable in the ticket screens. You may click on the link in the warning message of the notification
bar to directly jump to the configuration setting.

2.71 NANNANAN

AN: ANNANNNNNNNNNNNNNNNNNNEN N AN SNNNNENN

NN NNNNNNNN
1. NNNNRAN ANSLA 8RN
2. NNNNAAN
3. AN AN NN
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Add SLA
#* SLA:
Service:
Calendar:
Escalation - first response time (Motify by )
(minutes): 0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.
Escalation - update time (minutes): (Motify by ]
0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.
Escalation - solution time (minutes): (Motify by ]

0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.
* Validity:  valid

Comment:

@ or Cancel

N 2.25: NNNNNNNNEN

AN: ANNNNNNNNNNNNNN ANNEN ANN NNANN AN N ANAN ANNNNN

NN NN NN
1. MVNANANNNNNNNNNNANNNAN
2. NN
NN NN NN NN

AN NNNENNNNNANNNNNNNNNENNN NNV NN NNV NNNNNNNN

2.7.2 NNANNAWN

NNNNNNENNAENNNNNNAN NNNNNNNNNNNEY

SLA * NANRNEN NNRNNNNNNNNNNNNNNNANNNNENNN NNRNNNNNNNN
AN NRRRNNNSLANNNNEN NN

AN NNNENNNNNNNNNNRN NNN NRNN NNNN

AN - SNNNNNEAAAN NNNNNNNNENNNNNNNNNNNN

AN ANNNNANANNANNNNNNNNNNNNNNNNNNNNNNN

Notify by Notify before time limit is reached (in percent).

28 Chapter 2. NNAN



OTOBO Administration Manual, NN 10.1

Edit SLA
#* SLA:  VIP Customers
Service:
Calendar:
Escalation - first response time |0 (Matify by )
(minutes): D = no escalation - 24 hours = 1440 minutes - Only business hours are counted.
Escalation - update time (minutes): |0 (Notify by ]
0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.
Escalation - solution time (minutes): |0 {Notify by )

0 = no escalation - 24 hours = 1440 minutes - Only business hours are counted.
# Validity:  walid

Comment: | This SLA is for VIP customers

D - G - =~

N 2.26: NNNNNNNNAN

NN - NNNNNNNNN NNNNNNNNNNNNNNNNNNNN
Notify by Notify before time limit is reached (in percent).
NNER NNV NN NN NN NN NNV NN N NN

AN: MNNNNNNNNNNNNANNNNN

Notify by Notify before time limit is reached (in percent).

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNENNNANAN NNNENNNNNNNNNNNNNNNANNNNNEN NN NNV NNV NNANY
ANAAN ANNNNNNNNNNENS LANNNNNNNNNNNNNNEN

2.8 NN

NNNNNNNNNNNNNY AN NNV NN N NN NN NN NNNNNNNNNNNNNNNNNNNN
ANANNANNNNNNNNNNNNNNANNNNNNNANNNNANNNNANNNNNNN

OTOBO allows adding all services offered to your customers. These services may be later bound to
NNNRAN to ensure a timely solution based on customer-specific agreements.

Use this screen to add services to the system. A fresh OTOBO installation doesn’t contain any services
by default. The service management screen is available in the Services module of the Ticket Settings
group.

NN:
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L. Service Management

Actions List

st comer
Cable

Filter for Services
Cable::Power

Just start typing to filter...

Cable::USBE
Computer Service Computer

Computer::Hardware

Service
Computer::Software

Comuter:....
Test service This is a test se...

VALIDITY

valid

valid

valid

valid

wvalid

wvalid

wvalid

N 2.27: NNNNAN

CHANGED
11/17/2020 08:56
(Europe/Berlin)
11/17/2020 09:57
(Europe/Beriin)
11/17/2020 09:57
(Europe/Berlin)
11/04/2020 20:52
(Europe/Beriin)
11/17/2020 08:55
(Europe/Berlin)
11/04/2020 20:52
(Europe/Berlin)
11/03/2020 16:08
(Europe/Berlin)

CREATED
11/17/2020 09:56
(Europe/Berlin)
11/17/2020 09:57
(Europe/Berlin)
11/17/2020 09:57
(Europe/Berlin)
11/04/2020 20:52
(Europe/Berlin)
11/17/2020 09:55
(Europe/Berlin)
11/04/2020 20:52
(Europe/Berlin)
11/03/2020 16:08
(Europe/Berlin)

To use this feature, Ticket : : Service must be activated in the NNNN under the Administration group to
be selectable in the ticket screens. You may click on the link in the warning message of the notification

bar to directly jump to the configuration setting.

2.8.1 NONAN

NNNNNNNNY
1. INNANANN NNNN ANN
2. NNNNNAN
3. NN AN NN

Add Service
* Service:
Sub-service of:
# Validity: | wvalid

Comment:

@ or Cancel

N 2.28: NNNNNN

AR: NNRNNNNENEN MNEEN NN ARNNAN AN & NN SSNNAN

NNNNNNNNY
1. NVNNENNNNNANN

30
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2. NN
3. NN AN N ANNAN NN

Add Service

* Service: Test service
Sub-service of:
* Validity:  valid

Comment: | Thisis a test service.

@ or Cancel

N 2.29: NNNERNN

ON: ARNNANNNNNNNN VNNV NN NN NN NN VNNNNN

AR NNANNNNENNNNENNNNNENNNNNNNNNNAN NN NNV NN NN NN RNV NNNNNNNNNA CLNNNNNNNN NN NN RNV NNNNR

2.8.2 NNAN

NNNNNNENAAEENNNNNAN NNNNNNENNNEEN
AN ANNNNEN ANNNNNNNNNNNNNNENNNNRNNNNEN ANNNRNNNNEN
AN ANNNNNNNNNNNNNNNANN NNNAN NNN:NENNN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNRNNNANAN NNNRNNNANNNNNNANNNNNEN VNNV NNNNNNNNNANN

AN NANENNNANNNNNNNNANNNN NNNN N AN ANNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

2.9 NN

NNANNNNENNNNENNNNNNNN NNNNNNNNNNNNNNNNNNENNNNNENNNNNNNNNENNNNNRNN

OTOBO provides you with the same tools here, as with NNN, to create a standardized communication
form for any one of your queues. As defined in the Queue Settings: NAN, NN, and NN are combined to
ensure a well formed standardized email communication.

NNNNNNNNNNN NNN ANNNNNNNNNNNNY

Use this screen to add signatures to the system. A fresh OTOBO installation already contains a standard
signature. The signature management screen is available in the Signatures module of the Ticket Settings

group.
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L. Signature Management
Actions List
[+] Add Signature NAME COMMENT VALIDITY CHAMNGED CREATED

system standard Standard id 08/21/2020 17:08 09/21/2020 17:08
vali
signature (en) Signature. (Europe/Berlin) {Europe/Berlin)
Filter for Signatures

Just start typing to filter...

N 2.30: NNNNAN

2.9 NNAN

NNNNNNNNY
1. SNNRAAAN AN AN
2. NNNNNAN
3. AN AN NN

ON: ANANNNNANEN ANANNN NN ANNAN SN N ANNN SN

NN
[N NN NN N NN
2. NN
3. NN AN N ANNAN SR

AR NNNENNNNENNNNNANNNNNNNNNNENNNNNNNNNNNNNN

AR: NNNNNNNENNNAN SREN AN AN ANNNNENNNNNENNNNNNNNNNRNNN

2.9.2 NNNN

NNANNNANANNNNANNANAN ANNNANNNNNNNNN
AN+ NNNAAAN MNNNNNENNNNNNNNNNNNNNNNNNNN ANNNNNNNNNN
AN ANNNNNNNNNNENN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNNNNNNNNN NNV NNV NNV NN NNNNNNNNNNN

2.9.3 NN

Using variables in the text makes it possible to personalize messages. Variables, known as OTOBO
tags, are replaced by OTOBO when generating the message. Find a list of available tags stems for this
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Add Signature

* MName:

# Signature:

1]
L[}
lih
[[]
i)

- | Size - | A~ A~ T, [0 Source () !

# Malidity:  valid

Comment:

@ or Cancel

N 237 NANNAN

29. W
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Edit Signature

= Name: system standard signature (en)

* Signature: B I U S|z := 3

m
il
m
i)
]

Format - | Font - Sze ~ | A- - T, | [¢Source

Your Ticket-Team

<0TOBO_Agent_UserFirstname:> <0TOBO_Agent_UserLastname:

Super Support - Waterford Business Park
5201 Blue Lagoon Drive - 8th Floor & 9th Floor - Miami, 33126 USA
Email: hot@example.com - Web: http://www.example.com/

* Validity:  wvalid

Comment:  Standard Signature.

D - IR =~

N 2.32: ANNNNN
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resource at the bottom of both add and edit screens.

Hint
ou can use the following tags:

<OTOBO_OWNER_*>
Ticket owner options (e. 0. <0TOB0_OWNER_UserFirstname>).

<0TOBO_RESPONSIBLE_*>
Ticket responsible options (e. 9. <0TOB0_RESPONSIBLE UserFirstnames).

<QTOBO_CURRENT_*>
Options of the current user who requested this action (e. g. <0TOBO_CUREENT UserFirstnames>).

<OTOBO_TICKET *>
Options of the ticket data (e. g. <0TOBO_TICKET TicketNumber:>, <OTOBO_TICKET TicketID»,
<QTOBO_TICKET Queue>, <OTOBO TICKET State>).

<0TOBO_CUSTOMER_DATA_*>
Options of the current customer user data (e. 9. <OTOBO_CUSTOMER_DATA UserFirstname>).

<0TOBO_CONFIG_*>
Config options (e. g. <OTOB0_CONFIG_HttpType>).

Example signature:
Your OTOBO=-Team

<0TOB0_CURRENT UserFirstname> <O0TOBO_CURRENT UserLastname>

N 2.33; NNAN

For example, the variable <OTOBO_CURRENT_UserFirstname> <OTOBO_CURRENT_UserLastname>
expands to the agent’s first and last name allowing a template to include something like the following.

Best regards,

<OTOBO_CURRENT_UserFirstname> <OTOBO_CURRENT_UserLastname>

NNNNNNNNNNNY

Best regards,

Steven Weber

210 NN

NN:  Rother OSS TODO: This feature will be included in one of the next OTOBO releases. If you need it
beforehand, please contact sales@otrs.ch, we will find a solution.

An on-call duty should be alarmed about incidents on an email servers, therefore cannot get an email
from OTOBO. Additionally, in the case where customers have no internet access, it’s imperative to ensure
good contact.

OTOBO provides SMS as a cloud service and allows, as with email, management of this communication
via templates.
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NNNNNNNNNNNNNNNNNNNNN NNV NNNNNY

Use this screen to add SMS templates for use in communications. A fresh OTOBO installation doesn’t
contain any SMS templates by default. The SMS template management screen is available in the SMS
Templates module of the Ticket Settings group.

a« Manage SMS Templates

Notice

To be able to use SMS cloud service in OTRS,
you have to activate it first.

& Activate SMS Cloud Service

Hint

An SMS template is a default text which helps

your agents to write faster tickets or answers.

Attention: Don't forget to add new templates
to queues.

2.10.1 NANNAN

List
TYPE MNAME COMMENT VALIDITY CHANGED CREATED DELETE
Mo data found.

N 2.34: NNNNNNAN

NN: To be able to use SMS cloud service in OTOBO, you have to activate it first in NNN module.

Motice

To be able to use SMS cloud service in OTRS,
you have to activate it first.

Activate SMS Cloud Service

N 2.35: NNNRNAN

NNNNNNNNY

1. ANNNNNNN NNNANNN NNN

2. NNNNANAN
3. AN AN NN
NNNNNNNNNNNY

1. NNENNNNNEINNNNNENN

2. NN
3. NN AN N ANNAN RN
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Add Template
* Type: Answer
* Mame:
% Template:
F:
Hash message: C]

Show message directly without user interaction and do not store it automatically
(support may vary by device and provider).

# Validity: | vald

Comment:

Save  or Cancel
N 2.36:; NNNNNNNN
Edit SMS Template

* Type: Create
% MName: |VIP customer

% Template: |Your ticket was created with number

<OTRS TICKET Tigkethmber>.

Hash message: C]

Show message directly without user interaction and do not store it automatically
(support may vary by device and provider).

# Validity: | valid
Comment: | Auto response for VIP customers.

Save or Cancel

N 2.37: NNNNNNAN
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NNNINNNNNY
1. NNANNENNANNNNNEN
2. NN AN ANN
List
TYPE | NAME | COMMENT | VALIDITY = CHANGED CREATED DELETE
Answer  Test valid 10/16/2018 11:11 (Europe/Budapest)  10/16/2018 11:11 (Europe/Budapest)

N 2.38: NNNNNANN

AR NNV ANNNNNNENNNNNNNNANNNNNNNNNNN

2.10.2 NNANAN

ANNNNNNANNNNANNNNAN ANNNANNNNNNNNN
AN ANNNNNNNNNENNNNEN ANNNEN
AN NNENNNANENNAN NRNNAN NNNNAN
NNENNNNNYNNNN
NNNNENN NN NN NN NN NSNS NN YN NN
AN ANNNAEN ANNNNENNNNNNNNNNENNNNENNNNEN ANNNNNNNNNN
NNENNNNNNNNNNNYY

N3 NNNNNNNNNNNNNNN918NNNN - NENNNNNNNNNT60NNNNNNNNNNNNNNN1T5 3NNNNNNNNNNNNNNNNNNY
NNNNNNNNNNT6ONNNNNN

NN NNNNNNNENNNNNENNNNENNNNNNNNNNNNNNNENNNNNNNN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNNNNNNNNN NNV NNV NN NN NNV NNNNNN

2.10.3 NNNARN

Using variables in the text makes it possible to personalize messages. Variables, known as OTOBO
tags, are replaced by OTOBO when generating the message. Find a list of available tags stems for this
resource at the bottom of both add and edit screens.

For example, the variable <OTOBO_TICKET_TicketNumber> expands to the ticket number allowing an
SMS template to include something like the following.

Ticket#<OTOBO_TICKET_TicketNumber> has been raised in <OTOBO_Ticket_Queue>.

NNNNNNNNNNNY
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Reference

You can use the following tags:
<0TRS_OWNER_*>
Ticket owner options (e. g. <0TRS_OWNER_UserFirstname=).
<0TRS_RESPONSIBLE *>
Ticket responsible options (e. g. <0TRS RESPONSIBLE UserFirstname=).
<0TR5S_CURRENT_*=
Options of the current user who reguested this action (e. g. <0TRS CURRENT UserFirstname>).

<OTRS_TICKET *>
Options of the ticket data (e. g. <0TRS TICKET TicketNumber=, <0TRS TICKET TicketID=,
<0TRS TICKET Queue=, <OTRS TICKET States).

<0TRS _TICKET DynamicField *>

Options of ticket dynamic fields internal key values ( e. g. <0TRS _TICKET DynamicField TestField=,

<0TRS TICKET DynamicField TicketFreeTextls).

<0TRS_TICKET DynamicField * Value>
Options of ticket dynamic fields display values, useful for Dropdown and Multiselect fields ( e. g.
<0TRS TICKET DynamicField TestField Value=,
<0TRS TICKET DynamicField TicketFreeTextl Value=).

<0TRS_CUSTOMER_DATA_*=
Options of the current customer user data (e. g. <0TRS_CUSTOMER _DATA UserFirstname>).

<0TR5_CONFIG_*=
Config options (e. g. <0TRS_CONFIG_HttpType=).

Mote: Create type templates only supports this smart tags: <0TRS_CURRENT_*> and <0TRS_CONFIG *=

Example template:
The current ticket state is: "<0TRS TICKET State="

Your mobile phone is: "<=0TRS CUSTOMER UserMobile="

N 2.39: NNNNAN

2.10. NNAN
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’Ticket#2018101042000012 has been raised in Postmaster.

217 NN N AN

NN:  Rother OSS TODO: This feature will be included in one of the next OTOBO releases. If you need it

beforehand, please contact sales@otobo.de, we will find a solution.

ANANNNNNNANANNNANNNNNNNNANNNANNNNN NN NN NNNNNNNNNNNNNN

OTOBO gives you the power to quickly assign the appropriate SMS templates to any queue, containing
pertinent ticket information, ensuring this information reaches your customers and agents.

ANANNANANNNNENNNNNNNNNNNNN MNRNEN ANEN AN MNNNNNN SRNN

& Manage SMS Template-Queue Relations
Filter for SMS Templates Owverview
Just start typing to fiter... SMS TEMPLATES QUEUES
No data found. Business Process Management

DirectSales

Filter for Queues DirectSales:BR

DirectSales::BR:Registrations

Just start typing to fitter... DirectSales::CN

DirectSales::CN::Registrations

N 2.40: NNNNNNNNNNNERN

2.11.1 NNANAN N ANAN

NN NN NN NN NN
1. AN NNAN NNNNNERRNN
PANNNNNNNNNNNEN
3. NN AN N ANNAN RN

Change Queue Relations for SMS Template Answer - Test

QUEUE _J acTive

Business Process Management

DirectSales
DirectSales:BR

DirectSales::BR::Registrations

DirectSales::CN

N 247 NNNRRNNNNNN

NN NN NN NN NN
1. AN AN ANANNANNN
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AN NN NNNNNNNNEN
30 AN AN N NNNAN SN

Change SMS Template Relations for Queue Postmaster

TEMPLATE | acTIvE

Answer - Test ||

Save or Save and finish |or Cancel

N 2.42: NNNNNRNNNNNY

AN NNNANNNNENNNNNNNNNNNNNNNANNNNANNNNNNNNNNNNNNNNNNAN

NNANNNNANNNNENNNNNNNNNNN NN NN NNNNRNNN NNV NNV ANNNNN ANN SNEN 8NN

AR: ANNNNNNNNNNNNENNNNNNNEN

212 NN

ANANNANANNNNANNNNNNNN NNV NNV NNEN NN NNV NN NNV NNV NNNNNNNEN

OTOBO uses ticket states to ensure that your agents always know which tickets are being attended
to and which not. Additionally, detailed reports on the states of your tickets can be provided by
ticket search or reports and personalized sorting is possible using dashboards and queue and service
overviews.

NNNNNNNNNNNNNNNNNNNNNN NN NNNN NN NN NNNNNNNNNNN
NN

closed successful-RNNN NNNNNNN NNNNNNNNNNNNNNN

closed unsuccessful-NENN NNNNNNN NNNNNNNNNNNNNNNNNNN
merged-fNN NNNNNNNNENNNNEN

new-NN NENNEINNENNNNNNNNNN

open-NNN NNNNNNNNNNNRNNRNNNNNNN

NN NN NN NN SN N NN N VSN NN VNN N Y

NNENNNAN NNNNNENENNENENENY NNNEN

NANN NNNNNENNNNNNNNNNNN

removed-NNN NNNNNNRREN

NN: Pending jobs are checked per default every two hours and forty-five minutes. This time is a static
time, which means the times are 02:45, 04:45, 06:45 and so on. The job can be run more often or seldom
and is configured in the System Configuration module of the Administration group.

212. W M
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Use this screen to add states to the system. A fresh OTOBO installation contains several states by
default. The state management screen is available in the States module of the Ticket Settings group.

L. State Management

Actions List
closed
successful

Filter for States
closed

Just start typing to filter... ngucceastul

merged

Hint
new

Attention: Please also update the states in
SysConfig where needed. open

See also: https://doc.otobo.org/doc

pending auto
close+
pending auto
close-
pending
reminder
removed
2121 NNAN
NNRNNNNAN
1. NNANNANN NNNN 8NN
2. NNNRRNNN
3. NN AN AN
Add State
* Name:

* State type:  closed
& Validity: | valid

Comment:

closed

closed

merged

new

open

pending auto

pending auto

pending
reminder

remaoved

COMMENT
Ticket is closed

Ticket is closed
State for merged

New ticket
create...

Open tickets.

Ticket is
pending...
Ticket is
pending...
Ticket is
pending...
Customer
removed ...

N 2.43: NNNRRN

@ or Cancel

N 2.44: NNNRRN

VALIDITY

valid

wvalid

wvalid

valid

valid

valid

valid

valid

valid

CHANGED
09/21/2020 17:08
(Europe/Berlin)
09/21/2020 17:08
(Europe/Berlin)
09/21/2020 17:08
(Europe/Berlin)
09/21/2020 17:08
(Europe/Berlin)
09/21/2020 17:08
(Europe/Berlin)
09/21/2020 17:08
(Europe/Berlin)
09/21/2020 17:08
(Europe/Berlin)
09/21/2020 17:08
(Europe/Berlin)
09/21/2020 17:08
(Europe/Beriin)

CREATED
09/21/2020 17:08
{Europe/Berlin)
09/21/2020 17:08
{Europe/Berlin)
09/21/2020 17:08
{Europe/Berlin)
09/21/2020 17:08
{Europe/Berlin)
09/21/2020 17:08
{Europe/Berlin)
09/21/2020 17:08
{Europe/Berlin)
09/21/2020 17:08
(Europe/Berlin)
09/21/2020 17:08
(Europe/Berlin)
09/21/2020 17:08
(Europe/Berlin)

AN NNNNNNNNNEN SNNNN SN SNNEN AN N NNNN SNNNNY

NNNNNNNNY
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[N NNNNN NN
2. NNANN
3. NN AN N ANNAN NN

Edit State

* Name: new
* State type:  new
* \alidity:  valid

Comment: Mew ticket created by customer.

N 2.45: NNNNAN

AN ANNANNNNNNNN NNV NN NN NN VNN

Motice

This state is used in the following config settings:
s PostmasterFollowlUpState
= PostmasterFollowUpStateClosed
s Ticket::Frontend::AgentTicketBulk###StateDefault
s Ticket::Frontend::AgentTicketCompose####StateDefault
n Ticket::Frontend::AgentTicketEmail###StateDefault
s Ticket::Frontend::AgentTicketEmailOutbound###StateDefault
n Ticket::Frontend::AgentTicketFreeText###5tateDefault
s Ticket::Frontend: AgentTicketMote###StateDefault

Save and update automatically | Don't save, update manually

N 2.46: NNNNNNN

ANANNANNNNNNANNNNNNNNNNNNNNNNNNNNN
NNANNAN ANNNNNNNNENNAN

NNANNANN . NNNNENNNNENNNNNNNNNNNNNNNAN
AN NNNANN
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ON: AN NNNNNNNNRNNNNNNN NN NN NN NN NN NN NN NN NN NNNNA C LNNN NN NN NNNN NNV NN NN NNNRR

2.12.2 NN

NEENNNNENNNNNNNNNNN NNNNNNNNNNNNN
NN NN NN NN N NN N NSO N NN N N NN N N N N NN NN
NNV ASNNNN NN NN N NN NN NN N NN N NN NSNS N NSNS NN
* closed-0NN
* merged-NNN
* new-8N
* open-NNN
+ NNAN
+ NNAN

* removed-NNN

AN: NANNNNENNNNNANNNNNANNNNENNNANAN . SN N AN ANNENVANANNENEN NN AN N8N
NNNNNNNNNNY

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNENNNNNANN NNNENNNNNNNNNNNNNNNANNNNNENNNNNNNN NNV NNANN

2.12.3 NNNNAN

NNRNNNNANNNNNN ANNNNNNNNNNNN
* Daemon: :SchedulerCronTaskManager: :Task###TicketPendingCheck

e Ticket::StateAfterPending

213 NN

NNANNNANANNNNANNNNNNNNNNNNNNNANNNNRN NNV NNV AN NNV NN NNV NNV NNNNN

OTOBO templates offer you a variety of ways to deal with standardizing communications and help to
pre-define texts so that the customer always receives the same level and quality of service from all
agents.

Use this screen to add templates for use in communications. A fresh OTOBO installation already con-
tains a template by default. The template management screen is available in the Templates module of
the Ticket Settings group.
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L. Ternplate Management
Actions List
[+] Add Template TYPE NAME ATTACHMENTS ~ COMMENT VALIDITY ~ CHAMGED CREATED DELETE
empty ) 09/21/2020 17:08 09/21/2020 17:08
Answer [i] valid ~ ~
ter ¢ answer (Europe/Berlin) (Europe/Berlin)
Filter for Templates test _ 09/21/2020 17:08  09/21/2020 17:08
Answer ] valid ) )
Just start typing to filter... answer (Europe/Berlin) (Europe/Berlin)
Auto
VIP . 11/19/2020 14:59 11/19/2020 14:59
Create 0 response for valid ) ) 7]
) customer (Europe/Berlin) (Europe/Berlin)
Hint VIPc...

A template is a default text which helps your
agents to write faster tickets, answers or
forwards.

Attention: Don't forget to add new templates
to queues.

N 2.47: NNNNAN

2131 NNAN

AN: NNNNNNNNNNNNN NN NNNNNNNN

NN

1. MVNANANN NNNN NN

2. NNNNAAN

3. AN AN NN
NNANNNNAN

(AN NN NN NNV

2. NNNNN

3. NN AN N ANNAN SR
NN

1. MNNNENENNNNENN

PANNINNENNY

AR NNNENNNNENNNNNANNNNNNNNNNENNNNNNNNNNN

2.13.2 NRNAN

NNNNNNENNNEENNNNNNAN NNNNNNNNNNNEY
NN RN N NN NN NN NN NN NN

AN NNANNNNENN

AN NNANNNNANNAN

NNEN To be used for writing an email to a customer user or to someone else.
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Add Template

* Type:  Answer

* Mame:

Template: B I US

Attachments:
# Validity:  valid

Comment:

@ or Cancel

N 2.48: NNNNAN

I
[[]
i)
]
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Edit Template
* Type:  Answer
# Mame: empty answer
femplate: B 5 U &= S e 2 = 2| =
Format ~ | Font - size ~ | A- B~ T, [2Source () !
Attachments:
# Validity:  valid
Comment:
D - G - oo
N 2.49: NNNNNN
List
TYPE MNAME ATTACHMENTS ~ COMMEMNT VALIDITY = CHANGED CREATED DELETE
empty i 09/21/2020 17:08 09/21/2020 1708
Answer 0 valid . ) 1§
answer (Europe/Berlin) (Europe/Berlin)
test ! 09/21/2020 17:08 09/21/2020 1708
Answer 0 valid : )
answer (Europe/Berlin) (Europe/Berlin)
Auto
VIP . 11/19/2020 14:59 11/19/2020 14:59
Create 0 response for valid . )
customer (Europe/Berlin) (Europe/Berlin)
VIP c...
N 2.50: NNNNAN
213. NN 47
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N NENNVNNN VNN

NN To be used to create notes.

AN ANNANNANAN

NNNNN To be used in process management to pre-fill text of articles in user task activity dialogs.
AN > NNNNNEN NNNNENNENNENNENNNNNNNNNNNNN NNENNNENNENN
NN The body of the article added by the template.
AN ANNNNNNNNNNNNNNN ANN AN NRNNNNAN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNENNNANAN NNNENNNNNNNVNNNNNNNENNNNENNNNNNNN NNV NNENY

2.13.3 NNAN

Using variables in the text makes it possible to personalize messages. Variables, known as OTOBO
tags, are replaced by OTOBO when generating the message. Find a list of available tags stems for this
resource at the bottom of both add and edit screens.

For example, the variable <OTOBO_TICKET_TicketNumber> expands to the ticket number allowing a
template to include something like the following.

’Ticket#<OTOBO_TICKET_TicketNumber>

NNNNNNNNNNNY

’Ticket#2018101042000012

214 NN N AN

NNANNNNANNNNNNNNNNN NRNNNNNNNNNN® N TNANNNNNANNNN NNRNNNNANNNNANNNNNNNNNAN
NN NN N NN Y

OTOBO empowers you to manage this providing you an overview to manage the 1:n relationships and
quickly identify the templates using your attachments.

NNNNNNNNNNNNNNN VNNV SNNNNNNNNNNNNNNNNNNNNNNNNNN SNNNNY ANEN SN AN SNNY

2.14.1 NONNANNANN

NNV NN N NN
(NN NN NNNNNNYY
PANNNNNNNNNNN
3. NN AN N ANNAN RN
NNV NN N NN
1. AN AN ANANNANNN
PZANNNNNNNNNNNNNNNN
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Reference

You can use the following tags:

<0TOBO_AGENT_SUBJECT[20]>

To get the first 20 characters of the subject of the current/latest agent article (current for Answer and Forward, latest for Note
template type). This tag is not supported for other template types.

<0TOBO_AGENT BODY[5]>

To get the first 5 lines of the body of the current/latest agent article {current for Answer and Forward, latest for Note template
type). This tag is not supported for other template types.

<0TOBO_CUSTOMER_SUBJECT[20]>

To get the first 20 characters of the subject of the current/latest article (current for Answer and Forward, latest for Note template
type). This tag is not supported for other template types.

<0TOBO_CUSTOMER_BODY[5]>

To get the first 5 lines of the body of the current/latest article (current for Answer and Forward, latest for Mote template type).
This tag is not supported for other template types.

<OTOBO_OWNER_*>
Ticket owner options (e. g. <OTOBO_OWHER UserFirstname>).
<0TOBO_RESPONSIBLE *>
Ticket responsible options (e. g. <0OTOBO_RESPONSIBLE UserFirstnames).
<OTOBO_CURRENT +*>
Options of the current user who requested this action (g. g. <0TOBO_CURRENT UserFirstnames=).
<0TOBO_TICKET *>
Options of the ticket data (e. g. <0TOBO_TICKET TicketWumber>, <OTOBO_TICKET TicketID=>,
<QTOBO_TICKET Queue>, <OTOBO_TICKET State>).
<OTOBO_TICKET DynamicField *>
Options of ticket dynamic fields internal key values ( e. 0. <0OTOBO_TICKET DynamicField TestField=,
<0TOBO_TICKET DynamicField TicketFreeTextl>).
<OTOBO_TICKET DynamicField_ *_ Value>

Options of ticket dynamic fields display values, useful for Dropdown and Multiselect fields [ e. g.
<0TOBO_TICKET DynamicField TestField Value>, <OTOBO_TICKET DynamicField TicketFreeTextl Value>).

<OTOBO_CUSTOMER_DATA_*>
Options of the current customer user data (e. g. <0OTOBO_CUSTOMER_DATA UserFirstname=).

<OTOBO_CONFIG_*>
Config options (2. . <OTOBO_CONFIG_HttpType>).

Mote: Create type templates only supports this smart tags: <0TOBO_CURRENT_*> and <OTOBO_CORFIG_*>

Example template:
The current ticket state is: "<0TOBO TICKET State>"

Your email address is: "<0TOBO_CUSTOMER UserEmail="

N 2.57: NNAN
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L. Manage Template-Attachment Relations
Filter for Templates Overview
Just start typing to filter... TEMPLATES ATTACHMENTS
Answer - empty answer Product Manual Annex ( troubleshooting-guide.doc )
Answer - test answer Service Agreement ( service-agreement.pdf )

Filter for Attachments Create - VIP customer

Just start typing to filter...

N 2.52: NNNNRNNANNN

Change Attachment Relations for Template Create - VIP customer

ATTACHMENT | ACTIVE
Product Manual Annex ( troubleshooting-guide.doc )
Service Agreement ( service-agreement.pdf )

@ or EEETCELC R W or Cancel

N 2.53: NINNNNANN

3. NN AN N ANNAN NN

Change Template Relations for Attachment Service Agreement

TEMPLATE | ACTIVE
Answer - emply answer

Answer - test answer

Create - VIP customer

@L‘rr LEUE L L R TE I or Cancel

NPESENNNNNNNY

AN NNNENNNNNANNNNNNNNNNENNNNNANNNNNNNNNNNNNNNNNNNAN

NNANNNNANNNNENNNNNNNNNNNNNNNENNNNENNNNNNNNNNAN ANAN ARN NNV ANN

AN: ANRNNNNNNNNNENNNNNANN

215 NNNAN

NNANNANANNNNENNNNNNNN NN NN NNANNNNNNNNNNNNNNNNNNAN
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OTOBO can quickly aid you in ensuring that all of your teams have the correct templates available for
use by assignment based on the queue.

ANANNANANNNNNENNNNENNNNEN ANNNNNNNNNNNNNNNNNNNENNNANNNN NNNANN NN AN AN N SN AN

L. Manage Template-Queue Relations
Filter for Templates Overview
Just start typing to filter... TEMPLATES QUEUES
Answer - empty answer Junk
Answer - test answer Misc
Filter for Queues Create - VIP customer Postmaster

Raw
Just start typing to filter...

N 2.55: NNNNRNNNAN

2151 NN N NN

NNANNNNENNNANN
(NN NNENNNNNNNN
2. NNANNNNNNNAN
3. NN AN N ANNAN NN

Change Queue Relations for Template Answer - empty answer

QUEUE ACTIVE
Junk
Misc
Postmaster
Raw

@ or EETCELCRLIE W or Cancel

N 2.56: NRNNNNNNN

NNNNNNN NN
1. AN AN NNNNNNNN
2. NNNNNNNNNNNN
EENNMNNNNNNN NN

AR ANV ANNNNNNNNNN NNV NNV NNNNNAN

ANANNNNNNANANNNANNNNNNANANNNANNNNNNANANANNNNNN NNNN AN NNNN NNN
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Change Template Relations for Queue Misc

TEMPLATE ACTIVE
Answer - empty answer
Answer - test answer

Create - VIP customer

N 2.57: NRRNNNNNN

AR NNNNNNNNNNNNNNNNNNANN

216 NN

Good KPIs (Key Performance Indicators) require knowing the type of work your organization performs.
Not all tasks take the same amount of effort even when performed by the same team. Creating a
queue structure for this purpose can be overpowered due to the amount of configuration required to
create and manage a queue.

OTOBO provisions for KPIs with minimal overhead using ticket types. Typical types used in IT service
desks are unclassified, incident and problem. You can quickly define new types with ease.

Use this screen to add types to the system. A fresh OTOBO installation contains an unclassified type
by default. The type management screen is available in the Types module of the Ticket Settings group.

L. Type Management
Actions List
[+] Add Type MAME VALIDITY CHANGED CREATED

Unclassified valid 09/21/2020 17:08 (Europe/Berlin) 09/21/2020 17:08 (Europe/Berlin)

Filter for Types

Just start typing to filter...

N 2.58: NNNNAN

ON: Ticket::Type must first be activated via NNNN under the Administration group to be selectable
in the ticket screens. You may click on the link in the warning message to directly jump to the con-
figuration setting.

Please activate Type firstl —

N 2.59: NNNNAN
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2.16.1 NNAN

NNNNNNNNY
1. NVNANANN NNNN NN
2. NNNNAAN
3. AN AN NN

Add Type

* MName:

# Validity: | wvalid

@ or Cancel

N 2.60: NNNNRN

AN NNNNNNNNNNN SNNNN SN SNNNN AN N NNNN SNNNNY

NNNNNNNNY
1. MNNNENNNNNNEN
2. NN
3. NN AN N ANNAN NN

Edit Type
* Wame: Unclassified

* Validity:  valid

N 2.61: NNNNNN

AR NNNENNNNENNNNNANNNNNNNNNNENNNNENNNNNNNNN

2.16.2 NNNN

ANNNNNNANNNNANNNNNAN ANNNNNNNNNNNN
AN ANNNAEN ANNNNNNNNNNNNNNENNNNENNNNNN ANNNNNNNNNN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.
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NANAN

NNANNNNANNNNNNNNNNNNNNNENNNNNANY NNANNNANANNNNENNNNNNNN NNV NNENNNNNNNN
NNNENNNNENNNNNNNNNNNNNNNNNN

OTOBO provides you with the tools to build teams, trust and security to better and uniformly serve
your customer. With system addresses you can assign your inbound mails to certain teams and allow
them all to use the same address without causing confusion by using team mailboxes via a mail client.
Templates, automatic answers, and attachment management let you leverage central management of
the most important communications. Many other tools are also available and covered in the sections
below.

3.1 NN

Corporations may need to make general announcements to everyone or publish news to several groups
of agents or individuals. Also, OTOBO administrator may need to contact with specific agents regarding
an event.

OTOBO gives the administration the tool Admin Notification making sending announcements and news
to the masses of users accurate and timely, to target group of people, simple. Administrators can send
notifications based on a specific list of recipients, or a group of users inside OTOBO, with powerful text
editor enhanced content.

ANANNNNNNNNNANNNNNNNNNNNNNNN ANNNNNNY NNNAN AN VNN NNNN

3.1 ANNARNN

NNANNNNANNNNENNNN NRNNNNNNNNNNN

AN * ANNNRNNNNENNEN N8N ANAN

NNNENAN INNNNENNNENEEN NNNNENNNENNNN
NNV NSNS NN NN NN NSNS NN NN N NN
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Create Administrative Message

% From: support@otobo.org
Send message to users:
Send message to group members:

Group members need tohave @ ro

permission: w
Send message to role members:
Also send to customers in groups:

#* Subject:

*Bodv: B I U sz i i

N 3.7 NNANNANNN

56
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NNNNNNN With these radio buttons can be selected, if a group member needs read-only or read-write
permissions to receive the message.

Send message to role members One or more LN can be selected in this field, to whose members the
message will be sent.

Also send to customers in groups Select this checkbox to send the message also for customers in
groups.

NN:  This option is available only, if CustomerGroupSupport setting is enabled.

NN RNNNNNN
NN RN NNY NN

3.2 NNAN

NNANNANANNANANN NENNNNNNENNNNNNNNNNNNNN
» NNANNNNAN
» NNNNAN
« NNNNNNNNAN

NNANNNANNNNNNNNNNNANN

OTOBO appointment notifications satisfies this need. Here an administrator can easily set notifications
with general rules, including trigger events and filters. Afterward, appointments fitting the bill notify the
correct users at the correct time.

Use this screen to add appointment notifications to the system. In a fresh OTOBO installation an ap-
pointment reminder notification is already added by default. The appointment notification manage-
ment screen is available in the Appointment Notifications module of the Communication & Notifications

group.

3.2 NNNNAN

NNNINNNNNY
1. NNNNNAN NNNN NNN
2. NN Appointment Notification Settings NNNNNNNNNN
3. AN AN NAN
NNNVNNNNNY
1. ANNNNNNNNNNNENNNN
2. NN Appointment Notification Settings NNNNNNNN
3. AN AN N NNNNN ARN
NNNINNNNNY
1. ANNNNNENNNNNENNN
2. NN AN NEN
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& Appointment Notification Management
Actions List
3 Export Notifications Appointment

reminder notification

Filter for Notifications

Just start typing to filter...

Configuration Import

Here you can upload a configuration file to
import appeointment notifications to your
system. The file needs to be in .yml format as
exported by the appointment notification
module.
Durchsuchen... Keine Datei ausgewdhit.

Overwrite existing notifications?

X Import Notification configuration

List
NAME COMMENT VALIDITY
Appointment _
valid

reminder notification

COMMENT  VALIDITY

valid

N 3.2: ANNNNERN

CHAMNGED
08/21/2020
17:08
(Europe/Berlin)

N 3.3 NNNNNAN

CHANGED CREATED EXPORT
09/21/2020 08/21/2020
17:08 17:08 &
(Europe/Beriin) (Europe/Berlin)
CREATED EXPORT COPY
09/21/2020
17:08 3 cn
(Europe/Berlin)
N

COPY

DELETE

DELETE
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NNNNNNNNNNNY

1. NNNNNEN NNAN NNN

2. NNNNNNNNNNNNAN Export_Notification.yml NN
NNNNNNNIN

1. NNNNAAN AN AEN

2. NNNNNNNAN . ym1 NNN

3. DNNNNNNNNENNN ANNNNNN NNAN

EANNINNNNNNMNNN

3.2.2 NNANAN

NNNNNNNNNNNNNNNNENNN NNNNNNNNNNNNN
AN:

For an example, see the default appointment reminder notification which is included in a fresh OTOBO
installation.

NNRNNNNAN

Add Notification

* Name:
Comment:
Show in agent preferences: | No

Agent preferences tooltip:

This message will be shown on the agent preferences screen as a tooltip for this
notification.

Validity: | valid

N 3.4: NNNAAN - AN

AN ANNNAEN ANNNNENNNNNNNNNNENNNNENNNNEN ANNNENNNNNN
AN NNNENNNNNNN NNNENENNNNENNNNENNNNNNNNNN NN NN NN NN NN NNNNN
NNNNNNEAAAEN NNNNNNENNNNNNNYNNNNN SNNNENNEY

N NNNNNNNNANNANENN NNNENNNNNNNNNNNNNNNNNNNNNN

N NNNANNNNENNNNNNNNANN NNNNNNNNNNNNNN

NNENNNNENNNNENNNAN - MNNENNNNENNNENNNNNNENNNNENNNNEN NNNNENNNNNNNNN
NNANNANANN - INNNNNRNNNNNANNNNRNNNNNNNNNNNNNN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.
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Appointment notifications

NOTIFICATION = Choo.se for which kind of °
appointment changes you want

Appointment reminder notification to receive notifications.

a

N 3.5 NNNNNNNN

ANAN

* Events

% Event:  AppointmentNotification

Here you can choose which events will trigger this notification. An additional appointment
filter can be applied below to only send for appointments with certain criteria.

N 3.6: NNNNAN - AN
Event * NNNVVNNNNNNENNNNNNNNNNNNNNNNNNNNNNNNNNNNNEAN
NNNNNRN
AppointmentCreate NNNNNNNANN
AppointmentUpdate NNNNANANN
AppointmentDelete NNNNNNNAN

AppointmentNotification This is a special appointment event that will be executed by the
OTOBO daemon in time. If an appointment contains a date/time value for notifications, as
already described in this documentation, and such a notification date is reached, the OTOBO
daemon will execute this kind of event for every related appointment separately.

CalendarCreate NNNNNNNAN
CalendarUpdate NNNNNANAN

NNNYN

* Appointment Filter

Calendar:
Title:
Location:

Resource:

N 3.7 NRNNAN - NANNNN
ANANNNNANNNNNNNNNNNNNNNENN
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NNENNNN NN NN
NNEN NN N NNNNNYY
NNENNNNNNNNNNNYY
AN NNNANNNNNNNNNNNNAN

NANNANN

* Recipients

Send to: All agents with (at least) read permissicn for the appointment (cal...
Send to these agents:
Send to all group members (agents
only):
Send to all role members:
Send on out of office: Also send if the user is currently out of office.

Once per day: Motify user just once per day about a single appointment using a selected transpont.

N 3.8: MNNNAN - AN

NN NNRNNNNENNNNN ANNNEN

o NNANNANANNNNANN

o NNANNNNENNNNNANNNNNNNNAN

NNV NN NN NN NN NN YN
NNANNANNAN - NNNNNNNNNNNNNNNNNANN
NNANNANANNANANEN - ANNNNNNNNNENNNNNNNNNNNNNNN
NNNENNNNEN  NNENNNNENNNNENNNNNNNNNNNNN
NNNNNEN NN NN NN NN NN N NN N NSNS

NNNN Notify users just once per day about a single appointment using a selected transport. If this is
the first notification about an appointment, then the notification will be sent. If a notification was
already sent before and this option is checked, the OTOBO daemon will check the time the last
notification was sent. If there was no notification sent in the last 24 hours, the notification will be
sent again.

NNNNNN

NNNANEEN . INNNNNNNNNNNNNNENNNNNNNWe bRNRNNN

Active by default in agent preferences This is the default value for assigned recipient agents who
didn’t make a choice for this notification in their preferences yet. If the box is enabled, the no-
tification will be sent to such agents.

NNNNNNNNEN - Additional recipients can be added here. Use comma or semicolon to separate the email
addresses.
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w MNotification Methods

These are the possible methods that can be used to send this notification to each of the recipients. Please

select at least one method below.

Enable this notification method:

Active by default in agent
preferences:

Additional recipient email
addresses:

Avrticle visible for customer:

Email template:

Enable emall security:

Email security level:

If signing key/certificate is
missing:

If encryption key/certificate is

missing:

Email

This is the default value for assigned recipient agents who didn't make a
choice for this notification in their preferences yet. If the box is enabled,
the notification will be sent to such agents.

O

An article will be created if the notification is sent to the customer or an
additional email address.

Alert

Use this template to generate the complete email (only for HTML
emails).

PGP and SMIME not enabled.

Skip notification delivery

Skip notification delivery

N 3.9: NNNNAN - NNAN
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NNV MNNNNNNNNNNNNNNNNNNNNNNNY
NN ANNNNNNNNNNNNN

NN:  Additional email templates can be added by placing a . tt file into the folder <OTOBO_Home >/
Kernel/Output /HTML/Templates/Standard/NotificationEvent/Email/. See the existing
email templates for an example.

ANANNANN NNNNNNNNNNNNNANN

ON: NNNNANNNNAN PGPRN N S/MIMERRN

ANANNANN . NNV ANNNNANNNNNNNNNNENNNNNANN
NPGPAN NN PGP NNNNNNNNNNNNNNNNNNNNNPGPNNNNNNNNNNN
NPGPN NANPGPNNNENNNNNNNNNNNNNNNANPGPNNNNNNNNNNN
PGPNNNAN NPGPRANNNNNNNNNNNNNNNANNNNNNNNNNP G PANNNNNNNNNN
NSMIMERN NRNS,/MIMENNNNNNNNNNNNNNNNNNNNNS /MIMENNNNNNNNNAN
NSMIMENN NENS/MIMERNNNNNNNNNNNINNNNNNENS /MIM ENNNNNNNNNNN
SMIMENRNNN NNS,/MIMENNNNNNNNNNNNNNNNNNNNNNNNNNNS /MIM ENNNNNNNNNNN

NR: NANNNNNNSNN PGPAN N S/MIMENAN

NN NINAN NN N NN NN NN NN YN
NENNNNNN/NEN - NENNNNNNNNNNNNNNNNNN

NNNNIN

The main content of a notification can be added for each languages with localized subject and body
text. It is also possible to define static text content mixed with OTOBO smart tags.

NN+ NNNNNNNNNNN

AN > NNNNNNNNNNNNN

NN NNNNNNNNENNNNNENN NN NN NNV NN NN NN SN N NN NNV NNNEN

NN: Deleting a language in DefaultUsedLanguages setting that already has a notification text
here will make the notification text unusable. If a language is not present or enabled on the system,
the corresponding notification text could be deleted if it is not needed anymore.

3.2.3 NANNAN

Using variables in the text makes it possible to personalize messages. Variables, known as OTOBO
tags, are replaced by OTOBO when generating the message. Find a list of available tags stems for this
resource at the bottom of both add and edit screens.
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w Notification Text

¥ English (United States)
% Subject: Reminder: <OTOBO_APPOINTMENT _TITLE=

* Text: B I U S|z (==]

-olE

L]

Format - | Font -~ 8ize ~| A- B}~ T, [o Source |

Hi «0OTOBO_MOTIFICATION_RECIPIENT _UserFirstname:,

appointment "<OTOBO_APPOINTMENT_TITLE>" has reached its notification

Description: <OTOBO_APPOINTMENT _DESCRIPTION:>
Location: <OTOBO_APPOINTMENT _LOCATION=
Calendar: m <OTOBO_CALENDAR_CALENDARNAME>
Start date: <OTOBO_APPOINTMENT_STARTTIME>
End date: <OTOBO_APPOINTMENT_ENDTIME=
All-day: <OTOBO_APPOINTMENT _ALLDAY >

Repeat: <OTOBO_APPOINTMENT _RECURRING=

<0TOBO_CONFIG_HttpType=.//<0OTOBO CONFIG_FODN>
/<0TOBO_CONFIG_ScriptAlias=index.pl? Action=AgentAppointmentCalendan
AppointmentiD=<0TOB0_APPOINTMENT_APPOINTMENTID:>

N 3.10: NNNNAN - NNNN
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w Tag Reference

Matifications are sent to an agent.

ou can use the following tags:

<0TOBO_APPOINTMENT TITLE[20]>
To get the first 20 character of the appointrment title.

<OTOBO_APPOINTMENT *>
To get the appointment attribute ( e. g. <0TOBO_APPOINTMENT APPOINTMENTID®, <0TOBO_APPOINTMENT STARTTIME-,
<0TOBO_APPOINTMENT DESCRIFPTION=)

<0TOBO_CALENDAR_*>
To get the calendar attribute ( &. §. <OTOBO_CALENDAR CALENDARID>, <OTOBO_CALENDAFR CALENDARNAME:,
<0TOB0_CALENDAR COLOR=>).

<OTOBO_*> or <OTOBO_NOTIFICATION RECIPIENT *>
Attributes of the recipient user for the notification ( e. g. <0TOBO_UserFullname> Of
<0TOB0_NOTIFICATION RECIPIENT UserFullname>).

<0TOBO_CONFIG_ *>
Config options ( e. g. <0TOBO_CONFIG_HttpType=).

Example notification:
Subject: Reminder: <OTOBO_APPOINTMENT _TITLE>

Text:
Hi <OTOBO NOTIFICATION RECIPIENT UserFirstname>,

appointment "<OTOBO_APPOINTMENT TITLE>" has reached its notification
time.

Description: <OTOBO_AFFOINTMENT DESCRIFTION>
Location: <0TOBO APPOINTMENT LOCATION>
Calendar: <OTOBO CALENDAR CALENDARNAME>
Start date: <OTOBO AFPOINTMENT STARTTIME>
End date: <0TOBO APFOINTMENT ENDTIME>

All-day: {OTDBD_EPPDINTMENT_ALLDAY}
Repeat: <OTOBO APPOINTMENT RECURRING> Y

N 371 NNANAN
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For example, the variable <OTOBO_APPOINTMENT_TITLE [20]> expands to the first 20 characters of
the title allowing a template to include something like the following.

Title: <OTOBO_APPOINTMENT_TITLE[20]>

NN NNNNNNY

Title: Daily meeting in the..

3.3 NNAN

NNNNNNNNNNNNNNNNN NNV NN NN NN NNV NN NN NN NNV NN NN NNV NNV NN NN NNNNNNY

OTOBO introduces the Communication Log module. It's designed to track the communication: building
and spooling the mail and the connection between client and server.

NENNNNNENNENNENNENNNNNNNN NN ANNEN NN NN NNEN

# Communication Log
Time Range Status for: Last 24 hours
Last 24 hours
Show only communication logs created in - -2
specific time range. . °
No account activity No communication logs
Filter for Communications
Just start typing to filter...
= O]
Hint No active communications Average processing time
Less than a second

In this screen you can see an overview about
incoming and outgoing communications.

You can change the sort and order of the
columns by clicking on the column header. If w List of communications (0)

you click on the different entries, you will get m .
redirected to a detailed screen about the srEmmEml)  GEEEE)  GELE

message. 0-00f O
STATUS TRAMSPORT = ACCOUNT ¥ START TIME END TIME DURATION
No communications found.

N 3.12: NNNRRNNN

3.3 NNANAN

ANANNANANNNNENNNNNNNN NNV NN NNNNEN NN NNV NNV NNENN

NENN NNNNNENNNNNNNNNNNNNNNNNNNNNNNNNNN

NNV NN NN N NN NN NN N NN NN YN

NN NNNNNNNNNNNNNNNNNANNNNNN

NNNNAN - ANNNNNNNNNNNNNNNNN
NNRNNNNRNNNNNRNNNNRNNNNNRNNNNN ANNNNNNNNNERNN NNV NN NNNNERNNNNRNNN
AUANANANNANNNNNANNNANNANNN
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Status for: Last 1 hour

X

Failing accounts
Mumber of accounts with problems: 2

-

Mo active communications

* List of communications (12)

All (12) Successful (8) Processzing (0)
STATUS TRANSPORT t—4 ACCOUNT
] mail.example.com
4 Email —
/ test (IMAP)
) mail.example.com
x Ermail —
/ test (IMAP)
_ mail.example.com
;4 Email —
/ test (IMAP)
) mail.example.com
® Email —
/ test (IMAP)
_ mail.example.com
x Email —
/ test (IMAP)
) mail.example.com
® Email —
/ test (IMAP)

X

Failing communications
Number of reported problems: 6

@

Average processing time

4 seconds

¥START TIME

11/24/2020 14:20:16 (Europe/Berlin)

11/24/2020 14:10:06 (Europe/Berlin)

11/24/2020 14:00:17 (Europe/Berlin)

11/24/2020 13:50:02 (Europe/Berlin)

11/24/2020 13:40:12 (Europe/Berlin)

11/24/2020 13:30:03 (Europe/Berlin)

N 3.13: NNNNAN

1-6of &

EMD TIME

11/24/2020 14:20:21 (Europey

11/24/2020 14:10:12 (Europe:

11/24/2020 14:00:23 (Europe:

11/24/2020 13:50:08 (Europey

11/24/2020 13:40:18 (Europe:

11/24/2020 13:30:08 (Europey

3.3, NNAN
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* Communication Log Overview (1)

STATUS = A TYPE = ACCOUNT START TIME END TIME
. mail.example.com )
x Connection — 11/24/2020 14:10:06 (Europe/Berlin) 1172472020 14:10:12 (Europe/Be
/ test (IMAF)
* Communication Log Details (2)
A PRIORITY  MODULE INFORMATION CREATED
Open connection to
1 E L Kernel::System::MailAccount: IMAP 'mail.example.com’ 11/24/2020 14:10:07 (Europe/Berlin)

(test).

) IMAP: Can't connect to )
2 X Kernel::System::MailAccount:: IMAP . 11/24/2020 14:10:12 (Europe/Berlin)
mail.example.com

N 314 NNNNNANNAN

NNANNNNNNNNNANNNNNANNNANN AN N NN NN
AN INNNNINNNNINNNNNNNNNN/ NENNNNNNNNNANEN
AN NNNENNNNNENNNNNENNNNENNNN SRNNNNENNNNNNNNNNNNNNNENNN NNV NNNEN

ANNNNNNNNNNNNNNNNNNNNNNNNNANNENNNN NN NNNNN NSNS NN NN NN NN NN NN NN NN NN NNNNN
Error NNAN

3.4 NNAN

The main channel of communication with the customers is often email. An organization consists of mul-
tiple departments or teams. Email addresses differ for each group which is servicing your customers.
You may have the following:

support@example.org
hr@exapmle.org

sales@example.org

These addresses are just some examples, and you may have many more. Use these channels to receive
and send messages, and in mail clients, one can often send with the wrong address.

OTOBO manages as many email addresses for your teams as needed. All your email addresses,
whether for sending or receiving, are kept and configured nicely in one place. In the queue settings,
the correct address is always chosen preventing that someone working in multiple roles sends an email
out with the wrong account.

To enable OTOBO to send emails, you need a valid email address to be used by the system. OTOBO is
capable of working with multiple email addresses, since many support installations need to use more
than one. A queue can be linked to many email addresses, and vice versa. The address used for
outgoing messages from a queue can be set when the queue is created.

68 Chapter 3. NNNAN



OTOBO Administration Manual, NN 10.1

Use this screen to add system email addresses to the system. An email address is already added to the
system at installation time of OTOBO. The email address management screen is available in the Email
Addresses module of the Communication & Notifications group.

A System Email Addresses Management
Actions List
[+] Add System Address EMAIL ADDRESS DISPLAY NAME QUEUE VALIDITY CHANGED CREATED
OTOBO 09/21/2020 17:08 09/21/2020 17:08
otobo@localhost Postmaster  valid
System (Europe/Berlin) (Europe/Berlin)

Filter for System Addresses

Just start typing to filter...

Hint

All incoming email with this address in To or
Cc will be dispatched to the selected queue.

N 315 MNNNNNNNNN

3.4 NNANNNAN

NN NNNN NN
1. MVNANAN NNNNANNN NN
2. NNNNAAN
3. AN AN NN

Add Systemn Email Address

* Email address:

* Display name:

The display name and email address will be shown on mail you send.

#® Queus:  Misc
* Validity:  walid

Comment:

@ or Cancel

N 3.16: NNNNNNNNNN

AN ANANNNNNNNNNNNNNNNAN AN ANANNN AN N NN NNNNNN

NN:  Once an email address is added and set to valid, OTOBO cannot send an email to this address.
This prevents loopbacks which could crash your system. If you need to transfer information between
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departments please use the ticket split option in the article menu. This will allow you to create a new
ticket to another team for assigning a task, for example.

Mark Print Split | Forward | Reply

N 317: ANAN

NNNENNNNNNNNN
NN NN NN NN
2. NNANN
3. NN AN N ANNAN NN

Edit Systern Email Address

* Email address:  otobo@localhost

#* Display name: OTOBO System

The display name and email address will be shown on mail you send.
# Queue:  Postmaster

* Validity:  valid

This system address cannot be set to invalid, because it is used in one or more queue(s)
or auto response(s).

Comment: Standard Address.

N 3.18: NNNANNNNNAN

NNV NN N AN NN N O A N NN N S NN Y

3.4.2 NNNNANAN

NNANNANANNNNANNNNAN ANNNANNNNNNNNN

NNNEAN * NNNNNNNNNNN

NN NN NN NN N S SN N Y NN N NN NSNS NN
AN ANNNNNNNNNNNNNNNANNANNN

AN: NNNNNNNNENNNNNNENNNNENNNNN NNNNNNN INNNNNEN NNNNSNNN N Mail Account Settings NAN
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From: OTOBO Feedback =marketing@etobo.com=
To: Your OTOBD System =otobo@localhost=
Subject: Welcame to OTOBO!

N 3.19: NNANN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AR: NNRNNNNNNENNNNENNNNRNNNNEN AN N NNRNN

AN NNNENNNNNANY NNNNNNNNNNNNNNNNNNNANNNNNNNN VNNV NNNNNNNANN

3.5 PGPON

NNANNNNANNNNENG D PR (NNNNN NNNENNNA) NNV NN NN NNV NNNNNNNNNENG D PRENNNNNNNNNNNNNNNNA NN

OTOBO empowers you to encrypt communications where needed by means of S/MIMENN or PGPNX,

ON: ANNANNNNNNNNNNNNNNNNNNNNNNNN

NNNNNNNNRNPGPNNNPGPNNNNNN NNNEN NN PGPNN NNNNNN

a PGP Management

Notice List
TYPE STATUS IDENTIFIER BIT KEY FINGERPRINT CREATED EXPIRES DELETE

To be able to use PGF in OTOBO, you have to Mo data found.
enable it first.

& Enable PGP support

N 3.20: PGPRRNNN

3.5.1 NNPGPRN

NN: To be able to use PGP keys in OTOBO, you have to activate its setting first.

NNNNNNPGPNAN
1. MNNANAN ANPGPAN NRN
2. NNAN..ANNNNNNNNEN
3, NNNNNNNNENPGPNNNNN
N NENNGNNN
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Motice

To be able to uze PGP in OTOBO, you have to
enable it first.

= Enable PGP support

N 3.21: NNPGPNN

Add PGP Key
* PGP key: Durchsuchen...  Keine Datei ausgewahlt.
@or Cancel
N 3.22: NNPGPNNAN

NNNNNNPGPRNN

1. ANPGPNNNNNNNNNNAN

PANNINNINNN

List

TYPE STATUS IDENTIFIER BIT KEY FIMGERFRINT CREATED EXPIRES DELETE

No data found.

N 3.23: NNPGPRNNN

AN NINNNRNNNNNPGPRNNNNNNNNNNNNNPGPNRN

3.5.2 PGPNNAN

Core — Crypt — PGP

3.6 NANNNNAN

NNNNNANANNNNENNNNNNNNNNNNN NNV NNV NN NN NNV NNNNNNNNNNNN
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OTOBO uses so-called postmaster filters to read the emails envelope and take further action. Depend-
ing upon, for example, a subject or sender, an email bound for the service desk could land in a sub-
queue or be redirected to a completely different team to create transparency and give your customer
the fastest service possible.

ANANNNNANNNNNNNNNNNNNNNANNAN NNNN NNNAN AN ANNNNNAN ANNN

w PostMaster Filter Management
Actions List
[+] Add PostMaster Filter NAME DELETE

Mo data found.

Filter for PostMaster Filters

Just start typing to filter...

N 3.24: NNNNNNNNANAN

3.6.1 NNNNNNNANAN

NN:  When adding or editing a postmaster filter, please keep in mind that they are evaluated in ASCI-
Ibetical order by name.

NNANNNNANNNNANN
1. MNNNEAN NNNNNNNNEN ANN
2. NNNNNAN
3. AN AN NN
NNANNNNANNNNENN
1. MVNNNNNNNNNNNNNNNNNNNNNAN
2. NN
3. NN AN N ANNAN RN
NNANNNNANNNNANN
1. MVNNNANNANNNNNNENNAN
PANNINNENNNY

List

NAME DELETE
SPAM Filter 1]

N 3.25: NNNNNNANNNAN

AN NNNRENNNNENNNANNNNNNNNNNNANNNNRN NN NN NNNENNAN
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3.6.2 NNNANNNNAN

NNANNANANNNNANNANAN ANNNENNANENNN

* Example
Filter Condition
Header1: | To Value 1: | (meltestj@example.com
Set Email Headers
Header 1:| X-OTOBO-Queus Value 1: SomeQueue

N 3.26: NNNNNRNNNNNN

NANNNNNNNNNNN

Add PostMaster Filter

* MName:

* Stop after match: Mo

N 3.27: NNNNNNNENNY - NN
AN * NNNNNNN ANNNNNNNNNNNNNNNNNNNNNNNNNN ANNNNNNNNNN

NN:  When adding or editing one of the postmaster filters, remember multiple filters may apply
to a single mail. Rules are executed and sorted by the ASCIl value of the names. Based on the
sorted order in the overview, they are applied from top to bottom. Look at the ASCII table to see
how to sort your names based on the ASClIbetical order.

NNNEN * Postmaster filters are evaluated in ASClibetical order. This setting defines the evaluation of the
subsequent postmaster filters.

NENNNN NN NNNNNNNN
N NNNENNNNNENNNNENNNNNNNNNNNNNAN

NNNNN

ANANNNNNNANANNNANNNNNNNNANANNNNNNNNNNNN ANANNNNNNNNNNNNNNANNNNNNNNN

Search header field ... for value Select a mail header or an Xx-0TOBO header from the first drop-down
list, and enter a value as search term for the selected mail header to the second field. Even regular
expressions can be used for extended pattern matching.

A list of mail header entries can be found in RFC5322. It is also possible to define x-0TOBO headers
as filter condition. The different Xx-0TOBO headers and their meaning are the following:

X—-OTOBO-AttachmentCount NNNNNNNNNNNNNNNNNENO NNNNNNNNANN
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w Filter Condition (AND Condition)

Search header field: for value:

Megate:

Search header field: for value:

MNegate:

N 3.28: NNNNNNNNNN - NNNNN

X-OTOBO-AttachmentExists Depending on whether attachments are included in the email this
X-0TOBO header is set to yes, or it has a no value if no attachments are included.

X-0TOBO-BodyDecrypted NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
X-OTOBO-CustomerNo NNNNNNNIDN
X—-OTOBO-CustomerUser NNNNNNNNNN

X-OTOBO-DynamicField-<DynamicFieldName> N <DynamicFieldName> NNNENNNNNNNNNNNN
NNNNNNNNNENNNNNNNNNNN otebookNNNN2010-11-20 00:00:008NNN1NN

X-0TOBO-FollowUp—* NNNNNNAN FollowUp NNNN NNNNNNNNNNNNANNNNNNNNNNEN

X-0OTOBO-FollowUp-State-Keep NNNNN TNNNNNNNENNNNNNNNNNN NNNNNNENNNNNNNN
KeepStateHeader NNNNNNN

X-OTOBO-Ignore If set to Yes or True, the incoming message will completely be ignored and
never delivered to the system.

X—-OTOBO-IsVisibleForCustomer NNNNNNNNNNNNNN NNWNAN O NN
X-0OTOBO-Lock Set the lock state of a ticket. Possible values are 1ocked or unlocked.

X-0TOBO-Loop If set to Yes or True, no auto answer is delivered to the sender of the message
(mail loop protection).

X-0TOBO-Owner NNNNNNNNNNNAN
X-0TOBO-OwnerID NNNNNNNNNNNNIDN
X-OTOBO-Priority NNNNNNNNN

X-0TOBO-Queue NNNNNNNNNNNNAN ANNNANANNNNNNNNNNENNNNNNNNNNNNNNNAN
NRNNNNNNNNNNAN NNN:NNNN

X-0TOBO-Responsible NNNNNNNNNNNNY

X-O0TOBO-ResponsibleID NNNNNNANNNNNIDN

X-OTOBO-SenderType Set the sender type for the ticket. Possible values are agent, system or
customer.

X-O0TOBO-Service NNNNNNNANN NNNNNNNNANNNNN SNN:NNNN
X-0TOBO-SLA NNNNNNNNNNNNAN
X-O0TOBO-State NNNNNANN

X-OTOBO-State-PendingTime Set the pending time for the ticket (you should sent a pending
state via Xx—-0TOBO-State). You can specify absolute dates like 2010-11-20 00:00:00 or rela-
tive dates, based on the arrival time of the email. Use the form + $Number $Unit, where
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$Unit can be s (seconds), m (minutes), h (hours) or d (days). Only one unit can be specified.
Examples of valid settings: +50s (pending in 50 seconds), +30m (30 minutes), +12d (12 days).

AN: N +1d 12h NNNNNNNNNNNNNEEEN +36h NNNN

X-OTOBO-Title NNNNNNEN
X-OTOBO-Type NNNNNNEN

NN: These headers must be manually injected into the mail by means not provided for by OTOBO.
OTOBO only accepts X-0TOBO headers from trusted sources.

NN:
Mail Account Settings NNNNNNN
AN NNNRNNNNNNNNNNNNNNN

NNNNN

* Set Email Headers

Set email header: with value:

Set email header: with value:

N 3.29: NNNNANNNAN - NNNAN
NNNNNNNNNNNNNNNNNNNNNNN

Set email header ... with value Select an x-0T0BO header from the first drop-down list, and add a
value to the second field that should be set as value of the selected Xx-0TOBO header.

NN:

The X-0TOBO headers are already described above.

3.7 NNNNANAAN

NNANNNNANNNNENNNNNNNNNNNNNNNENNNNENN NNNRNNNNNNNNNNN

OTOBO eases setup for email mailboxes. OTOBO manages polling one or multiple email mailboxes of
any internet standard type.

ANNNNANANNNNANNN NNNNNNNANN NNNAN NN ANENNNNNN NN
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L. Mail Account Management
Actions List
HOST/USERNAME TYPE COMMENT VALIDITY CHAMNGED CREATED DELETE RUN NOW!
mail.example.com Thisis a X 11/20/2020 14:57 11/20/2020 14:57
IMAP X valid . i Fetch mail
/ test mail ac... (Europe/Berlin) (Europe/Berlin)

Filter for Mail Accounts

Just start typing to filter...

Hint

All incoming emails with one account will be
dispatched in the selected queue.

If your account is marked as trusted, the
X-0TOBO headers already existing at arrival
time (for priority eic.) will be kept and used, for
example in PostMaster filters.

Outgoing email can be configured via the
Sendmalil* settings in System Configuration.

N 3.30: NNNNNNNN

NN:  When fetching mail, OTOBO deletes the mail from the POP or IMAP server. There is no option
to also keep a copy on the server. If you want to retain a copy on the server, you should create
forwarding rules on your mail server. Please consult your mail server documentation for details.

AN ANANIMAPRNERNNNNNENNNNRNNNNNNNNNNANNNAN

All data for the mail accounts are saved in the OTOBO database. The bin/otobo.Console.pl
Maint::PostMaster: :MailAccountFetch command uses the settings in the database and fetches
the mail. You can execute it manually to check if all your mail settings are working properly.

On a default installation, the mail is fetched every 10 minutes when the OTOBO daemon is running.

3.71 NANNAN

NNNNNNNNNNY
1. ONNRAAAN ANEEAN NN
2. NNNNNAN
3. NN AN NN
NNNNNNNNNIN
1. MNNNNANNNNENNNNEN
2. NNANN
3. NN AN N ANNAN NN
NNV
[N NN NN N NNNNNNNNN
PANNINNENNNY
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Add Mail Account

#* Type:
* Username:
* Password:

# Host:

IMAF Folder:

* Trusted:
# Dispatching:

* Validity:

Comment:

Edit Mail Account

* Type:
* Lsername:
* Password:

* Host:

IMAF Folder:

= Trusted:
* Dispatching:
# \alidity:

Comment:

IMAP

Example: mail.example.com

INBOX

Only modify this if you need to fetch mail from a different folder than INBOX.

Mo
Dispatching by email To: field.

valid

@ or Cancel

N 331 NNNNRNAN

IMAP
test

AEEERETEEREEEEES IR ERRREE R RR R

mail.example.com

Example: mail.example.com

INBOX

Only medify this if you need to fetch mail from a different folder than INBOX.

Mo
Dispatching by email To: field.
valid

This is a mail account test.

@ or EVCELERLEL W or Cancel

N 3.32: NNANNNAN
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List
HOST/USERNAME TYPE = COMMENT VALIDITY  CHANGED CREATED DELETE  RAUN MNOW!
mail.example.com Thisis a _ 11/20/2020 14:57 11/20/2020 14:57 _
IMAP , valid ) , | Fetch mail
/ test mail ac... (Europe/Berlin) (Europe/Berlin)

N 3.33: NNNNNNAN

AN ANNANNNNNNNN NNV NN NN NN NN NNNNNNNY

3.7.2 NNNNAN

NNANNNNANNNNANNNNAN ANNNANNNNNENNN
AN * INNNNNNENNNNENN NNNENNN

IMAP
IMAPS
IMAPTLS
POP3
POP3S
POP3TLS

NN * ANNNNNNAN

NN RNNNNNNNN

AN ANNNNANEN

IMAPNNN ANNNNANNNNENNN NNANNNNNENN

Trusted *

If Yes is selected, any Xx-0TOBO headers attached to an incoming message are evaluated

and executed. Because the X-0TOBO header can execute some actions in the ticket system, you
should set this option to Yes only for known senders.

NN:

The X-0TOBO headers are explained in the filter conditions of NNNNNNNN,
Dispatching * NNNNNNEN NNN NNNNNNENNNNNNNNNNNNNNNNNNNEN
NNNNENTo:(NNR)NNNN . NNNNNNNNNNNNNN To:(NRN) NNNNNNNAN NNAN NNNN

NNNNNNNNNNNNY NN To:(NRN) ANANNANANNANENNNNNANNANANEN AN To:(RNN)
ARNNNNNANNNNANNNNNNNNNENNNNNANN Raw SNNNNNNNNNNENNNNNNNNNNNN

NN:

The postmaster default queue can be changed in system configuration setting
PostmasterDefaultQueue.

ANANANN - ANNNNNNNNANNENANNNNNN NNANANNNNNNNNNNNNN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

L ARNNNNNNNNN 79



OTOBO Administration Manual, NN 10.1

N NNNNNNNNNNN NNV NNV NNV NNV NN NN

3.7.3 POP3 and IMAP OAuth2 Authentification

Authentication via OAuth2 / OpenlD Connect is possible by using an additional package in OTOBO.
Please install the package MailAccount-OAuth2 in the OTOBO package management.

NN:  After installing the package sometimes a restart of the OTOBO webserver or container is needed.

Azure Configuration

Go to https://portal.azure.com

In the next step switch to “Azure Active Directory and add a new “Enterprise Application*:

ece M~ < > L)) & portal.azure.com = N
= Microsoft Azure @) Upgrade 2 Search resources, services, and docs (G+/)
All services
@ Standardverzeichnis | Overview
Azure Active Directory
+ add ~ £ Manage terants  [F] What's new T Preview features A7 Got feedback?
0O Overview
0]
B Preview features Microscft Entra has a simpler, integrated experience for managing all your |dentity and Access Management needs, Try the new Microsoft Entra admin center (Preview)! &
X Disgnose and solve problems
Manage Overview Monitering Froperties Tuterials
& Users
0 Sea
& Groups - °
AP Extemal Identities Basic information
ais Roles and administrators
Mamne Standardverzeichnis Users
& Administrative units
Tenant 1D 933a05b6-09c3-4acd-Bles-deccdad10ec? ﬂ'] Groups

w

Delegated admin partners

i Enterprise applications Primary domain srratherass. onmicrasoft.com Applications
S Devices —cL Azure AD Free Devices
H. App registrations

B

- Alert:
&/ Identity Governance o
B Application proxy [v] Your tenant has no alerts,
Q Upcoming TLS 1.0, 1.1 and 3DES deprecation
niy atinbutes Please enable suppart for 75 1.2 on

clients(applications/platform) to avoid any service
% Licenses impact

Learn maore [
b Azure AD Connect
¥ Customn domain names

My feed
2 Mobility (MDM and MAM)
Password reset
e Stefan Rother Azure AD Connect

& User settings £c1371ea-2598-457Te-9757-52404855¢789 [y ¥ @ Not enabled

Create your own application

Assign a name to the app
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eoe M~ < L)) & portal.azure.com = N

el e O

1nis | Enterprise applications > Enterprise applications

All services > Standardverzeid

=tz Enterprise applications | All applications

= Standardverzeichnis - Azure Active Directory
—— Mew application Refresh & Download (Export) O Previewinfo == Celumns [#] Preview features &7 Got feedback?

Overview

O overview View, filter, and search applications in your organization that are set up to use your Azure AD tenant as their Identity Provider.

X Diagnose, solve problems The list of applications that are maintained by your organization are in application registrations.

Manage | 12 Search by application name or abject 1D Application type == Enterprise Applications Application ID starts with 3 Tir Add filters

822 All applications 0 applications found

B Application proxy Name TL  Object ID Application 1D Homepage URL Created on
Mo results

F:,:’,L User settings

BH Collections

Security

& Conditional Access

[ Consent and permissions
Activity

3 sign-inlogs

Al Usage & insights

E Audit lags

®  Crovisioning logs

I hccess reviews

@ Admin consent requests

& Bulk operation results

Troubleshooting + Support

& Virtual assistant (Preview)
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ese M~ < > L)) & portal azure.com =" N/

el e O

All services > Standardverzeichnis | Enterprise applications > Enterprise applications |

Browse Azure AD Gallery

I applications >

—+ Create your own application 57 Got feedback?

The Azure AD App Gallery is a catalog of thousands of apps asy to deploy and configure single sign-on (350) and automated user provisioning. When deploying an app from the App Gallery, you leverage prebuil
ar create your own application here, IF you are wanting to publish an applicat veloped into the Azure AD Gallery for other organizations ta discover and use, you can file  request using the process described in 1

# Search application Single Sign-an : All User Accaunt M. il [ fes - All

Cloud platforms

Amazon Web Services (AWS) Google Cloud Platform Oracle SAP

aWws

®
Google Cloud
On-premises applications
Add an on-premises application Learn about Application Proxy Manage Application Proxy connectors
ire Azure AD Application Prowy to enable secure remate Leam her use Application Proxy to provide secure remote access Cannectors are ightweight agents that sit on-premises and facilitate
10 your on-premises applcations. the outbound connection 1 the Application Prowy service.
a Federated 550 2 Provisioning
Featured applications
ese M- < (] & portalazs B ¢ @ + H

All sarvices > Sta

werzaichnis | Entarprise applications » Enterprise applications | Allapplications

Create your own application *
Browse Azure AD Gallery

' Got leednack?

|+ Eroate your cwn apglication ¥ Got foodback?

sing Apglication Proxy, of wart to integrate ar
@an treate your own applcation here.

The

A0 Ap Gallery s i catalog of thousands of apps that make

i b, IF you are want

550} ard autom
AD Gallery for athe

app fram the Apg
an fie 3 request us

O CIBAE Our G 301

Wihiat's the name of your ape?

2 Search applcaton Singhe Sigr-on - AN User Accourt Marsgement : All Categories - ANl CTORD

Cloud platfarms Wihiat are you kacking to do with your spication?

() Configurs Agplcatian Pra ecure remate simess o & on-premises applicstion

Amazon Web Services (AWS) Google Cloud Platform Oracle

adws S

Google Cloud

On-premises applications

Add an on-premises application Learn abaut Application Praxy Manage Application Proxy col

st Presey to

sle secure remote scremn

D) Federated 550 () Provisioring

Featured applications
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The mailbox user must be assigned to the application. You will need the Application ID lateron in
OTOBO (Attention, the application ID of the “Enterprise APP” may differ from that of the “Application
Registration”. In this case, please use the Application/Client ID of the registration.).

eee M- (< 0 & portal.azure.com o ¢ @ 0O + 88

= Microsoft Azure £ Saarch resources, services, and docs (G+/) g ®8 0 7 s@rotner-osscom @
Home > Standardverzeichnis | Enterprise applications > Enterprise applications | All applications

z= OTOBO | Overview x

"R Enterprise Application

B Ovweniew Properties

[0 Deployment Plan

X Diagnese and solve problems

Manage

[l Properties

& o b 30-48c - 8363

Getting Started
£ Users and aroups
3 single -on
[ ] D a
£ 1 Assign users and groups \83 2. Pravision User Accounts. "= 3.conditional Access
Provide specific users and groups access ¥ou'll need to create user accounts in Secure access to this application with a

the application customizable access palicy.
Learn more Create 3 policy

Security G

& Conditional Access

Activity

D sign-in logs |
D sgninogs What's Mew
i Usage & insights

-_' Sign in charts have moved!
HH B ign ininfo along with other wselul application date. View insights

ur application fram the Properiies page. View properties

]E Delete Application has moved to Properties
¥ou can now delate yo

Troubleshaoting + Support A Getting started has moved to Overview
The Geltng Started page has been replaced by the steps above

B Virtual assistant (Preview)

You will also need the domain’s tenant ID*
In the next step you have to add a new app in App registration.
Create a Redirect URL of type Web and a secret client key.

Redirect URL = https:;//<OTOBO address>/otobo/index.pl?Action=AdminMailAccount

Switch to “API permissions® and add “IMAP.AccessAsUser.All“ and “POP.AccessAsUser.All*
The Azure configuration is now complete. Please check whether port 143 and 993 are enabled.

OTOBO OAuth2 Configuration
Please switch to the 0OTOBO Admin Interface -> System Configuration now andenable the pro-
file / option OAuth2: :MailAccount: :Profiles###Customl.

In the next step, add the ApplicationID/ClientID and the Client secret (You need the value, not the secret
id):

In the option 0Auth2: :MailAccount: :Providers###MicrosoftAzure, please adjust the provider.
For AuthURL and TokenURL, the path “common” must be replaced by the TenantID.
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ese @M~ < L1} & portal aznse com @ + H

5 - Micrasaft

D) 07080 - wecrusart Azurs 10 sssncanc B¥ Sucran der Mancanton- 5, dar Gkt

und dar Parnarzucrdrungsdutals in Azus Masksiplase.

Microsoft Azure O Smarch recaurces, sonices, and dacs (G+/]

Home

0 Standardverzeichnis | Overview S

zure Active Directory

fddd ants (% B2 Preview features A Got fesdback?
0 Overview
B Preview fesfures superionce for mansgirg all vaue lden e rusacls, Try the o
# Diagnose and sabve problems
Manage Overview  Monitaring  Properties Tustari
& Users
& Groups
Bk Esternal dentities Basic information
& = and administ
Har Standardverzeic User
A Acmiristrative s o o o
B Delegated acmin parirers 933805b-0e 3-4acD-B0eS-4eccdat | De Geoups
B Ererprise applicstions snotheross.camicras
e Azure AD Dwwices
B App registrations
£ Identity Govemance
Q Upcoming TLS 1.0, 1.1 and JDES deprecation
Please erable support for an
clients(applications/platfarm) to avaid any service
& Licerses mpact
B Azure AD Connect
& Custom domain names
My feed
Moility (MOM and MAaM)
T Password reset
AW stofan Rother b Azure AD Connect
eees M- < Lt & portal.azure.com
Standardvarzaichnis - Mcrsoft Azure Standardverzai Microgalt Azure, B Schnalistart: Raghiriann ainer Age bei Micresott idantity Flatfom -
i
Microsoft Azure £ Search resaurces, senvices, and dacs (G|
Al services » Standardverzeichnis
Standardverzeichnis | App registrations kS

o Active Directary

Refresh L

Ml registratios dpoints 47 Troubleshoatin swnload  F Preiew festures 5 Got feechack?

@ Overview

O Proview fustures
@ suating June

30th, 20120 wee will i lomger ackd amy new features to Azure Active Directory Authentication Ubrary (ADWL) and Azure AD Graph. We wil continue to provide technical support and security updates but we will no longer provide Seature

K Disgnose and sohe problems updates. Applications wil reed 1o be upgraded to Momsoft Authentication Library (MSAL) and Microsaft i
Manage
i Al applications  Owned applications  Deleted applcations  Apglications from personal account
Users —
2 Groups £ Stant typing & display name or application {cient) 1D 15 fiter these « i Add filters
BE External Identities
i Rizles and administ: ceount isn't listest as an owner of any applications in this directary.
B Admiristative units View all applications in the directory
B Dalegated admin View all applications from personal account
B Enterprise applicst

ices

App registrations. ‘___

Igentity Governance

L

#

censes
& Azure AD Connect
&) Custom domain names

PMoility (MO and MAM)

Passward reset
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ese M- < L1} i portalazue.com R @t + B
All sa Stars 5

Register an application - x
* Name

The user-fazing display name for this application {this can be thanged later),

o

Supported account types

AP

wse this appi

Qunits in this orgar

ey only {Standardverzsichnis

b] Iy - Single tenant)

—

Multiterant) and persansl Micmsoft sccounts ie.g. Skype, Xbax)

@) Accourts i any o

[Aryy Azure AD d - Multit

ooy [y Azure AD d

ersanal Micrasoft a

Help me choase

Redirect URI (optional)

ing the user, Providing this naw s sptional and

W ~ albccoun |
eee M~ < (1] & portalazure.com o ® M + =
e )

Stan

OTOBO = - *

o

Search ] Delete &3 Endpaints B Froview features
B oveniew @ 5ot 0 second? We would kove your feecack or Microsaft identity platfar (previousty Anure AD for developer]
& Quickstart
# Integration assissant . Easentials
Marsge Display rame o Client crecentials Al el O 3tc7e!, e —
- pplicat DT 4805 aaf3- 43950782 D604 T B3 Radiract URls 1 web, D sps, 0 paiblic chgrt
B Bearding & properties

Object ID : afaddeel-445 £-9bb3-e54d b0 3 UK Add an Application 1D LR

D Authentication

© 933005bG-09¢3-4ach-B0eS-beccdah | DecT Managed spplics TR0

Certificates 6 secrets

I Token

B AP permissions @ Wekcome to the new and improved App registrations. Locking to learm haw it's changed from App registrations (Legscy? Lsam mare

& Expose an AP

@ searing hune
updates. Appli

#, 20120 we will i Iorger 2dd ary new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We wil continue to provide technical suppart and security updates but we wil no lcnger provide feature

B App roles 5 will need to be upgraded to Microscét Authentication Library (MSAL) and Microsaft Graph. Lesrn mere.

& Owners

& Roles and admnist

A Starting Nermriar 5, 2020 s s vl Konger b sl o gt corsent ey ristaed et apps withonut veriied publlhers. Ackl M0 to cutfy gt

B Manifest
Get Started  Documnentation
Suppart + Traubleshoating E—

Build your application with the Microsoft identity platform

The Microsaft identity plaform is an authentication service, open
authentication salutiors, access and praty

libraries, application management toaols. You can create modem, standards-bassd
= and acld sign-in far your us Learn more [

N 3.34: Please add a new client secret and note the value (not the secret id) as we need it later. It will
only appear during the creation and you will not be able to see it afterwards anymore. Apparently
Microsoft only allows a time of validity for two years max.
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eees M- < L1 i portalazun \ @© + =|
e
Al Stan serzaichnis | A rations > O ¢

OTOBO | Certificates & secrets =+ - b

¢ feedback?

arch

B overview
Cradentials enable confidential applications o idansify thems

& Quickstart scham

25 ta the au

nticatian sendce when raceving takens 3t a web addrssable locaban {using an HTTPS
teacl of 3 chent sacrat) as a cradarial
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Now the desired profile can be selected under Admin -> PostMaster Mail Account.

L. E-Mai-Kontenverwaltung

Aktionen E-Mail-Honto hinzufigen

CENCTTTND -

= Profit
Hirweis

= Benuizemame

= Verraut
= Verteilung
Systemkanfiguration

* Quoue

= Gutigkeit

MAPQ AUt

MenOAuthZ (MicrosofAzure)

HNen
Vartedung nach susgevehiisr Dueve
Junk

it

When you save your settings, you will be redirected to the Active Directory login. If everything works
as it is supposed to, you are redirected to the mail account overview after logging in and there is the
corresponding mailbox. Of course, it says IMAPOAuth2 and not IMAPS.

NN: it is important that you log in with the account that owns the mailbox. Otherwise errors can occur.

Sometimes it is helpful to use a private tab for this.

You can check on the console if fetching mails from the newly created account is successful:

otobo> bin/otobo.Console.pl Maint::PostMaster::MailAccountFetch

Or for a Docker installation:

docker_admin> docker exec -t —u otobo otobo_web_1 bin/otobo.Console.pl,,

—Maint::PostMaster: :MailAccountFetch

L ARNNNNNNNNN
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NN:  Add —-debug for more verbosity

3.8 S/MIMENN

NNAMNNANANNNNENNNNNNNN NNV NN NN NN NN NN NN NN NN NNNNNNNN

OTOBO empowers you to encrypt communications where needed by means of S/MIMENN or PGPNX,

AN ANNERNNNNENNNNNNNNNNNNNNNRNN

NNNNRNNRNNS/MIMERNNS,/MIMENNNNN ANNAN AN S/MIMERN RNNN

a S/MIME Management
Actions List
[+] Add Certificate TYPE SUBJECT HASH FINGERPRINT
No data found.
[+] Add Private Key

Filter for Certificates

Just start typing to filter...

Hint
To show certificate details click on a certificate

icon.

To manage private certificate relations click on
a private key icon.

N 336: S/MIMENNAN

3.8.1 NNS/MIMENN

CREATE

EXPIRES DELETE

NN: To be able to use S/MIME certificates in OTOBO, you have to activate its setting first.

NNNNENS/MIMENNN
1. MNNANANN NNNN ANN
PN NG N NN NN
3. NNNNNNANANS/MIMENEN
ZNNENNRNNN

NV NNNNNN IS BEGIN CERTIFICATE —-———- NNNNASCIINbase 648NNNNNNNNNNNNNNNEN key .

pem N root.crtNcert . p7b NMNNNNNNNNNNNOpenSSLANN

NN
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Motice

To be able to use SMIME in OTOBO, you have fo
enable it first.

- Enable SMIME support

N 3.37: NNS/MIMENN

Add Certificate

#* File: Durchsuchen...  Keine Datei ausgewahlt.

@ or Cancel

N 3.38: NNS/MIMERNAN

1. MNNNNAN NNNN NN

AN N NN NN NN
NN NN NNNNNNN
4. AN AN NN

Add Private Key

* File: Durchsuchen... me@mydomain.com.key.txt

* Sporat: sessssssssssssssssnss

@ or Cancel

N 3.39: ANS/MIMENNAN

NNNNENS,/MIMENEN
1. NNS/MIMENNNNNNNNNNNN
PANNINNINNYN

NN:  ONANANRNANS,/MIMENNNNNNNNNNNNNNNNNNENONENANNS /MIMEREN
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List
TYPE  SUBJECT HASH FINGERPRINT = CREATE EXPIRES DELETE
G =IL, 0= StartCom Ltd., OU =
Secure Digital Certificate Signing,
[zl cert aeB153b8 3E:2B:F7... 2006-09-17  2036-09-17 W

CN = StartCom Certification
Authority

N 3.40: ANS/MIMERNAN

3.8.2 S/MIMERNNN

Core — Crypt — SMIME

3.9 NANAN

NNNNNNNNNNNNNNNNN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NNV NNNNEN

The flexible OTOBO is an industry leader in email communication and offers you complete control of
notifications based on any event in your system.

Use this screen to add ticket notifications to the system. In a fresh OTOBO installation several ticket
notifications are already added by default. The ticket notification management screen is available in
the Ticket Notifications module of the Communication & Notifications group.

3.9.1 NANNAN

NNNINNNNNY
1. NNNNNAN NNNN NNN
2. NN Ticket Notification Settings NNNNNNNNNN
3. AN AN NN
NNNINNNNY
1. ANNNNNENNNNNENNNN
2. NN Ticket Notification Settings NNNNNRNN
3. AN AN N NNNNN ARN
NNNINNNNNY
1. NANNNNNNNNNNNNNN
2. NN AN NEN
NNNYNNNNYNNN
1. ANNNNAN NNNN NNN
2. NNNNNNNNNNNNNN Export_Notification.yml NNN
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# Ticket Notification Management
Actions List
NAME COMMENT  VALIDITY ~ CHANGED CREATED EXPORT COPY DELETE
-3 Export Notificati Ticket create 09/21/2020 09/21/2020
= G e valid 17:08 17:08 & & @
notification : X
(Eurcpe/Beriin) (Europe/Berlin)
i ificati 09/21/2020 09/21/2020
Filter for Motifications Ticket emall delivery .
-~ i wvalid 17:08 17:08 & (4] W
) ) ailure notification
Just start typing to filter... (Europe/Berlin) (Europe/Berlin)
) ) 09/21/2020 09/21/2020
Ticket escalation X
Conf tificati wvalid 17:08 17:08 & (=] w
i i notification
onfiguration Import (Europe/Beriin)  (Europe/Beriin)
Here you can upload a configuration file to Ticket escalation 08/21/2020 08/21/2020
import Ticket Notifications to your system. R i i valid 17:08 17:08 X (4] 1]
The file needs to be in .yml format as exported warning notification (Europe/Beriin) (Europe/Berin)
by the Ticket Nofification module. . 09212020 08/21/2020
icket follow-u| '
Durchsuchen.. Keine Datei ausgewahlt. P valid 17:08 17:08 & (4] o
notification (locked) ) )
(Europe/Beriin) (Europe/Berlin)
Overwrite existing notifications? 09/21/2020 09/21/2020
Ticket follow-up
_— . N N valid 17:08 17:08 * 4] W
X Import Motification configuration notification {unlocked) . "
(Europe/Beriin) (Europe/Berlin)
) 09/21/2020 09/21/2020
Ticket lock timeout §
valid 17:08 17:08 & 74} W
notification : X
(Eurcpe/Beriin) (Europe/Berlin)
09/21/2020 09/21/2020
Ticket new note )
i i wvalid 17:08 17:08 & (4] W
notification § X
(Europe/Beriin) (Europe/Berlin)
Ticket pdat 09/21/2020 09/21/2020
icket owner update
. valid 17:08 17:08 & & ]
notification : X
(Europe/Beriin) (Europe/Berlin)
Ticket pending 09/21/2020 09/21/2020
reminder notification valid 17:08 17:08 X (4] 1]
(locked) (Eurcpe/Berlin) (Europe/Berlin)
N 3.41: ANNANNAN
List
MAME COMMENT  VALIDITY CHAMGED CREATED EXPORT COPY DELETE
) 09/21/2020 08/21/2020
Ticket create _
) ) valid 17:08 17:08 & [y i)
naotification ) _
(Europe/Berlin) (Europe/Berlin)
Ticket i deli 09/21/2020 08/21/2020
ICKel emall aelivery i
valid 17:08 17:08 & ()] i)

failure notification ) _
(Europe/Berlin) (Europe/Berlin)

N 342 NNNNNNAN
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AN NNNNNENNEN DENNNNNNN NN NN NN NNV NNNNNN

NNNNNNNNY
(NN NNNN MY VNNN
2. NNVNNNANAN . ym1 NNN
3. NNNANNNNENNEN NRNNNNY ANNN
NNV NNNNINYY

3.9.2 NANNAN

NNNNNNNNNNNNNNNNENNN NNNNNNNNNNNNN
NN

For an example, see a default ticket notification which is included in a fresh OTOBO installation.

NNNNNNNNY

Add Notification

* hName:
Comment:
Show in agent preferences: | No

Agent preferences tooltip:

This message will be shown on the agent preferences screen as a tooltip for this
notification.

Validity: | wvalid

N 3.43: NNNANNN - NN

AN ANNNAEN ANNNNENNNNNNNNNNANNNNENNNNEN ANNNENNNNEN
AN NNNANNNNNNN NNNENNNNNNENNNNENNNNN NN NN NN NN NN NN NNNNN
NNNNNNAAAAEYN NNNNNNENNNNNNYNNNNNN SNNNENNEY

N NNARNNNNNANNANENN NNNENNNNNNNNNNNNNNNNANNNNN

N NNNANNNNENNNNNNNNNNN NNNNNNNNNNNNNN

NNNRAANENNENNANNAY ANNENNNNNNNNNNENNNNNNYNNNNNNEN NNENENENNNNNAN
NNANNANANN - INNNNNNNNNNANNNNENNNNNNNNNNNNNNN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.
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Ticket notifications

Choose for which kind of ticket °
changes you want to receive

notifications. Please note that

you can't completely disable

neotifications marked as

mandatory.

NOTIFICATION

Ticket create notification

Ticket follow-up notification (locked)
Ticket follow-up notification (unlocked)
Ticket lock timeout notification

Ticket queue update notification
Ticket service update notification

<N<N<N<N<N<}N |

N 3.44: NNNNANNN

¥ Events
# Event:
Hera you can choose which events will trigger this notification. An additional ticket filter
can be applied below to only send for ticket with certain criteria.
N 345: NNANAN - AN
EventsNRNN

AN ANNENNENNENNNNNNNNNNNNNNNN NN NN NNNNNNNNNN

NRNEN!

ANNNNNANNNNNANNNNENNNNNNNNN

AN: NNNNNNNNNENNENNNNNNNNNNN ANNN INNNNNNNNNNN

AN NNNNNNNN

NN NNNNNNNNN

AN NNNNNNNNNN

NN NNNNNNNNY

ANID NNNNNNNIDN

NNANID NNNNNNNNNIDN

AN NNNNNNNNANNNNENN NNNNNNNNNNNNNNN ANNEN SNN

NNNNN'

T INRNNNENNNNNNNNNN
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+ Ticket Filter

State:
Priority:
CQueue:
Lock:
Service:
SLA:
Customer ID:

Gustomer User ID:

Dynamic Fields

Process:

Activity:

N 3.46: NNNNNN - NNNNN

* Article Filter (Only for ArticleCreate and ArticleSend event)

Article sender type:
Customer visibility

Communication channel

Attachment Name:
Bee

Body

Ce

From:

Subject

To

: |
: |
|
Include attachments to notification: | [No
: |
: |
= |
: |
: |
|
|

N 3.47: NRANAN - ANNEN

94
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AN NN AN NNNNNAN ArticleCreate NArticleSend NNNNNNNNAN

NANAANN NNANNANNANN ANNEN agentNRNNENNsystemNRNN N customerNNRNN
NRNNN ONNNNNNNNNNNN Invisible to customerRNNENEN N Visible to customerNNNNNEN

NNRN Filter for the communication channel. Possible values are Chat, Email, OTOBO, Phone or SMS.
NERNAN ANNN AENNNNENNNNEEN N NNNNNNNN
NN NNNNAN

NNEN SNNNENNEN

NN NNNNNRN

NN ANNNNAN

NNNENNNNNINNY

AN ANSNNAN

NNNENNNNNNNNNN

ANANNN NNNNNNNNNN

NNEN ANNNENNN

ANANNN - NNNNNNNNAN

NNNNNNN

* Recipients

Send to:
Send to these agents:

Send to all group members (agents

only):
Send to all role members:
Send on out of office: Also send if the user is currently out of office.

Once per day: Motify user just once per day about a single ticket using a selected transport.

N 3.48: NNNNAN - NN

AN NNNNNNNNNNNNN NNNNAN
NNV

NNNNNNNNNNRN

NNNNNNNNNY

NNV NNV

o NANNANNNNNNNNNAN
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NNV VNN
NNNNNNNNN NN
NNV NNANNNNNNNN
NANNNNANNAN
NNNNNNNANNAN

« NNANNAN
ANANNANAN - NNNNNNENNNNNNNNNNNNY
NNNNNNENNAEEENEAN - SNNNNNNNNENNNNNNNNNNNNENAY
NNANNANANN INNNNNANNNNNENNNNNNNNNNNNNN
NNAAN - ANNNNNNNNNNNNNNNNNNNNNNNNNN

NNNN Notify users just once per day about a single ticket using a selected transport. If this is the first
notification about a ticket, then the notification will be sent. If a notification was already sent
before and this option is checked, the OTOBO daemon will check the time the last notification was
sent. If there was no notification sent in the last 24 hours, the notification will be sent again.

NNNNNN

ANENANAN . NNNNNNNNNNNNNNNNNNNNNNNWe bNNNNNY

NNNNNNNNEN - Additional recipients can be added here. Use comma or semicolon to separate the email
addresses.

ANANNANAN MNANNNNNANNNNNNNNNNNNNNNAN
NNNNENNNNY NN NNNNNNN

NN:  Additional email templates can be added by placing a . tt file into the folder <OTOBO_Home >/
Kernel/Output /HTML/Templates/Standard/NotificationEvent/Email/. See the existing
email templates for an example.

NN NN N NN NN NN NN

NR: NNNNANNNNENN PGPAN N S/MIMENAN

NNANNANN NNNN ANNNNENNNNNNNNNENNNNNANN
NPGPNN NNN PGP NNNNNNNNNNNNNNNNNNNNNPGPRNNNNNNNNNNN
NPGPNN NNNPGPNNNNNNNNNNNNNNNENNNNNPGPNNNNNNNNNNN
PGPRRNAN NPGPANNNNNNNNNNNNNNNNNNNNNNNNNNNPGPNNNNNNNNNAN
NSMIMERN NRNS,/MIMENNNNNNNNNNNNNNNNNNNNNS /MIMENNNNNNNNNNN
NSMIMERN NRNS,/MIM ENNNNNNNNNNNNNNNNNNNNNS /MIM ENNNNNNNNNNN
SMIMENNNEN  NNS,/MIMENNNNNNNNNNNNNNNNNNNNNNNNNNNS /MM ENNNNNNNNNEN

NN:  NNNNENNNNSNN PGPRN N S/MIMENAN
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w Motification Methods

These are the possible methods that can be used to send this notification to each of the recipients. Please
select at least one method below.

Email

Enable this notification method:

Additional recipient email
addresses:  |Jse comma or semicolon to separate email addresses.

You can use OTOBO-tags like <OTOBO_TICKET_DynamicField_...> to
insert values from the current ticket.

Article visible for customer: [

An article will be created if the notification is sent to the customer or an
additional email address.

Email template: Default
Use this template to generate the complete email (only for HTML
emails).

Enable email security: ]

Email security level:

If signing key/certificate is Skip notification defivery

missing:

If encryption key/certificate is Skip notification delivery
missing:

N 3.49: NNNNAN - NNAN

3.9. NNAN
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NNNNNNNN/AN SNNVNNNNNENANENENENN
NNNNNENN/ANN SNNNANNNNANNNNANNNNN

NNAN

w Notification Text

¥ English (United States) =
* Subject:

*eE B I U S| =]

B2= —_—

Format ~ | Font - | size -| A~ B~ T, [o Source |

Add new nofification language:

N 3.50: NNNNAN - NNAN

The main content of a notification can be added for each languages with localized subject and body
text. It is also possible to define static text content mixed with OTOBO smart tags.

NN RNNN N NNNNNNY
AN > NENNNNNNNNNNN

NN ANNNNNNNNNNNNNNN NN NN NN NN NN NN NN NN NN ANV NNNNEN
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NN: Deleting a language in DefaultUsedLanguages setting that already has a notification text
here will make the notification text unusable. If a language is not present or enabled on the system,
the corresponding notification text could be deleted if it is not needed anymore.

3.9.3 NANNAN

Using variables in the text makes it possible to personalize messages. Variables, known as OTOBO
tags, are replaced by OTOBO when generating the message. Find a list of available tags stems for this
resource at the bottom of both add and edit screens.

For example, the variable <OTOBO_TICKET_TicketNumber> expands to the ticket number allowing a
template to include something like the following.

’Ticket#<OTOBO_TICKET_TicketNumber>

NNNNNNNNNNNY

’Ticket#2018101042000012
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* Tag Reference

Natifications are sent to an agent or a customer.
ou can use the following tags:
<0TOBO_AGENT_SUBJECT[20]>
To get the first 20 character of the subject (of the latest agent article).
<OTOBO_AGENT BODY[5]>
To get the first 5 lines of the body (of the latest agent article).

<OTOBO_AGENT *>
To get the article attribute ( . g. <OTOBO_AGENT From>, <0TOBO AGENT To>, <OTOBO AGENT Co>).

<0TOBO_CUSTOMER_SUBJECT[20]>
To get the first 20 character of the subject (of the latest customer article).

<0TOBO_CUSTOMER_BODY([5)>

To get the first 5 lines of the body (of the latest customer article).
<0TOBO_CUSTOMER_REALMAME>

To get the name of the ticket's customer user (if given).

<OTOBO_CUSTOMER_*>
To get the article attribute ( e. 9. <0OTOBO_CUSTOMER From=, <OTOBO CUSTOMER To>, <OTOBD CUSTOMER Cc>).

<0TOBO_CUSTOMER_DATA_*>
Attributes of the current customer user data ( e. §. <OTOBO_CUSTOMER_DATA UserFirstname>).

<0TOBO_OWNER_*> OF <0TOBO_TICKET OWNER_*>
Attributes of the current ticket owner user data ( e. 9. <0TOBO_OWNER_UserFirstname:> Or
<0TOBO_TICKET OWNMER UserFirstname=).

<0TOBO_RESPONSIBLE_*> or <OTOBO_TICKET RESPONSIBLE *>
Attributes of the current ticket responsible user data ( e. g. <0TOBO RESPONSIBLE UserFirstname= Or
<OTOBO_TICKET RESPONSIELE UserFirstnamex).

<OTOBO_CURRENT +*>
Attributes of the current agent user who requested this action { e. g. <OTOBO_CURRENT UserFirstnames).

<OTOBO_*> OF <OTOBO_NOTIFICATION RECIPIENT *>
Attributes of the recipient user for the notification { e. g. <0TOBO_uUserFullname> or
<0QTOBO_NOTIFICATION RECIPIENT UserFullname>).

<0TOBO_TICKET *>
Attributes of the ticket data ( e. 0. <0OTOBO_TICEET TicketWumber>, <OTOBO_TICKET TicketID>,
<QTOBO_TICKET Queue>, <OTOBD_TICKET_ State>)

<OTOBO_TICKET DynamicField_+>
Ticket dynamic fields internal key values ( e. g. <OTOBO_TICKET DynamicField TestField=,
<0OTOBO_TICKET DynamicField TicketFreeTextl>).

<OTOBO_TICKET DynamicField_*_Value>
Ticket dynamic fields display values, useful for Dropdown and Multiselect fields { e. g.
<0TOBO TICKET DynamicField TestField value>, <OTOBO TICKET DynamicField TicketFreeTextl Value=).

<OTOBO_CONFIG *>
Config options ( e. 9. <0TOBO_CONFIG_HttpType=).

Example notification:

Subject: Ticket Created: <OTOBO_TICKET _Title>

Text:

Hi =OTOBO NOTIFICATION RECIPIENT UserFirstname>,

ticket [<OTOBCO CONFIG TicketHook><OTOBO TICKET TicketNumber>] has been
created in gueue <OTOBO TICEET Queue=.

<0TOBO_CUSTOMER REALNAME> wWrote:
<0TOBO_CUSTOMER Body[30]>

<0TOBO CONFIG HttpType:>://<0TOBO CONFIG FQDN>
/<OTOBO_CONFIG_ScriptAlias>index.pl?Action=AgentTicketZoom;TicketID=
<0TOBO TICKET TicketID>

r
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NANANAN

NNANNANANNNNENNNNNNNN NNV ANANNNNENNN NN NN NN NNNNEN NN NN NNV NN NNV NN AN NNNNNNNNNN

OTOBO provides powerful tools for this purpose and their use is described in the following chapter.

4.1 NNAN

Agent and access management for your service desk should be easy. Flexibility in adding, editing,
invalidating access and a quick overview of which permissions a user has will help you maintain a clean
permissions system and record of your setup in OTOBO.

OTOBO qids you giving you the power to manage agents within OTOBO across multiple back ends.
OTOBO can use up-to ten back end sources, even marking some as read-only. Managing user settings
centrally, an administrator can quickly invalidate a compromised account or set an account to out-of-
office in case of an unexpected illness.

Use this screen to add agents to the system. A fresh OTOBO installation contains an agent with admin-
istrator privileges by default. The agent management screen is available in the Agents module of the
Users, Groups & Roles group.

NN: The superuser account username is root@localhost. Don’t use the superuser account to work
with OTOBOQO! Create new agents and work with these accounts instead. One of the adverse effects
is that NENNNN(ACL) will not have an effect on this user.

4.1.1 NNNNAN

AN: - NRNENNNNNNNNNNNNANNNNANNL DA PANNNNNNNNNANANNNNNNNNN NN NNNNNANNNNN NN NNNNNNNNN

NNNNNNNNNNNY
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L. Agent Management
Actions List (2 total)
| | Q | USERNAME NAME EMAIL LAST LOGIN VALIDITY ~ CHANGED CREATED
§ - Admin 11/02/2020 12:33 08/21/2020 17:08 08/21/2020 17:08
Wildcards like " are allowed. root@localhost root@localhost ) valid ) )
OTOBO (Europe/Berlin) (Europe/Berlin) (Europe/Berlin)
< Super sa@trash- 11/02/2020 13:02 _— 11/02/2020 13:01 09/21/2020 19:16
Admin mail.net (Europe/Berlin) (Europe/Berlin) (Europe/Berlin)
Hint

Agents will be needed to handle tickets.

Attention: Don't forget to add a new agent to
groups and/or roles!

NEZYNNNNNNNN

[RNNNNNNNINN NN NN
2. NNNNNNN
3. DN AN NN

Add Agent

Title or salutation:
# Firstname:
# Lastname:
% Username:

Password:

Will be auto-generated if left empiy.
* Email:
Mobile:

Validity: | wvalid

@ or Cancel

N 4.2: NNNNNNEN

AR: ANRNNNNENNNAN SNNNN MR ANNEN AN N NN ANNNNN

NNNNNNNNAY
1. NNANNENNAINNNNNENN
2. NNNAN
30 DN AN N NNNEN AEN
NNNNNNNNNNNNNNNY NNNVNNNNNN SNNNEN NN ANNNNNNNNNNNNNN NN
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Edit Agent
Title or salutation:
# Firstname: Admin
= Lastname: OTOBO
# Username: root@localhost
Password:
* Email: | root@localhost
Mobile:
Validity: | wvalid
€D - CRID - e
N 4.3 NNNNNNNN
INNNN NN

(NN NNNNN N NN NN NNNN
ZAENNNNNN NN VNN NN NN NN

ON: ANNANNNNNNNNNNNNNNNNNNNNNNENNY HNNNNNNNNT000NNNNNN

NNANNNNANNAN N N AN NNNANNNNNENNNNNNNNNNNNNANAN ANNEAN MNNENNNNENNNNNNENNNNENNNNENNN NNV NNNNNNNENN

Effective Permissions for Agent

Group Permissions

GROUP RO MOVE_INTO CREATE NCTE OWNER PRIORITY = RW

admin W L W v 4 v [
stats w v v v o v v
users ' W v Y o v v

Table above shows effective group permissions for the agent. The matrix takes into account all inherited permissions (e.g. via
roles).

N 4.4: NNNNNNNNNANN

4.1.2 NNNNAN

ANANNNNNNNNANNNANNN ANNNNNNENNNNN

AN NNNNNNNNNNNNNNNAN
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NN NNNENNNNNNNNNNN MrSDrJr. AN
N * NNNNNNNNNN
N * NNNNNNN
O
NNNANNNNAN FirstnameLastnameOrder NNNNNNNNNAN
NAN * NNNNNNNNNNENEN
AN ANNNNNNN ANNNNNNNNNN
Email * NNNNNNNNN,

AN ANNNNNNNNMXENNNNNNNENNNNNNNNNNNNNN NN NNNNNNNNNNNNNNNNNNNN Agent Configuration
OptionsN

NNENNNN NN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

41.3 NNNANAN

Agents can be read and synchronized from an Active Directory® or LDAP server.

NN:  The following configurations are taken care of by the Customer Solution Team in OTOBO. Please
contact the Customer Solution Team via support@otrs.ch or in the OTOBO Portal.

NNNNNNIN

NNNNNusersNNNNNNNNNNAON  NENNNNSNNNLDAP/Active DirectoryNNNNNNNINNNNNNNN  NNNNNNNN
Defaults.pm NNNNNNNNNNNANN Config . pm NN

# This is an example configuration for an LDAP auth. backend.
# (take care that Net::LDAP is installed!)

# SSelf->{AuthModule} = 'Kernel::System::Auth::LDAP';

# SSelf->{'AuthModule: :LDAP: :Host'} = 'ldap.example.com';

# S$Self->{'AuthModule: :LDAP: :BaseDN'} = 'dc=example, dc=com';
# SSelf—->{'AuthModule: :LDAP::UID'} = 'uid';

# Check if the user is allowed to auth in a posixGroup
# (e. g. user needs to be in a group xyz to use otobo)

# SSelf->{'AuthModule: :LDAP: :GroupDN'} = 'cn=otoboallow, ou=posixGroups, dc=example,
—dc=com';

# SSelf—>{'AuthModule: :LDAP: :AccessAttr'} = 'memberUid';

# for ldap posixGroups objectclass (just uid)

# S$Self—->{'AuthModule: :LDAP: :UserAttr'} = 'UID';

# for non ldap posixGroups objectclass (with full user dn)

# SSelf->{'AuthModule: :LDAP: :UserAttr'} = 'DN’';

# The following is valid but would only be necessary if the

# anonymous user do NOT have permission to read from the LDAP tree
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# S$Self—->{'AuthModule: : LDAP: :SearchUserDN'} "y
# SSelf->{'AuthModule: :LDAP: :SearchUserPw'} = '';

# in case you want to add always one filter to each ldap query, use
# this option. e. g. AlwaysFilter => '(mail=*)' or AlwaysFilter => ' (objectclass=user)
oy 1

# or if you want to filter with a locigal OR-Expression, like AlwaysFilter =>
— " (| (mail=*abc.com) (mail=*xyz.com)) '

# SSelf->{'AuthModule: :LDAP: :AlwaysFilter'} = '';

# in case you want to add a suffix to each login name, then

# you can use this option. e. g. user just want to use user but

# in your ldap directory exists user@domain.

# S$Self->{'AuthModule: :LDAP: :UserSuffix'} = '@domain.com';

# In case you want to convert all given usernames to lower letters you
# should activate this option. It might be helpful if databases are

# in use that do not distinguish selects for upper and lower case letters
# (Oracle, postgresql). User might be synched twice, if this option

# is not in use.

# S$Self—->{'AuthModule: :LDAP: :UserLowerCase'} = 0;

# In case you need to use OTOBO in iso-charset, you can define this

# by using this option (converts utf-8 data from LDAP to iso).

# SSelf->{'AuthModule: :LDAP: :Charset'} = 'iso-8859-1";

# Net::LDAP new params (if needed - for more info see perldoc Net::LDAP)
# SSelf->{'AuthModule: :LDAP: :Params'} = {

# port => 389,

# timeout => 120,

# async => 0,

# version => 3,

# }i

# Die if backend can't work, e. g. can't connect to server.

# SSelf—->{'AuthModule: :LDAP::Die'} = 1;

You should uncomment the following settings as a minimum.

NN NN NN NN NN NN

SSelf->{AuthModule} = 'Kernel::System::Auth::LDAP';
$Self->{'AuthModule::LDAP::Host'} = 'ldap.example.com';
$Self->{'AuthModule: :LDAP::BaseDN'} = 'dc=example, dc=com';
S$Self->{'AuthModule: :LDAP::UID'} = 'uid';

Host NNNNNNDNSNANIPY
BaseDN NNNNNNAN
UID NRNNNNNNNNAN

NN: NNActive DirectoryllN sAMAccountNamelN

NNNNRRNNNNNNNNNNNANN Config . pm NNNNNN NNNNNNNNNNNNN -9 INNNNNNNNNNNNNNN
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### Backend One

SSelf->{AuthModule} = 'Kernel::System::Auth::LDAP';
$Self->{'AuthModule::LDAP::Host'} = 'ldap.example.com';
$Self—->{'AuthModule: :LDAP::BaseDN'} = 'dc=example, dc=com';
S$Self->{'AuthModule: :LDAP::UID'} = 'uid';

### Backend Two

SSelf->{AuthModulel} = 'Kernel::System::Auth::LDAP';
$Self->{'AuthModule: :LDAP::Hostl'} = 'ldap.example.com';
$Self->{'AuthModule: :LDAP::BaseDN1'} = 'dc=example, dc=com';
$Self->{'AuthModule: :LDAP::UID1'} = 'uid';

AN: ANNNNNNNNNNNANNNNU I DENNENNNNNNNNNNNNNNNNN

NNNNNNNNNNNNNNNNNN Agent User Data NNNNNNNNNNNNN Agent Authentication Back EndNNNNNNNNNNN
Defaults.pm NNNNNNNNNNNN Config . pm NN

$Self->{'AuthModule: :UseSyncBackend'} = 'AuthSyncBackend';

ANNEINNENNNNNNNNNNAN Config . pm NNNNNN NNNNNNNNNNNNN[ -9 TNNNENNNNNNNNNNN

$Self->{'AuthModule: :UseSyncBackendl'} = 'AuthSyncBackendl';

NNNNNAN Agent Synchronization Back Endi

$Self->{'AuthModule: :UseSyncBackendl'} = 'AuthSyncBackend';

(NNNNNNAN

AN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NNV

NNNNNNAN

ANNAINNENNENNNNNNNNNN Defaults . pm MNNNNNNNNNAN Config . pm NN

# This is an example configuration for an LDAP auth sync. backend.

# (take care that Net::LDAP is installed!)

# SSelf->{AuthSyncModule} = 'Kernel::System::Auth::Sync::LDAP';

# $Self->{'AuthSyncModule: :LDAP: :Host'} = 'ldap.example.com';

# SSelf->{'AuthSyncModule: :LDAP: :BaseDN'} = 'dc=example, dc=com';
# SSelf->{'AuthSyncModule: :LDAP::UID'} = 'uid';

# The following is valid but would only be necessary if the

# anonymous user do NOT have permission to read from the LDAP tree

# S$Self->{'AuthSyncModule: :LDAP: :SearchUserDN'} = '';

# SSelf->{'AuthSyncModule: :LDAP: :SearchUserPw'} = '';

# in case you want to add always one filter to each ldap query, use

# this option. e. g. AlwaysFilter => '(mail=*)' or AlwaysFilter => ' (objectclass=user)
# or if you want to filter with a logical OR-Expression, like AlwaysFilter =>

— " (| (mail=*abc.com) (mail=*xyz.com)) '

# SSelf->{'AuthSyncModule: :LDAP: :AlwaysFilter'} = '';
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# AuthSyncModule: :LDAP: :UserSyncMap

# (map 1f agent should create/synced from LDAP to DB after successful login)

# you may specify LDAP-Fields as either

# * list, which will check each field. first existing will be picked ( ["givenName", "cn

;}H/ H_emptyH] )
# * name of an LDAP-Field (may return empty strings) ("givenName")
# * fixed strings, prefixed with an underscore: "_test", which will always return thisg

—fixed string

# SSelf->{'AuthSyncModule: :LDAP: :UserSyncMap'} = {

# # DB —> LDAP

# UserFirstname => 'givenName',

# UserLastname => 'sn',

# UserEmail => 'mail’,

# }r

NNNNNNNEINNNNNNNNN

$Self->{AuthSyncModule} = 'Kernel::System::Auth::Sync::LDAP';
$Self->{'AuthSyncModule: :LDAP::Host'} = 'ldap.example.com';
$Self->{'AuthSyncModule: :LDAP: :BaseDN'} = 'dc=example, dc=com';
$Self->{'AuthSyncModule: :LDAP::UID'} = 'uid';

Host NRNNNNDNSNANIPY
BaseDN NNNNNNAN
UID NNANNANNANNN

AN: NNActive DirectorylNN sAMAccountNamelN

O NNNNRN Agent Synchronization Back End NNNNNNNNNNNNNNNNNN1-9INNNNNNNNNNNNNNNN
AuthSyncModule NN Agent Authentication Back End NNRNNN

NNANNAN

It is possible to use security objects to synchronize users to OTOBO groups. To achieve this copy the
following block from the Defaults.pm and paste it into the Config. pm.

NN: N must be available in OTOBO to use this feature.

NNV

It is possible to use security objects to synchronize users to OTOBO roles. To achieve this copy the
following block from the Defaults.pm and paste it into the Config. pm.

NN: NN must be available in OTOBO to use this feature.
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4.1.4 NAONANNAN
4.2 NNANN NN

ANANNANNNNNNANNNNNNNNNNNY NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

The OTOBO interface provides you both with the possibility to manage an agent’s access to one or
more particular groups. As well, you can change multiple users access to any one group, efficiently
and elegantly.

NNNENNNNENNNNNNNNNNNNNN NNNENNENENNNNENNNNNNNNNNNNNEN SNENNN NNNEENN NN NN N N NNEY

a Manage Agent-Group Relations
Actions Overview
s s
root@localhost (Admin OTOBO) admin
.
sa (Super Admin) stats

users
Filter for Agents

Just start typing to filter...

Filter for Groups

Just start typing to filter...

N 4.5 ANNNNNNNAN

4.2 NNAINAN N NN

NNV NN NN
1. AN ANAN ANNNNNANNN
ZARNNNNNNNNNNNNNNNN
3. NN AN N ANNAN NN

Change Group Relations for Agent Admin OTOBO

GROUP RO MOVE_INTO CREATE NOTE OWNER PRIORITY RW
admin
stats
Users

N 4.6: NNNNNNNNAN

ARNANNNNANNNANNNN
1. AN N NNANNAN
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PARNNNNNNNNNN NN NN
SRNNMNNINNNNN VNN

Change Agent Relations for Group users

AGENT RO MOVE_INTO CREATE NOTE OWNER PRICRITY RW
root@localhost

.
(Adrmin OTOBO)
5a (Super Admin)

@ or @EEVCELC RGN or Cancel

N 4.7 NMNNNNNNANN

AR ANNERNNNANAENNNNNNNNNENNN NN NNV NN NNV NNENNNNN

ANANNNNANNNNANNNNNNNY ANNNNNNNNNNNNNNNNNANNNN SNNNAN NAN AN NN

AR: MNNNNNNNNNNNNENNNNNNNN

4.2.2 NANN N NNNAN

NANNNNNNNNNNNNNNRNNRNNRNNRNNRNNRNNNNNNN NNNNNNNNNNNNN
roNNNN NNN/NNNNNNIN NN NN

NN NNNNNNNNN/NNNNNN

createNNNN NNNN/NNNNNNNNNNNN
noteNNNN NNNN/NNNNNNNNNINNN
ownerNNNIN NNNN/NNNNNNNNNNNNNNN
priorityNNANN NNNN/NNNNNENNENNENNN
NANAN NNNNANNNNNNNNNNNRNNENNN
NANAN NNNENNENNNNAN

NNNNNENN NN NN

rwiNEN NNN/NNENNNNNNNNNNNNNN

NAX

Not all available permissions are shown by default. See System: : Permission setting for permissions
that can be added. These additional permissions can be added:

statsNNAN NNNNNNNNNN

AN NNNENNNNNANN NNNN ANNNNANNNNY
NNENNNN NN NN

NNENNNVNNNNNNN
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NNENNNN NNV NN NN NENNNN
NNENNNNN N NINNYN
NNENNNNNNNNNNNYY
AN NNNANNNNNNNNNNANN

AN NNNRENNNENNNANANNNNNNNNNNENNNNENNNAN rw ANNNNNANNNNNNNNNNNENN

4.3 NNAN N AN

ANANNANANNNNANNNNNNNNNNNY NNNNNNNNNNNNNNNNNNNNNNNN NANNNNNNNNNNNNNNNNNNNNNNN

OTOBO allows easy access to a predefined set of permissions via one or more roles defined. These
roles are assigned easily to one or more agents, or one or more agent to a role.

ANANNANANNNNENNNNNNNNNNNNN - MNNENNNNENNNNNNNNNNENNNNNNNNAN SENNAN SNNNAEN AN N8N N AN
NN

® =~-= cToBD

Dashboard Customers Calendar Tickets Reports Admin Q Otob Indesk
tobo Helpdesk

# Manage Agent-Role Relations
Actions Overview
[+] Add Agent AGENTS ROLES

root@localhost (Admin OTOBO) Supervisor
sa (Super Admin)

Filter for Agents

Just start typing to filter...

Filter for Roles

Just start typing to filter...

N 4.8: MNNNNNANNANNN

4.3.1 NANANN N ANNN

NNANNANNNNNNNNNAN
1 AN NNAN ANNNNNNNEN
PZANNNNNNNNNNNNNNN
3. NN AN N ANNAN RN
NN NN NN NN NN
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Change Role Relations for Agent Super Admin

ROLE | ACTIVE

Supervisor

@ or EEVCELCRILTTE I or Cancel

NEZA NN NNNNNNNNN

1. AN AN NNANNNANN
ZARNNNNNNNNNNNNNN
3. NN AN N ANNAN NN

Change Agent Relations for Role Supervisor

AGENT ACTIVE

root@localhost (Admin OTOBO)
5a (Super Admin)

@ or @EEVCELCRILTEL W or Cancel

NEN[GENNNNNNNNNNN

AN NNNERNNNNENNNNNNNNNNNNN NNV NNV NNV NN NN NNRNN

ANANNANANNNNENNNNNNNNN NENNNNNNNNANNNNNNANNNNEN ANNNEN AN SNAN NN

AR ANANNNNNNNNNNNNNNNANNNNNN

AN NNNENNNANANN NN NNNNNNNNNAN

44 NN

Use this screen to add customer companies to the system. A fresh OTOBO installation contains no
customers by default. The customer management screen is available in the Customers module of the
Users, Groups & Roles group.

441 NN

AN NNNRNNNNNENNNNNNNNNN ANLDA PNRNNNNNNNNNNNNNAN
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L. Customer Management
Actions (1 total)
E CUSTOMER ID MNAME COMMENT
Wildcards like " are allowed.
acme.co Acme Inc. A great company

[+] Add Customer

Database Backend

N 417 NNANAN

NN
1. MVNNNAN NNNN ANN
2. NNNNANAN
3. AN AN NN

Add Customer

* CustomeriD:

* Customer:

Comment:

+ Valid:  wvalid

@ or Cancel

NENPANNNNNN

VALIDITY

valid

CHANGED CREATED
11/02/2020 11/02/2020
13:35 13:35
(Europe/Berlin) (Europe/Berlin)

AR ANANNNNANEN MNANNN NN ANNAN SN N ANNN NN

NN NN
1. MVNNRNNNNNANN
PARNNNNY
NN NN NN
NNANNNNAN
(NN NNNNN N NN NN NNNN

12
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Edit Customer

# CustomerlD:

* Customer:

P2 NN NNNN NN NSNS N NN N

acme.co
Acme Inc.

123 Anywhere Strest
12345
Some Town

United States of America
hitps.//acme.example.com
A great company

wvalid

N 4.13: NNNNRN

AN INRRAAAENNNNNNNNNNNNNNNENEN ANNNNNNNNT000NNNN

4.4.2 NNNN

NNANNNNANNNNANNNNEN ANNNENNNNENNN
ANID * NNNANNAN NNNNNNENNNNNNNNANN
NN ANV NN NN NSNS N N NN N NSNS NN N N SN N NN YN NN

NN
NN
NN
NN
NN
NN
NN

NNNNNNIN

NNNNNN

NNV

NNNNNN NNNNNNNNAN/NNN
NNNNNNNNURLY

ARNNNNEANNNN NRNNNNNNNNANANNNNNNNNNENNN NNV NNNNNNNNNNNN

Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to valid.
Setting this field to invalid or invalid-temporarily will disable the use of the resource.

4.5 NNNN

NNRNNNNENNNNENNNNNNNNNNNNNNNEN NN NN NN NNNNENNNNN

4.5 INNN
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OTOBO allows you to assign group permissions to a customer. Access works just the same as for
agents, preventing a customer from modifying and viewing a request. Thus allowing the customer to
focus on the results of the original communication and funneling the discussion through one ticket.

AN:

NMNNNNMNMNNNY NN NN

NNANNNNANNNNENNNNENNNAN ANNNNENNNNNNNNNNENNNNRNNANEN ANNNEEN ANNNNAN AN AN N & ANNN

) Manage Customer-Group Relations

Actions

(4]

Wildcards like "* are allowed.

(E4 Edit Customer Default Groups
These groups are automatically assigned to all
customers. You can manage these groups via

the configuration satting
"CustomerGroupCompanyAlwaysGroups”.

Filter for Groups

Just start typing to filter...

Search Results:

CUSTOMERS (1) GROUPS

admin
stats

acme.co Acme Inc.

Customer Default Groups:

GROUPS
USers

Mo changes can be made to these groups.

N 414 NNANN-ANNNN

Customer group support needs to be enabled in at least one customer user back end to use this function.
For the default OTOBO back end, this can be enabled in the system configuration by clicking on the

Enable it here! button.

Motice

Just use this faature if you want to define group
permissions for customaears.

= Enable it here!

N 415: NNNNNNN

NAX ARNNNNENNNNNANNNNNNNNNNNNNNNENNNNNNNNNEN

Kernel/Config/Files  NNNNAN

727_CustomerBackend . pmiNN NNNNNNNNNNNNNNNNNNNN

AR: MNNNNNNNNNNNNANNNNENNNNNNNNN

14

Chapter 4. NNNNNNN



OTOBO Administration Manual, NN 10.1

4.5.1 NN N AN

AR NNNANNNNENNNNNANY

Motice

Just use this feature if you want to define group
parmmissions for customars

sl Enable it here!

N 4.16: NNNN-NNN

NN NN NN N NN
1. AN AN ANENNNNENN
PARNNNNNNNNNNNNNN
3. NN AN N ANNAN RN

Change Group Relations for Customer Acme Inc.
SAME CUSTOMER

GROUP RO AW

admin
stats

N 4.17: NNNNANNEN

NN NN N NN
1. AN N NNANNAN
PZARNNNNNNNNNNNNNN
3. NN AN N ANNAN RN
NNNNNNNNNNY
1. NNNNNAN NNNNNENN NNN

2. Add or modify groups in setting CustomerGroupCompanyAlwaysGroups.

3. NNNANNNNERNN

4.5 INNN
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Change Customer Relations for Group admin

SAME CUSTOMER

CUSTOMER (1) I RO AW

acme.co Acme Inc.

@ or @EEVCELCRILITEL W or Cancel

N 418: NNNANNAN

CustomerGroupCompanyAlwaysGroups

users Defines the groups every customer
will be in (if CustomerGroupSupport
iz enabled and you don't want to
manage every customer for these

groups).

N 4.19: CustomerGroupCompanyAlwaysGroups NNNNNN

NN NN N NN

AN: - NNNENNNANNNNNNNNANNNANNNNN NN NNNNNANNNNN NN NN NNNNNNN

NNANNNNANNNNRNNNNEN ANNNENNNNNNNNNNNNNNNN NNV NN NN NNN

AN NNNNNNNNNNNNNNNNNNNN

4.5.2 NN N NNANN

ANNNNNNNNNNNYNNNNNNNNNNNNNNYNN NNNNNNNNNNNEY

NN NRENNNNANNNNNANNNNENNNNNNNNNN DENNNNNNAN DNNNNNNNNNN
roNNAN NNNNNNNNNANN

[AVNNNNENNNN NN NN YNNNN

AN NNNRNNNNNNNNANNNNNNNNNNNENN

4.6 NNAN

NNANNNNNANNNNENNNNNNNNNNANNNNENNNNNNNNNNNNNNNENNNNNNNN

OTOBO offers a great way to save individual information about contacts within organizations which
your company serves. You can add as many personal connections into OTOBO as needed.
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Use this screen to add a customer user to the system. A fresh OTOBO installation contains no customer
users by default. The customer user management screen is available in the Customer Users module of
the Users, Groups & Roles group.

a Customer User Management

Actions List (O total)

IE‘ USERNAME NAME EMAIL CUSTOMER ID LAST LOGIN VALIDITY

Wildcards like ™' are allowed. No data found.

[+] Add Customer User

Database Backend

Hint

Gustomer user are needed to have a customer
history and to login via customer panel.

N 4.20: NNNNNNAN

4.6.1 NNNNAN

ON: NNRNNNAN AN ANNNENNNNNNNNNNNNN NNNNNNNNN NN

AN NNNERNNNNENNNNNNNNNENN ANLDAPENNNNNNNNNNNNNNNNNN

NNNNNNNNNNNY
1. MVNANAN NNNNAN NN
2. NNNNNAN
3. NN AN NN

AN: NNNNNNNNNNNEN NNANN NN ANNEN AN N NNAN NRNNEN

NNNNNNNNNNNY
(NN NNNNNNNYNNNNNNN
PARNNNNY
ERNNIN NN N NN

NN NNNNNNY
(NN NNNNN N NN NN NNNN
PANNNNNNNNNNNNNN NN NN

AR NNNENNNNNENNANENNNNNENNNNENNNANN ANNNEENNNANTO0ONNNNAN
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Add Customer User

Title or salutation:
#* Firstname:
# Lastname:
# Username:

Fassword:
# Email:
# CustomerlD:
Phone:
Fax:
Mobile:
Street:
Zip:

City:
Country:
Comment:
+* Valid:

Google Authenticator:

Interface language:

Time Zone:

Ticket overview:

Number of displayed tickets:

valid

Enter your shared secret to enable two factor authentication. WARNING: Make sure that
you add the shared secret to your generator application and the application works well.
Otherwise you will be not able to login anymore without the two factor token.Shared
Secret

Englizh (United States)
Select the main interface language.Language

uTtc

Select your personal time zone. All times will be displayed relative to this time zone.Time
Zone

off

Select after which period ticket overviews should refresh automatically. Refresh interval

25

Select how many tickets should be shown in overviews by default. Tickets per page

Do

N 4.27: NNNNNNAN
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Edit Customer User

Title or salutation:
* Firstname:
* Lastname:
# lsername:

Password:
+ Email:
# CustomerlD:
Phone:
Fax:
Mobile:
Street:
Zip:

City:
Country:
Comment:
* \Valid:

Google Authenticator:

Interface language:

Time Zone:

Ticket overview:

Number of displayed tickets:

Wiyle

Coyote

we@acme.example.com

acme.co

wvalid

Enter your shared secret to enable two factor authentication. WARNING: Make sure that
you add the shared secret to your generator application and the application works well.
Otherwise you will be not able to login anymore without the two factor token.Shared
Secret

Engiish (United States)

Select the main interface language.Language

UTG

Select your personal time zone. All times will be displayed relative to this time zone.Time

fone

off

Select after which period ticket overviews should refresh automatically. Refresh interval

25

Select how many tickets should be shown in overviews by default. Tickets per page

D - CID) -~

N 4.22: NNNNANEN

4.6. NNNN

19



OTOBO Administration Manual, NN 10.1

Effactive Permissions for Customer User

Group Permissions

GROUP RO RW

LISErs v L

Table above shows effective group permissions for the customer user. The matrix takes into account all inherited permissions
(e.g. via customer groups). Mote: The table does not consider changes made to this form without submitting it.

Customer Access
CUSTOMER DIRECT
acme.co Acme Inc. '

Table above shows granted customer access for the customer user by permission context. The matrix takes imto account all
inherited access (e.g. via customer groups). Mote: The table does not consider changes made to this form without submitting it.

N 4.23: NNNNNNNNNNNN

NN NN NN NN NN N NN NN N NN N NN N N NN N N NN N N NN N N N NN N N NN NN N NN N Y YN NN SNNN NN
NN:
NN VNN NN NNV N NN

4.6.2 NNNNAN

ANNNNNNNNNNNNNNNNNN NNNNNNNNNNNEN

NN

SN NN N NNNN NN NSNS NN

ANNNAN - NNNNNNNNNNNNNEN MrNDrJr. AN
N *
N *

NNNNANANAN
INNNNNNN

NN NN NN N NN N NN NN

N

RNNNANNN NNANNANNNNN

Email * RRNNNNNNNNNN

CustomerID * The ID of the customer company the customer user belongs to. Select a customer from

NN
NN
NN
NN
NN
NN
NN

the list of NN
NNENNNNNEN
NNNNVNNNNNY
NNENNNNNEN
INNNWNNNN
NN
NNNVNNNNN
NNNNNAN/NNN

120
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N NNNNNNNNNNN NNV NNV NNV NNV NN NN

NN Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to valid.
Setting this field to invalid or invalid-temporarily will disable the use of the resource.

aN:

It is possible to assign multiple customers to customer users via the NNNN N NN screen.

4.6.3 Customer User Back Ends

The system works with many customer user data attributes such as username, email address, phone
number, etc. These attributes are displayed in both the agent and the external interface, and also used
for the authentication of customer users.

Customer data used or displayed within the system is highly customizable. The user login and the email
address are always needed for customer authentication.

You can use two types of customer back end: database or LDAP. If you already have another customer
back end (e.g. SAP), it is possible to write a module that uses it.

The administrator interface does not support the configuration of external back ends. Administrators
need to edit the file Kernel/Config.pm by copying and pasting code snippets from Kernel/Config/
Defaults.pm manually.

NN: Do not modify the file Kernel/Config/Defaults.pm, it will be overwritten after upgrading the
system! Copy and paste the code snippets into Kernel /Config.pm instead.

Database

This is the default customer user back end for new installations. The example below shows the config-
uration of a database customer back end, which uses customer user data stored in the database table
customer_user.

# CustomerUser

# (customer user database backend and settings)

SSelf->{CustomerUser} = {
Name => Translatable ('Database Backend'),
Module => 'Kernel::System::CustomerUser::DB',
Params => {

# i1f you want to use an external database, add the

# required settings

DSN => 'DBI:odbc:yourdsn’,

Type => 'mssql', # only for ODBC connections

DSN => 'DBI:mysql:database=customerdb;host=customerdbhost’,
User => "',

Password => '',

HH R W H

Table => 'customer_ user',
# ForeignDB => 0, # set this to 1 if your table does not have create_
—~time, create_by, change_ time and change_by fields

# CaseSensitive defines 1if the data storage of your DBMS is case sensitive,
—and will be

# preconfigured within the database driver by default.

# If the collation of your data storage differs from the default settings,
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# you can set the current behavior ( either 1 = CaseSensitive or 0 =,
—~CaseINSensitive )

# to fit your environment.

#
# CaseSensitive => 0,

# SearchCaseSensitive will control if the searches within the datay
—storage are performed
# case sensitively (if possible) or not. Change this option to 1, if youy
—want to search case sensitive.
# This can improve the performance dramatically on large databases.
SearchCaseSensitive => 0,
} I

# customer unique id
CustomerKey => 'login',

# customer #
CustomerID => 'customer_id',
CustomerValid => 'valid_id",

# The last field must always be the email address so that a valid
# email address like "John Doe" <john.doe@domain.com> can be constructedy,
—from the fields.

CustomerUserListFields => [ 'first_name', 'last_name', 'email' ],
# CustomerUserListFields => ['login', 'first_name', 'last_name', 'customer_id',
—'email'],
CustomerUserSearchFields => [ 'login', 'first_name', 'last_name',
— 'customer_id' 1],
CustomerUserSearchPrefix => '*',
CustomerUserSearchSuffix => '*1,
CustomerUserSearchListLimit => 250,
CustomerUserPostMasterSearchFields => ['email'],
CustomerUserNameFields => [ 'title', 'first_name', 'last_name' ],
CustomerUserEmailUnigCheck => 1,
# # Configures the character for joining customer user name parts. Join singleg
—space 1f it 1is not defined.
# # CustomerUserNameFieldsJoin => '',
# # show now own tickets in customer panel, CompanyTickets
# CustomerUserExcludePrimaryCustomerID => 0,
# # generate auto logins
# AutoLoginCreation => 0,
# # generate auto login prefix
# AutoLoginCreationPrefix => 'auto',
# # admin can change customer preferences
# AdminSetPreferences => 1,
# use customer company support (reference to company, See CustomerCompany,
—settings)
CustomerCompanySupport => 1,
# cache time to live in sec. - cache any database queries

CacheTTL => 60 * 60 * 24,
# Consider this source read only.
# ReadOnly => 1,
Map => [

HH
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# Info about dynamic fields:

#

# Dynamic Fields of type CustomerUser can be used within the mapping (seey
—example below).

# The given storage (third column) then can also be used within the,
—~following configurations (see above) :

# CustomerUserSearchFields, CustomerUserPostMasterSearchFields, .
—~CustomerUserListFields, CustomerUserNameFields

#

# Note that the columns 'frontend' and 'readonly' will be ignored fory
—dynamic fields.

# note: Login, Email and CustomerID needed!
# var, frontend, storage, shown (l=always,Z2=1ite), required, storage-type,
— http-link, readonly, http-link-target, link class (es)

[ 'UserTitle', Translatable('Title or salutation'), 'title', u
[ 1, 0, 'var', '', 0, undef, undef ],

[ 'UserFirstname', Translatable ('Firstname'), 'first_name', U
- 1, 1, 'var', '', 0, undef, undef ],

[ 'UserLastname', Translatable ('Lastname'), '"last_name', U
— 1, 1, 'var', '', 0, undef, undef ],

[ 'UserLogin', Translatable ('Username'), 'login', U
. 1, 1, 'var', '', 0, undef, undef ],

[ 'UserPassword', Translatable ('Password'), 'pw', U
o 0, 0, 'var', ''", 0, undef, undef ],

[ 'UserEmail', Translatable ('Email'), 'email', L
— 1, 1, 'var', '', 0, undef, undef ],
# [ 'UserEmail', Translatable ('Email'), 'email', L
— 1, 1, 'var', '[% Env("CGIHandle") %]?Action=AgentTicketCompose;ResponselID=1;

—TicketID=[% Data.TicketID | uri %];ArticlelID=[% Data.ArticleID | uri %]', 0, '',
— "AsPopup OTOBOPopup_TicketAction' ],

[ 'UserCustomerID', Translatable ('CustomerID'), 'customer_id', 4
. 0, 1, 'var', '', 0, undef, undef 1],
# [ 'UserCustomerIDs', Translatable ('CustomerIDs'), 'customer_ids
', i, 0, 'var', '', 0, undef, undef ],

[ 'UserPhone’, Translatable('Phone'), 'phone', U
[ 1, 0, 'var', '', 0, undef, undef ],

[ 'UserFax', Translatable ('Fax'), 'fax', w
[ 1, 0, 'var', '', 0, undef, undef 1T,

[ 'UserMobile', Translatable ('Mobile'), 'mobile’, wu
[ 1, 0, 'var', '', 0, undef, undef ],

[ 'UserStreet', Translatable ('Street'), 'street', U
o 1, 0, 'var', ''", 0, undef, undef ],

[ 'UserZip', Translatable('Zip'), 'zip!', o
[ 1, 0, 'var', '', 0, undef, undef 17,

[ 'UserCity', Translatable('City'), 'city', u
[ 1, 0, 'var', '', 0, undef, undef ],

[ 'UserCountry', Translatable ('Country'), "country', U
o 1, 0, 'var', '', 0, undef, undef ],

[ 'UserComment', Translatable ('Comment '), 'comments', o
N 1, 0, 'var', '', 0, undef, undef 17,

[ 'ValidID', Translatable('Valid'), 'valid_id', U
. 0, 1, 'int', '', 0, undef, undef ],

# Dynamic field example
# [ 'DynamicField Name_X', undef, 'Name_ X', 0, 0, 'dynamic_field', undef, 0,
— undef, undef ],
1,
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# default selections
Selections => {

# UserTitle => {

# 'Mr.' => Translatable('Mr.'),

# '"Mrs.' => Translatable('Mrs."'),
#

}/

}i

If you want to customize the customer user data, change the columns or add new ones to the
customer_user table in the database.

For example, to add a new field for room number:
1. Add a new column room to table customer_user.

MySQL or MariaDB:

’root> mysgl —-u root -p —-e 'ALTER TABLE otobo.customer_user ADD room VARCHAR (250)'

PostgreSQL (from the /opt /otobo directory):

’otobo> psgl —-c 'ALTER TABLE customer_user ADD COLUMN room varchar (250)' ‘

2. Copy the $Self->{CustomerUser} section from Kernel/Config/Defaults.pm into Kernel/
Config.pm.

3. Add the new column to the Map array.

[ 'UserRoom', 'Room', 'room', 0, 1, 'wvar', '', 0, undef, undef ],

You can set the HTTP link target and link class (the last two keys) to unde f in map array elements,
if they are not to be used. These keys add target="" and class="" attributes to the HTTP link
element, respectively. They are ignored if HTTP link is not set (itis ' ' in this example).

NN: It is recommended to always use English words for names.

NN:

Names can be translated into other languages with custom translation files. See the Custom
Translation File chapter in the developer manual.

LDAP

If you have an LDAP directory with your customer user data, you can use it as the customer user back
end. The example below shows the configuration of a LDAP customer user back end.

# CustomerUser
# (customer user ldap backend and settings)
SSelf->{CustomerUser} = {
Name => 'LDAP Backend',
Module => 'Kernel::System::CustomerUser::LDAP',
Params => {
# ldap host
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Host => 'bay.csuhayward.edu',

# ldap base dn

BaseDN => 'ou=seas, o=csuh',

# search scope (onel|sub)

SSCOPE => 'sub',

# The following is valid but would only be necessary if the

# anonymous user does NOT have permission to read from the LDAP tree

UserDN => '',

UserPw => '',

# in case you want to add always one filter to each ldap query, use

# this option. e. g. AlwaysFilter => '(mail=*)' or AlwaysFilter =>
— ' (objectclass=user) '

AlwaysFilter => '"',

# if the charset of your ldap server is 1iso-8859-1, use this:

# # SourceCharset => 'iso-8859-1"',
# die if backend can't work, e. g. can't connect to server
Die => 0,

# Net::LDAP new params (if needed - for more info see perldoc Net::LDAP)
Params => {

port => 389,
timeout => 120,
async => 0,

version => 3,
}I
}I
# customer unique id
CustomerKey => 'uid',
# customer #
CustomerID => 'mail',
CustomerUserListFields => ['cn', 'mail'],
CustomerUserSearchFields => ['uid', 'cn', 'mail'],
CustomerUserSearchPrefix => '',
CustomerUserSearchSuffix => '*',
CustomerUserSearchListLimit => 250,
CustomerUserPostMasterSearchFields => ['mail'],
CustomerUserNameFields => ['givenname',K 'sn'],
# Configures the character for joining customer user name parts. Join singley
—space 1f it is not defined.
CustomerUserNameFieldsJoin => '',
# show customer user and customer tickets in the external interface
CustomerUserExcludePrimaryCustomerID => 0,
# add a ldap filter for valid users (expert setting)
# # CustomerUserValidFilter => ' (! (description=gesperrt))’,
# admin can't change customer preferences
AdminSetPreferences => 0,

# cache time to live in sec. — cache any ldap queries
# CacheTTL => 0,
Map => [

# note: Login, Email and CustomerID needed!
# var, frontend, storage, shown (l=always,Z2=1lite), required, storage-type,
— http-1ink, readonly, http-link-target, link class(es)

[ 'UserTitle', Translatable('Title or salutation'), 'title', w

. 1, 0, 'var', "', 1, undef, undef ],
[ 'UserFirstname', Translatable ('Firstname'), 'givenname', U

[ 1, 1, 'var', '', 1, undef, undef ],
[ 'UserLastname', Translatable ('Lastname'), 'sn', 0

N 1, 1, 'var', '', 1, undef, undef 17,
[ 'UserLogin', Translatable ('Username'), 'uid', w

H—t— veart——1+—undef—undef 15
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[ 'UserEmail', Translatable('Email '), 'mail', L
. 1, 1, 'var', '', 1, undef, undef ],

[ 'UserCustomerID', Translatable ('CustomerID'), 'mail', o
— o, 1, 'var', '', 1, undef, undef 7,

# [ 'UserCustomerIDs', Translatable('CustomerIDs'), 'second_
—~customer_ids', 1, 0, 'var', '', 1, undef, undef ],

[ 'UserPhone', Translatable ('Phone'), 'telephonenumber
', 1, 0, 'var', "', 1, undef, undef ],

[ 'UserAddress', Translatable ('Address'), 'postaladdress’,
— 1, 0, 'var', '', 1, undef, undef 17,

[ 'UserComment', Translatable ('Comment '), 'description', u
N 1, 0, 'var', '', 1, undef, undef ],

# this is needed, if "SMIME::FetchFromCustomer" is active

# [ 'UserSMIMECertificate', 'SMIMECertificate', 'userSMIMECertificate', 0, 1,
- 'var', '', 1, undef, undef ],

# Dynamic field example
# [ 'DynamicField Name X', undef, 'Name_X', 0, 0, 'dynamic_field', undef, .
—0, undef, undef ],
]!
}i

To activate and configure the LDAP back end:

1. Copy the $Self->{CustomerUser} section from Kernel/Config/Defaults.pm into Kernel/
Config.pm

2. Remove the comments (# characters) from the beginning of the lines.

If additional customer user attributes are stored in your LDAP directory, such as a manager name, a
mobile phone number, or a department, this information can be displayed in OTOBO.

To display additional customer user attributes from LDAP directory:

1. Expand the Map array in Kernel/Config.pm with the entries for these attributes.

[ 'UserMobilePhone', 'Mobile Phone', 'mobilephone', 1, 0, 'wvar', '', 1, undef,
—undef ],

AN: It is recommended to always use English words for names.

ANN:

Names can be translated into other languages with custom translation files. See the Custom
Translation File chapter in the developer manual.

4.6.4 Multiple Customer User Back Ends
If you want to use more than one customer user data source, the CustomerUser configuration param-
eter should be expanded with a number, like CustomerUserl and CustomerUser?2.

The following configuration example shows usage of both a database and an LDAP customer user back
end.

# Data source 1: customer user database back end and settings.
SSelf->{CustomerUserl} = {
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Name => 'Database Backend'
Module => 'Kernel::System::CustomerUser::DB',
Params => {
DSN => 'DBI:odbc:yourdsn',
DSN => 'DBI:mysqgl:database=customerdb;host=customerdbhost’,
User => '',
Password => '',
Table => 'customer_user',
}!
# Other setting here.
}i

# Data source 2: customer user LDAP back end and settings.
SSelf->{CustomerUser2} = {
Name => 'LDAP Backend',
Module => 'Kernel::System::CustomerUser::LDAP',
Params => {
Host => 'bay.csuhayward.edu',
BaseDN => 'ou=seas, o=csuh',
SSCOPE => 'sub',
UserDN => '',
UserPw => '"',
AlwaysFilter => '"',

Die => 0,

Params => {
port => 389,
timeout => 120,
async => 0,

version => 3,
}I
}!
# Other setting here.
bi

It is possible to integrate up to 10 different customer back ends. Use the NRNN screen to view or edit
(assuming write access is enabled) all customer user data.

4.6.5 Customer User Data in Dynamic Fields
Sometimes it can be useful to also store customer user data directly in dynamic fields of a ticket, for
example to create special statistics on this data.

The dynamic field values are set, when a ticket is created or when the customer user of a ticket is
changed. The values of the dynamic fields are taken from the customer user data. This works for all
back ends, but is especially useful for LDAP back ends.

To activate this optional feature:
1. Activate the setting Ticket : :EventModulePost ##44100-DynamicFieldFromCustomerUser.

2. Activate the setting DynamicFieldFromCustomerUser: :Mapping. This setting contains the
configuration of which customer user field entry should be stored in which ticket dynamic field.

3. Create the dynamic fields, if the dynamic fields are not present in the system yet.

4. Enable the dynamic fields in setting Ticket : :Frontend: :AgentTicketFreeText ###DynamicField
so that they can be set manually.
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NN:  The dynamic field must not be enabled in the following settings:
* Ticket::Frontend: :AgentTicketPhone###DynamicField
* Ticket::Frontend: :AgentTicketEmail###DynamicField
e Ticket::Frontend: :AgentTicketCustomer###DynamicField

If they were, they would have precedence over the automatically set values.

4.7 NNAN N AN

NN NN NN NS N NN NN NN N NN N NN N NN NN NN O S N N N N NN NN N N N SO NN NN NN NN N N N OSSN
For all situations, OTOBO provides the means. Aside from a primary customer, your customer users
can gain access to multiple customer tickets as defined by you.

NNANNANANNNNENNNNNNNNNNNNY SRNNNNNNNNNNNNNNNANNNNENNNNNNN NNENNN SNNNNEN NN AENN N AN
NN

& Manage Customer User-Customer Relations
Actions Search Results:
| Q | CUSTOMER USERS (1) CUSTOMERS (1)
Wildcards like *** are allowed. Wyle Coyote <we@acme.example.com: (acme.co) acme.co Acme Inc.

N 4.24: NNNNNNNNNNAN

4.7 NNNNAN N NNNN

AR: NNNNNNNN NNAN NENNEN NN AN ANNENN Customer User Settings NNRNN

NN NN N NNNNNYY
1. AN NNAN ONNNNERNNNN
PANNNNNNNNNNNNNN
3. NN AN N ANNAN RN

Change Customer Relations for Customer User Wyle Coyote (we)

CUSTOMER (1) || ACTIVE
Mo data found.

@ or EETCELCRGIE W or Cancel

N 4.25: NNNNNNANNNNN
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NNV NNV NN
1. AN AN NNRNNNANENN
ZARNNNNNNNNNNNNNNN
3. NN AN N ANNAN NN

Change Customer User Relations for Customer Acme Inc.

CUSTOMER USER (1) | ACTIVE
Mo data found.

@ or EVCELCRIGTEL or Cancel

N 4.26: NNNNNNNNNNN

NN NN NN N N N NS S N NN N NN NN NN NN NN NN [0 NN NN NN NN

ANANNANANNNNENNNNNNNNN NENNNNNNNNNNANNNNNENNNNEN ANNNEN AN NN AN

AN ANNNNNNNNNNNNENNNNNNNNN

AR NNNRENNNNNNNANANNNNNNNNNNENN

4.8 NNAN N N

NNANNANNNNANANNAN NNNNNNENNNNNNNNNNNNN NNV NNNNNNNNNNNNENNAN

OTOBO allows you to assign group permissions to customer users. Access works just the same as for
agents, preventing a customer from modifying and viewing a request. Thus allowing the customer to
focus on the results of the original communication and funneling the discussion through one ticket.

AN:
VNN NN NN NN NN

NNANNNNENNNNENNNNENNNNNAN . ANNNENNNNENNNNENNNNERNNNNNANNN ANEEEN SNEENEN AN 88N N N
NN

Customer group support needs to be enabled in at least one customer user back end to use this function.
For the default OTOBO back end, this can be enabled in the system configuration by clicking on the
Enable it here! button.

NIN: NNNNNNNNNNNNNNNNNNNNNNANNNNNNNNNNNNNNNYN - Kernel/Config/Files  NNNNNN
727_CustomerBackend . pmiNN NNNNNNNNNNNNNNNNNNNN
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A Manage Customer User-Group Relations
Actions Search Results:
IE‘ CUSTOMER USERS (1) GROUPS
Wildcards like ™" are allowed. Wyle Coyote <we@acme.example.com: (acme.co) admin
stats
T

are automatically ned to all

ou can manan Customer User Default Groups:
1 can manage

he configurat
"CustormerGroupAlwaysGroups” GROUPS

users

Mo changes can be made to these groups.
Filter for Groups

Just start typing to filter...

N 4.27: NNNNNN-REEN

Motice

Just use this feature if you want to define group
parmmissions for customars

sl Enable it here!

N 4.28: NANNNAN
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AN NN NNNNNNNNNNNN

4.8.1 NNNANN N NAN

NN NN N NN

(NN NNNENNNNNNN NN
ZANNN NN NN NNV NNNNNN
30 AN AN N NNNAN SN

Change Group Relations for Customer User Wyle Coyote (we)

~| RO RW

GROUP
admin
stats

@ or EVCELC R or Cancel

N 4.29: NNNNENNNAN

NN NN N NN
1. AN N NNANNAN
PANNNN N NN NNV NNNNNN
3. NN AN N ANNAN NN

Change Customer User Relations for Group admin

CUSTOMER USER (1) | RO RW

Wyle Coyote <we@acme.example.com: (acme.co)
@ or @EEVLELCRILEL or Cancel

N 4.30: NNNNENNNANN

NNNNNNNENNNAN
N NN NN NN NN NN NN NN
2. Add or modify groups in setting CustomerGroupAlwaysGroups.
3. NNNNNNNNNNN

NENNNNNENNNNNNNN

NN NN N NN N N NS NS NS SN N N NSNS NS N NSNS N NSNS NN

ANANNNNNNANANNNANNNNN NNNNNANNNNNNNNNNNNANNNN NENNNN NNN NNN NN

4.8. NMNWN NN
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CustomerGroupAlwaysGroups

USers Defines the groups every custorner
uzer will be in (if
CustomerGroupSupport iz enabled
and you don't want to manage every
customer user for these groups).

N 4.31: CustomerGroupAlwaysGroups MNNNNN

AN: ANANNNNENNNNNNNNNNANNNN

4.8.2 NNNN N ANNAN

NNANNNNENNNNENNNNNNNNNNENNNNENNNNNNNNAN SNNNNNENNNNNEN
roNNAN NNNNNNNNNANN
[AVNNNNENNNN NN NNV YNNNN

AR NNNRENNNNENNNANANNNNNNNNNNENN

4.9 NN N AN

ANANNNNANNNNNANNNNNNNNNNNNAN - MNNNNNNNNNNNNNNNNNNNNNNNNNAN NN SNNNAEN AN NN N SN
NN

# Manage Customer User-Service Relations
Actions Search Results:
| Q | CUSTOMER USERS (1) SERVICES
Wildeards like ™" are allowed. Wyle Coyote <we@acme.example.com: (acme.co) Test service

Edit default services

Filter for Services

Just start typing to filter...

N 4.32: MNRN-NNNNNNY

4.9.1 NANANAN N ANAN

NNNNNNENNNNNNNNY
1. AN NNAN ANNNNANNANNN
ZARNNNNNNNNNNNNNN

132 Chapter 4. NNNNNWN



OTOBO Administration Manual, NN 10.1

ERNNMNNNNNNN NN

Allocate Services to Customer User Wyle Coyote (we)

SERVICE | ACTIVE

Test service

@ or EEVCELC RGN or Cancel

N 4.33: NNNNNNNNNAN

NNNNNNNANNNNNNNN
(AN NMNNNNYNNNN
2. NNANNNNNNNNNAN
3. NN AN N ANNAN NN

Allocate Customer Users to Service Test service

CUSTOMER (1) | ACTIVE

Wyle Coyote <we@acme.example.com: (acme.co)

@ or EEVCELCRLE I or Cancel

N 4.34: NNNNNNNNNAN

AN ANNNNNNNNNNNN NNV NN NN NN NN NN NN NN NN NN NN NN NNNNNNEN

ANANNANANNNNENNNNNNNNN NENNVNNNNVNNNNNNNENNNNEN ANNNEN AN SNEN NN

AN ANNNNNNNNANNNNNNNNNNNNN

AN NNNENNNNNNNNANANNNNNNNNNNENN

4.9.2 NNANNAN

ANNNNANNNNNNANNNNNNNNNNNNNNNANNNNNNNNNNNNNNNANY
NN

1. MNNNRANN NNANEN NN

2. NNNNNNNNENNNNENNN

NN NN NNV
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L. Manage Customer User-Service Relations Allocate Services to Customer User
Actions Allocate Services to Customer User
Test service -

Filter for Services

Just start typing to filter...

N 4.35: NNANNANAN AN

AN: ANANNNNNNNNNENNNNNANNNANNNNNNNNNNNENNNNNNNNNNNNNN

410 N

Use this screen to add groups to the system. A fresh OTOBO installation contains some default groups.
The group management screen is available in the Groups module of the Users, Groups & Roles group.

) Group Management

Actions List (3 total)

[+] Add Group NAME COMMENT VALIDITY CHANGED CREATED

admin Group of all administrators. valid 09/21/2020 17:08 (Europe/Berlin) 08/21/2020 17:08 (Eurcpe/Berlin)
stats Group for statistics access. valid 09/21/2020 17:08 (Europe/Berlin) 08/21/2020 17:08 (Europe/Berlin)

Filter for Groups users  Group for default access. valid 09/21/2020 17:08 (Europe/Berlin)  09/21/2020 17:08 (Europe/Berlin)

Just start typing to filter...

Hint
The admin group is to get in the admin area

and the stats group to get stats area.

Create new groups to handle access
permissions for different groups of agent (e. g.
purchasing department, support department,
sales department, ...).

It's useful for ASP solutions.

N 4.36: NRNNNN

4.10.1 NN

(NNNNNNAN
(NN NNNNNNMNNN
2. NNNNNAN
3. NN AN NN

AN: ANANNNNENY NNNNN NN ANANNN AN N AN NNNNNN

134 Chapter 4. NNNNNWN



OTOBO Administration Manual, NN 10.1

Add Group
* MName:
* Validity:  valid
Comment:
@ or Cancel
N 4.37: NNNANN
INNNNNNNN

1. NNNNNNNNNNN
2. NNNNN

3. NN AN N ANNAN NN

Edit Group

* Name: USers
& Validity: | wvalid

Comment:  Group for default access.

N 4.38: NRNNAN

AN NNNENNNNNANNNNNNNNNNNNNNNANNNNNNNNNNAN

410.2 NN

NNRNNNNANNNNENNNNEN ANNNENNNNENNN
AN ANNNAEN ANNNNENNNNNENNNNNENNNNENNNNEN ANNNNNNNNEN

ANN: Renaming a group does not affect permissions previously given. When group1 is now called
group?2, then all the permissions are the same for the users which used to be assigned to group.
This result is because OTOBO uses IDs for the relationship, and not the name.

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AR: MNNNNNNNNNNNNENNNNRNNNAN ANNNNENNNNNNNNNNNNNNNENN
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N NNNNNNNNNNN NNV NNV NNV NNV NN NN

410.3 NN

NNANNNNANNNNENNNNNNNN MNNNNNNNNNNNNNNNAN
admin NNNNNNNANNANNN

stats Qualified to access the stats module of OTOBO and generate statistics.

users NNNNNNNNNNANNNNENNNNNNNNNNNNNNNNNNAN

411 NN

Use this screen to add roles to the system. A fresh OTOBO installation contains no roles by default. The
role management screen is available in the Roles module of the Users, Groups & Roles group.

L. Role Management

Actions List (1 total)

Add Role NAME COMMENT VALIDITY

Supervisor A role for quality assu... valid

Filter for Roles

Just start typing to filter...

Hint

Create a role and put groups in it. Then add
the role to the users.

N 4.39: NNNNAN

4.11.1 NN

NNNNNNNNY
1. NVANNEAN NNNN NN
2. NNNNAAN
3. AN AN NN

11/02/2020 13:23 (Europe/Beriin)

CREATED
11/02/2020 13:23 (Europe/Berlin)

AN: ANANNNNANEN ANNEN NN ANNAN SN N ANNN SN

NNNNNNNAN
1. MNNNNNNNNNANN
PARNNNNY
ERNNINNNINNNNNNNN
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Add Role
* Name:
* Validity:  walid
Comment:
@ or Cancel
N 4.40: NNNNNN
Edit Role

* Mame: Supervisor
* Validity:  valid

Comment: A role for quality assurance

N 4.47: NNNRRN

AN ANNANNNNNNNN NNV NN NNNNNY

411.2 NN

NNANNNNANNNNANNANAN ANNNENNNNENNN
AN ANNNNAN NNNNNNNNNNNNNNNNNNNNENNNNNN NNNNNNNNNEN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNRNNNANAN NNNENNNANNNVNNNNNNNEN VNNV NN NNNENY

412 NN NN

NNANNANANNNNENNNNNNNNANN ANNNNNNNNNNNNNNENNNNNNNNNNN ANVNEN ANNNENN AN AN N N ANNN

4121 AN N NN

NNNENNNNNNNNNN
RN NNV NNNNN
2. NNANNNNANNNNNAN
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L. Manage Role-Group Relations

Actions Overview

[+] Add Role ROLES GROUPS
o e Supervisor admin
roup
stats

users

Filter for Roles

Just start typing to filter...

Filter for Groups

Just start typing to filter...

N 4.42: NNNN-ANAN
3. NN AN N ANNAN NN

Change Group Relations for Role Supervisor

GROUP RO MOVE_INTO CREATE NOTE OWNER

adrmin
stats
users

N 443 NNNNNNAN

NNANNNNENNNNNN
1. AN N NNRNNAN
PZARNNNNNNNNNNNNNN
ERNNIN NN NNNNNN

Change Role Relations for Group users

ROLE RO MOVE_INTO CREATE NOTE OWNER

Supervisor

N 4.44: NNNVNNEN

PRIORITY RwW

PRICRITY RW

A NNNANNNNNANNNNANNNNANNNNNNNNNNANNNNNNNNNNNNN

NNANNNNANNNNENNNNNN ANNNENNNNNNNNNNNNNNNN ANNN AR 8NN AN
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AN NNNNNNNNNNNNNNNNNNNNN

412.2 NN N NNNAN

NANNRNNRNNNNNRNNRNNANNENNNNNENNRNNN ANNNNNNNNNNNN
roNNNN NNN/NNNNNNIN ‘NN NEN

NN NNNNANANN,/NNANEN

createfNNN NNNN/NNNNNNNNNNNN

noteNNNN NNNN/NNNNNNNNNNNN

ownerNNNNN NNNN/NNNNNNNNNNNNNNN

priorityNNNAN NNNN/NNNNNNNNNNNINAN

NANAN NNNNNNNNNNNNNNNNENNENNENNNNNNNNNNN

NANAN ANNNNNNNNANNNNNNRNNNNNNNNNNNEN

NNV ENNN NN NN NN NN N NN NN NN SN N NSNS NN
rwiNEN NNN/NNNNNNNNNNNNNNNN

NAX

Not all available permissions are shown by default. See System: : Permission setting for permissions
that can be added. These additional permissions can be added:

statsANNN ANNNNNNNNN

AN NNNRNNNNNAN NNAN ANNNNENNNNY
AN NNNNANNNNAN

NNENNNNNNNNY
NNENNVNN NN NYNENNENNYN

AN NNNANNNNNNNN

AN NNNNNNNNNNNEN

NN NNNANNNNNNNNNENN

AN NNNANNNNENNNNNNNNNNNNNNNANNNNENNNAN rw NNNNNNANNNNNNNNNNNENN
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NANAANN

ANANNNNANNNNENNNNNNNNNNANNNNENNNNNNNNNNNNNAN
ANANNANANNNNNNNNNNNNNNNNNNNNNNNNNNNNNN
NNANNNNANNNNENNNNENNNNNNNN NN NN NNANNNNRNNN

OTOBO offers many options to automate tasks based on events, time, external systems and defined
processes. OTOBO also includes the possibility to add individual information types to tickets and help
agents to lower their error rate when working with tickets by allowing only defined activities for tickets
in specific states.

5.1 NNNANNCACL)

NNV ANNNNNNNNN NNV NNV NNV NN NN NN NN NNV NN NNV NN

OTOBO uses access control lists (ACL) to restrict agents and customer users on ticket options, allowing
only correct and meaningful activities with a ticket. OTOBO administrators can easily generate ACLs
in the graphical interface to prevent ticket closure until meeting specific requirements, prevent tickets
from being moved to queues before adding the defined information and much more.

Use this screen to manage access control lists in the system. A fresh OTOBO installation contains no
access control lists by default. The access control lists management screen is available in the Access
Control Lists (ACL) module of the Processes & Automation group.

5.1.1 ANNANNAN

AN ANANANNNNNNNNN NNV NN NN NN NNNNNNNNNEN
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& ACL Management

Actions ACLs

Please note: This table represents the execution order of the ACLs. If you nead to change the order in which ACLs are

executed, please change the names of the affected ACLs.

+ Deploy ACLs
ACL NAME
2 Export ACLs
No data found.

Filter for ACLs

COMMENT VALIDITY EXPORT COPY

Just start typing to filter...

N 51 ACLANNN

AN: NNNNNNNUser D INNNNACLANNN

NNANNNNNACLN
1. NNNNNRAN ANACL NN
2. NNNNANAN
3. NN AN NN
4. NNNNANAN ANACL ANNANACLANN

Create New ACL

* MName:

 Validity: | invalid

@ or Cancel

N 5.2: NNACLAN

NNNNENACLY
1. ANACLNNNNANACLANNNANN ANACL ANNNNNNNN
2. NNNNNACLNAN
3. NN AN N ANNAN NN
4. NNNNACLN
NNNNNVAGRN
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w Edit ACL Information

* MName:
Comment:

Description:

* Validity:

¥ Edit ACL Structure
Match settings
* 3 Properties
* O Queue
B Raw:

Exact match

52}
@

Change settings
* [ Possible
* O Ticket
(53]
* B Action

Exact match

Save ACL

00 Remove Mote
This ACL removes the note menu item.

The agents have to write emails,
not internal notes.

invalid

N 5.3 ANACLNNNN

5.1, NNARRNCACL)
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1. ONACLNNNNANACLY

- N AN NNNEN AN N NNENN

. AN AN NNNNNNNNNNRRNNNN NYNNNACL NNN
NNMNNNNVAGRNNN

. NRANNANN AN NNN

. NNWNACLN

() NG B N CNEEN V)

AN: ACLNPerlNNNN  zzzacl.pm NNNNNNNNNNNEERNNNNNNACLAN  SRN  NNNRN NN N
ARNNNNNACLNNENNNNENNNNNNNNNSNNNACLY

NNNNNVAGEN
1. NNNNEAN ANACL NN

ON: ANNANNNNNNNNNNNNNNNENACLAN AN SNNNN AN SNNNNNNNNACLY

NNNNENACLY

1. NNNNAAN ANACL NN

2. NNANNNNANNNNAN Export_ACL.yml NNN
NNANACLYN

1. NVANNAAN AN NN

2. NVNNNANNAN . ym1 NNN

3. NNNANNNANACLNNN NRNNNACLAN NNNN

4. AN ANACLAN NNN

5. QN AVACL NNNNRRNACLY

AN NNNERNNNENACLANNNNNNENNNNENNNNNNNNANACLN

AR: ANANNNNENNNNENNNNNNNNNNNNNNNENNNNEN NN NNV NN NN NNNNNNNANA C LNV NN NNV RNV NN NN ANR

51.2 ACLNN

NNANNANANNNNENNNNEN ANNNANNANENNN

AN ANNNNAN NNNNNNNNNNNNNNNNNNNNENNNNNN NNNNNNNNNEN

AN NRRAAENNENNN NNNNNNNNNNNNNNNYNN NN NNV NNV NNNNAY
AN NNNNNNNNNANNNNNENNNAN

NNAAN - ACLANNNNNNNNENNNNNNNNACLANN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.
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5.1.3 ANACLAN

ACLANNENNNNNANNANN N ANNNENNNNEENACLENNNACLANNNNENNNNNA CLNNNNNNNNENNNNNNNNNACLANNNANNNNNNNNNNAL

NNAN

Properties  NNNNNNNINNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNACLNNNNNNNNNNNNNNNNNNNNNNN A

PropertiesDatabase NNNAN Properties  NNNNAINNNNNNNNNNNNNNNANNNNNENNNNNNNNNNNNNAN
ANNNANANNNNNNNNNENNNNNNNNNNN

NNAN

Possible ANNNNNNNEN NNV NNNNNNNNAN
PossibleAdd NNNNANNNENNACLANNNNNNNNNNNNNAN Possible N PossibleNot NNNANA-

CLNNNAN
PossibleNot NNNANNNNNNNNNNNNNNNNNANNNNANNNNNNNN - Possible N PossibleNot
NONACLNNNAN

NN

NENACLENNNNNNNNNNNNNNNNNNNNNEN NN NNNNNNNNNNNN

[Not] NANNNNNNNNAN [Not] 2 lowlN NENNNNNNNNNNNNNT very lowN 3 normall4 highN 5 very highN
[RegExp] NNNNNNNNNNNNNNNNNAN [RegExp] 1owNNNNNNNNNNNNNNN 1 very lowN 2 low NAN
[regexp] NN“[RegExp]” NNNNNNNNNNNNN

[NotRegExp] NNNNNNNNNN [NotRegExp] 1owNNNNRNNN 3 normalfN4 highN5 very high NAN
[Notregexp] NN [NotRegExp] NNNNNNNNNNNNN

514 ACLAN

NNANNNNNENNNAN

NNNNNNNENNNNNNNNNNAN 5 very high NNNNNNNNNY
NNNNNNNENNNN NNNNNN 100-Example-ACLN NNRNACLNNNNNNNNNNNNNNNNNNNNNNNNEN NNNNNNNNNNNN

NNNNEN O NNNENNNOCNNNAN NNNNNNNNNEENEENONNNNNNNNNNACLE  ANENNNNNNNNNNNNN
Roaw NNNNNN 5 very highNNNNAN  NNNNNNNNNNNNNNNNNNNNNNEN  Row NNNNNN 3 normal NA-
CLANNNNNNENENNNNNNNNNNNNNEN 5 very highSNNNNNNNN

NNNPossibleNNNNN NNNNNNNNNNNN NNNNNNNNNNENNNNNNNNNN Alert NAN

NNANNNNNENN NN N NN NNV G RN
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Create New ACL

#« Mame: 100-Example-AGL
Comment: | Move Ticket to Queue based on Prioroty

Description: This example shows you how to
allow movement into a gueue of
only those tickets with ticket
priority "5 wery high”

Stop after match:

* Validity: | invalid
@ or Cancel

N 54: 100-Example-ACL - NNNN

w Edit ACL Structure
Match settings
* 3 Properties
* 3 Ticket
B Queue:
raw Exact match ®
B Priority:
5 very high Exact match
@
(5]

Change settings

N 5.5: 100-Example-ACL - NNNN
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* Edit ACL Structure
Match settings
* 3 Properties
* 3 Ticket
B Queue:
raw Exact match
B8 Priority:
5 very high Exact match
/@
&3]

Change settings
* =3 Possible
+ & Ticket

B Queue:
Alert Exact match

N 5.6: 100-Example-ACL - NNRN

5.1, NNARRNCACL)
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NANANNNNNNNNNNNNNNNNN

NNNNNNNENNNNNNNNNNNNNNAN  Raw NNNNRRNN 5 very  high  NNNNRNRENNNNNNNNNNNNN
NNNNNNNNENNNNNNNAC LNNNNNNNNNRN

w Edit ACL Structure
Match settings
* 3 PropertiesDatabase
* B Ticket
B Queue
Raw Exact match
B Priority:
5 very high Exact match
(3]
@

Change settings
* 3 Possible
* O Ticket

B Queue
Alert Exact match

N 5.7: 101-Example-ACL

NNANNANANNNNNNNNAN

ANANNNNANAN  Raw  NNANANNANANNNNNN - ANANNNNNNNNNNNANNNANNNENNN - NNNNNNNNNNNNNNNNNN
NNV NNV

NN

NN NN N NN NNNNNNN NN NNNNNY NNNNNNERENNNNNN NN NN ENNNNNNNACLN
NNNENNNNENNNNNNNNNN NN NN N NN NN NN NN NN NN NN NN NN NN NNNNN
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w Edit ACL Structure
Match settings
* [ Properties
» [ Ticket
B Queue:

Raw Exact match

Change settings
* [ Possible
* B Ticket
B State:
new open pending reminder Exact match
(5]
@B
* [ PossibleNot

+ O Action

AgentTicketClose

N 5.8: 102-Example-ACL
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w Edit ACL Structure

Match settings

Change settings
* (@ PossibleNot
* B Ticket

& State:

closed successiul Exact match E

2]
5]

N 5.9: 103-Example-ACL

NNNNNNN

NNNNANNNNNNNNNNNNNNNNNNNNNN NACLNNNAN HW NNNNNNNNNNNN Hardware NN

NNNNNN

NACLENNNID TheCustomer!D NNNNNNNNNNAN P148

Disallow Standard Reply Function For Customers in Process

This ACL prohibits using the reply button in CustomerTicketZoom if the ticket is a process ticket of the
process with entity ID Process-0123456789abcdef.

515 ACL N

Properties, keys and values that can be used in ACLs are highly dependent on the OTOBO installation.
For example the possibilities can be extended by installing extension modules, as well as it can de-
pend on the customer user mapping set in Config.pm. Therefore it is not possible to provide a full ACL
reference, that contains all settings.

NNAN ACL NNRNNNNNNNNNNAAN YAML 8NN ACL AN N

— ChangeBy: root@localhost
ChangeTime: 2019-01-07 10:42:59
Comment: ACL Reference.
ConfigMatch:
Properties:
# Match properties (current values from the form).
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* Edit ACL Structure
Match settings
* & Properties

* 3 Ticket

B Queue:
[RegExp]HW Regular expression
@
(53]

Change settings
* O Possible
+ 5 Ticket

B Queus:
[RegExp]“Hardware Regular expression

N 510: 104-Example-ACL

5.1
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w Edit ACL Structure
Match settings
* 3 Properties
» & CustomerUser

B UserCustomeriD:

TheCustomerlD Exact match

Change settings
* O PossibleNot
+ & Process

P14 Exact match

N 511: 105-Example-ACL

152

Chapter 5. NNNNAN



OTOBO Administration Manual, NN 10.1

¥ Edit ACL Structure

Match settings
¥ & Properties
¥ B Process

B ProcessEntitylD:

Process-01234567890abedef

@ |- v

Change settings
¥ B PossibleNot

v & Action
CustomerTicketZoomReply

@ [- =

N 512: 106-Example-ACL
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CustomerUser:
UserLogin:
- some login
UserCustomerID:
— some customer ID
Group_rw:
- some group
DynamicField:
# Names must be in DynamicField <field _name> format.
# Values for dynamic fields must always be the untranslated internal
# data keys specified in the dynamic field definition and not the
# data values shown to the user.
DynamicField_Fieldl:
- some value
DynamicField OtherField:
- some value
DynamicField_ TicketFreeText2:
- some value
# more dynamic fields
Frontend:
Action:
— AgentTicketPhone
- AgentTicketEmail
— CustomerTicketZoomReply
Endpoint:
- ExternalFrontend::PersonalPreferences
— ExternalFrontend::ProcessTicketCreate
- ExternalFrontend: :ProcessTicketNextStep
— ExternalFrontend::TicketCreate
— ExternalFrontend::TicketDetailView
Owner:
UserLogin:
- some login
Group_rw:
- some group
Role:
- admin
# more owner attributes
Priority:
ID:
- some ID
Name:
- some name
# more priority attributes
Process:
ProcessEntityID:
# the process that the current ticket is part of
— Process—-9c¢378d7cc59f0fcedcee7bb9995ee3eb
ActivityEntityID:
# the current activity of the ticket
— Activity-f8b2fdebeb54eeb7bl47a5f8eldabe35¢c
ActivityDialogEntityID:
# the current activity dialog that the agent/customer 1is using
— ActivityDialog-aff0ae05fe6803£38de8fff6cf33b7ce
Queue:
Name:
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- Raw

QueuelD:

- some ID

GroupID:

- some ID

Email:

- some email

RealName:

- OTOBO System

# more queue attributes
Responsible:

UserLogin:

- some login

Group_rw:

— some group

Role:

- admin

# more responsible attributes

Service:

ServicelD:

- some ID

Name:

— some name

ParentID:

- some ID

# more service attributes
SLA:

SLAID:

- some ID

Name:

— some name

Calendar:

- some calendar

# more SLA attributes
State:

ID:

- some ID

Name:

- some name

TypeName:

- some state type name

TypelD:

- some state type ID

# more state attributes
Ticket:

Queue:

- Raw

State:

- new

- open

Priority:

- some priority

Lock:

- lock

CustomerID:

- some ID

CustomerUserID:

- some ID

5.1, NNARRNCACL)
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Owner:
- some owner
DynamicField Fieldl:
- some value
DynamicField MyField:
- some value
# more ticket attributes
Type:
ID:
- some ID
Name:
— some name
# more type attributes
User:
UserLogin:
- some_login
Group_rw:
— some group
Role:
- admin
PropertiesDatabase:
# Match properties (existing values from the database).
# Please note that Frontend is not in the database, but in the framework.
# See section "Properties'", the same configuration can be used here.
ConfigChange:
Possible:
# Reset possible options (white 1list).
# Hide or show Dynamicfields
# Please just enter the name of the Dynamic Fields, they don't need any prefix.
Form:
— SomeDynamicFieldName
- someOtherDynamicFieldName
# Hide or show Standard Fields like Article (in the future Queue, Service, etc.)
FormStd:
# Hide or show Article in CustomerTicketMessage (including all three: Subject, .
—Body and Attachment)
- Article
Action:
# Possible action options (white 1ist).
— AgentTicketBounce
- AgentTicketPhone # only used to show/hide the Split action
— AgentLinkObject # only used to show/hide the Link action
ActivityDialog:
# Limit the number of possible activity dialogs the agent/customer can use in a,
—process ticket.
— ActivityDialog—-aff0ae05fe6803£38de8fff6cf33b7ce
— ActivityDialog—-429d61180a593414789a8087cc4b3c6f
Endpoint:
# Limit the functions on external interface.
— ExternalFrontend::PersonalPreferences
- ExternalFrontend::ProcessTicketCreate
— ExternalFrontend::ProcessTicketNextStep
— ExternalFrontend::TicketCreate
- ExternalFrontend::TicketDetailView

Process:
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# Limit the number of possible processes that can be started.
— Process-9c378d7cc59f0fcedcee’bb9995ee3eb
— Process-12345678901234567890123456789012
Ticket:
# Possible ticket options (white 1ist).
Queue:
- Raw
- some other queue
State:
— some state
Priority:
- 5 very high
DynamicField Fieldl:
- some value
DynamicField MyField:
- some value
# more dynamic fields
NewOwner:
# For ticket action screens, where the Owner is already set.
— some owner
OldOwner:
# For ticket action screens, where the Owner is already set.
— some owner
Owner:
# For ticket create screens, because Owner 1is not set yet. Please make sure,.
—that you enter "Firstname Lastname'.
- some owner
SLA:
- some sla-name
# more ticket attributes
PossibleAdd:
# Add options (white 1list).
# See section "Possible", the same configuration can be used here.
PossibleNot:
# Remove options (black 1list).
# See section "Possible", the same configuration can be used here.
CreateBy: root@localhost
CreateTime: 2019-01-07 10:42:59
Description: This is the long description of the ACL to explain its usage.
ID: 1
Name: 200-ACL-Reference
StopAfterMatch: 0
ValidID: 3

5.2 NNAN

Beside general information required for all tickets, organizations have individual needs to add specific
details to tickets. This needed information takes various formats like texts, integers, date-time and
more.

OTOBO supports adding a so-called dynamic field to handle texts, integers, drop-down lists, multi-select
fields, date-time, checkboxes and more. OTOBO administrators can define where those fields should
be visible or editable, and of course, the dynamic fields are also available in statistics and reports.

Use this screen to manage dynamic fields in the system. A fresh OTOBO installation contains two
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dynamic fields by default. The dynamic field management screen is available in the Dynamic Fields
module of the Processes & Automation group.

L. Dynamic Fields Management

Actions
Ticket

Add new field for object: Ticket

Article

Add new field for object: Article

Customer

Add new field for object: CustomerCompany

Customer User

Add new field for object: CustomerUser

FAQ

Add new field for object: FAQ

5.2.1 NNANAN

NNNNNNNANNAN

Dynamic Fields List

NAME LABEL
ProcessManagementProcessiD Process
ProcessManagementActivitylD Activity

N 513: NNNNANNNN

ORDER
1
2

1-20f2
TYPE OBJECT VALIDITY DELETE
ProcessiD Ticket valid
ActivitylD Ticket valid

1. Choose an object type in the left actions sidebar and select a dynamic field type from its drop-

down.
2. NENENNN
3. AN AN AN
NNNINNNNNY

1. Click on a dynamic field in the dynamic fields list.

2. NN
3. NN AN N ANNAN RN
NNNNNNNNNNNY

1. ANNNNNNNNANANNNN

PANNINNINNN

A NNNENNNNNANNANNNNNNANNNNNNNN NNV NNNNNNNNNN

5.2.2 NNNAWN

NNNNNNNNNNNNNNNNNNN ANNNNNNNNNNNY
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General

#* Name: Validity: | valid

Must be unique and only accept alphabetic
and numeric characters. Field type: | Checkbox

* | abel:

This is the name to be shown on the Object type: | Ticket

screens where the field is active.

* Field order: 3

This is the order in which this field will be
shown on the screens where is active.

Checkbox Field Settings

Default value: | Unchecked

This is the default value for this field.

N 514: NNNNNANAN

General

* Name: PreProcVacationStart Validity: | wvalid

Must be unique and only accept alphabetic
and numeric characters. Field type: |Date

* | abel: \acation Start

This is the name to be shown on the Object type: | Ticket

screens where the field is active.

* Field order: 3

This is the order in which this field will be
shown on the screens where is active.

N 515: NNNANNAN

Dynamic Fields List £+
1-20f2
MAME LABEL ORDER TYPE OBJECT VALIDITY DELETE
ProcessManagementProcessiD Process 1 ProcessiD Ticket valid
ProcessManagementActivitylD Activity 2 ActivitylD Ticket valid
N 516: NNNNNNAN
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NNNNNNNN
ANNNNNNNNNNAINNNANN
General
* Name: Validity: | valid
Must be unique and only accept alphabetic
and numeric characters. Field type: | Checkbox
* Label:

This is the name to be shown on the Object type: |Ticket

screens where the field is active.

* Field order: 3

This is the order in which this field will be
shown on the screens where is active.

Checkbox Field Settings

Default value: | Unchecked

This is the default value for this field.

N 517: NNNNRNNNNANN
NN * The name of this resource. The value should be alphabetic and numeric characters only. The
name will be displayed in the overview table.
AN * NNNNNNNNENNEINNNNNEN
AN:
NANNNNNNNNNNNN ANNNNNNNNNNNNNNNNNNN
NN AN NN NN NN NN N NN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

NNRN This type has been selected in the left sidebar and can not be changed here anymore. This is a
read-only field.

NNNN This type has been selected in the left sidebar and can not be changed here anymore. Thisis a
read-only field.

NN:  The object type determines where the dynamic field can be used. For example a dynamic
field with object type Ticket can be used only in tickets, and can not be used in articles.

NNANNNANNNNNNANNNNN

NNNNNNNNY

NNNNNNNNNAN true N false NN
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Checkbox Field Settings

Default value: | Unchecked

This is the default value for this field.

N 518: NNNNANNAN

NN NN NNNNYN
AN NANNNNNANNANN
NNNENNNNYNNNNNNNNN

NNNNNNNNNNNY

NN NN NN NNN NN

NN * Name NNNNNNNNNNNNENNNNNENNENNENNENNNNNENNENAN - SNNNENNENNENNENNENNNNNN - Name
NNNARAN Name SN

ValidID NN * validIbd NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNENNNNNNN SNNNNNNNNENNNNNNNNNNNNN
ValidID NNNNREN Validity NN

ANAN NNNNNNANANNNAN NN NNNN NN N ANNNNNNENNNNNNNEN N ANNNAN N ANENEN ANNNNNNNNNNNNNNNN

AN: Name NvalidIb NNNNNNN N ValidiD NN NNN NNNNNNNNNN

NNAN NRNNNNNNNNNNNNNNENN
ANANN - ANNNNNNNNNNNN

ON: Name NvalidID NNNNNNNNNNNNNAN

ANAN NRANNNNANNNANAN ANNNNNNNNENNNNENNNNNNNNNNNNNAN
NNAEAN INNNNNNNNNNNNN

AN: Name SRNNNNENNNNNNNNNNN

ANANN - ANNNNNNNNNNNNNNNNNNNNNNY

AR: NNNNNNNNNNNNNENNNAN

ANANNNANANNNNENNNNNNNNNNNNNN NRNNEN NEN AN SNNNNANN ANNAN AN — SSNNAN SNNNNNEN
NNNVNNNNNIN

1. VNN AN NNNENNNNNNNNNNNNAN

2. NNANNNAN ANNNAN NN

3. NANANAN
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General

* Mame: Telephone

Must be unique and only accept alphabetic

and numeric characters.

# Label: Phone

This is the name to be shown on the

screens where the field is active.

* Field order: | 3

This is the order in which this field will be
shown on the screens where is active.

Contact with data Field Settings

* MName Field:
* ValidiD Field:

Other Fields:

Add Field:

Mandatory fields:

Sorted fields:

Searchable fields:

Translatable values:

Validity: | wvalid
Field type: | Contact with data
Object type: | Ticket
Mame
Walidity
% Key: | Telephone = Value: Phone (=

53]
These are the possible data atiributes for contacts.

Comma separated list of mandatory keys (optional). Keys 'Name' and 'ValidiD' are always
mandatory and doesn't have to be listed here.

Mame, Telephone,vValidiD

Comma separated list of keys in sort order (optional). Keys listed here come first, all
remaining fields afterwards and sorted alphabetically.

Telephone,ValidiD

Comma separated list of searchable keys (optional). Key ‘'Name' is always searchable and
doesn't have to be listed here.

No

If you activate this option the values will be translated to the user defined language.
Note: You need to add the translations manually into the language translation files.

N 5.19: MNNNNNNNNNY
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Contact with data management

L. Contact with data
Actions List (Phone)
Phone MNAME VALID
Internal Helpdesk valid
wvalid

IE‘ MNetwork Operations

Wildcards like ** are allowed.

[ +] Add contact with data

N 5.20: NNNNNNAN

4. AN AN NN

Add contact with data (Phone)
*= MName:
Fhone:

* Validity:  walid
@ or Cancel

N 5.21: NONNNNAN

NNNNNNNNY
(NN NN NNV NN NN

2. NNANN
3. NN AN N ANNAN NN

Edit contact with data (Phone)

* Name: Internal Helpdesk
Phone: |555 123

* Validity:  walid

N 5.22: NRNNNNNY

NNANNNNANNNNENNNAN ANNNNENNNNNNNY
1. MVNANANNNNNNNNNNNN

PARNNNNNNNNNNN NN

« N NRAN NAN NameN
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* N ValidID AN NN ValidityN
« NN ANNN NNNNNNNNNEN Telephone NNNNNTelephoneNNNPhonelN
- ANNANANNANNNNNNENNAN Name N valid IDNN
. ANNNNRRNNNNNNNName , Telephone, ValidIDN
- NNNNNNNNNNNNNAN NameNNNNNNNN
. IRANNANAAN AN — NNNRNEN SNSNNNNENNNNNNNNNNNNNNNNNNAN

- NNANNENNENNENNNNNNAN NANNENNENNNNN Ticket : :Frontend: :AgentTicketPhone###DynamicField
N Ticket::Frontend: :AgentTicketZoom###DynamicField NNNN NNNNNN NRNN

. AN ONNNAN ARAANEENNENN NNNNNNNNNNNNAY
9. NRNNNNNNNNNNNNNNNRNNNNN
10. MNNNNNNNNNNNNNN NENN ANN

1. SNNNNNNENNNNENNNNNN NNNNNNN NNNNNNNNNNNNENNNNNNNNNNNN
Frontend: :Module###AdminDynamicFieldContactWithData NNNNNNINNAN

<N O o AW

[o0]

12. If it's necessary to change the contact for this ticket, it can be done via any other ticket action
where the dynamic field is configured for display.

NNV

ANANANNNNNNANANN

Date Field Settings

Default date difference: |0
The difference from NOW (in seconds) to calculate the field default value (e.g. 3600 or
-60).
Define years period: | No
Activate this feature to define a fixed range of years (in the future and in the past) to be
displayed on the year part of the field.
Show link:

Here you can specify an optional HTTP link for the field value in Overviews and Zoom
SCreens.

If special characters (&, @, :, /, etc.) should not be encoded, use "url’ instead of 'uri' filter.
Example: http//some.example.com/handle?query=[% Data.Field1 | uri %]

Link for preview:

If filled in, this URL will be used for a preview which is shown when this link is hovered in
ticket zoom. Please note that for this to work, the regular URL field above needs to be
filled in, too.

Restrict entering of dates:

Here you can restrict the entering of dates of tickets.

N 5.23: NNNRRRNN

NNNREN AN AN NNNNNNNNNNNNNNNNNNNNNNN3600N- 608N
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NNAN ANNNNNNNNNNNNNNNNYNNNNNNNNNNNNNENY NN NNNNNNNNENAY
NRNAN ANNNENNNNNNNNNNNNNNNANNNNNANNNEN
AANAN ANNNENNNNNNNNNNNNNNNNNNNNANNNNNN

NNEN ANNNNNNNNNNNENNNNNNNNNNNHT TPNNN NNN

http://some.example.com/handle?query=[% Data.Fieldl | uri %]

NRAN . ARNNNERNNNNRNNNNNNNNNNENNU R LERNNNNNU R LNNNNRNNNNRNNNNRNNNNNNNNNN U R LNNNNNNNNAN
ANNANN - NNANNANNNNNNANN

AANNANAAN INNNNNNNNNNNNNNNNANY

ANNNNNENN NNANNNNNNNNNNNNNNNNNN

NAWANNNNNNYY

NAYANNN N NN N NN N NNNN

Date / Time Field Settings

Default date difference: |0

The difference from NOW (in seconds) to calculate the field default value (e.g. 3600 or
-60).

Define years period: | No

Activate this feature to define a fixed range of years (in the future and in the past) to be
displayed on the year part of the field.

Show link:

Here you can specify an optional HTTP link for the field value in Overviews and Zoom
SCreens.

If special characters (&, @, :, /, etc.) should not be encoded, use 'url’ instead of 'uri’ filter.
Example: hitp://some.example.com/handle?query=[% Data.Field1 | uri %]

Link for preview:

If filled in, this URL will be used for a preview which is shown when this link is hovered in
ticket zoom. Please note that for this to work, the regular URL field above needs to be
filled in, too.

Restrict entering of dates:

Here you can restrict the entering of dates of tickets.

N 5.24: NN/NNNNNNNN

ANNNNNNNNNNNNNNNNNNNNN

NNNNNNNAN

ANNNNNANNNNNANNNNNNNNNNN
AN NNNNNENNENNENN NN N NENNENNENNENNENNENNNNNENNNNNNNN NNNNENNENNNNNNNNN
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Dropdown Field Settings

Possible values:

Add value: B

Default value:
This is the default value for this field.

Add empty value: | No
Activate this option to create an empty selectable value.

Tree View: |[No

Activate this option to display values as a tree.

Translatable values: | No

If you activate this option the values will be translated to the user defined language.
Note: You need to add the translations manually into the language translation files.

Show link:

Here you can specify an optional HTTP link for the field value in Overviews and Zoom
SCTeEns.

If special characters (&, @, :, /, etc.) should not be encoded, use "url’ instead of "url’ filter.
Example: hitp://some.example.com/handle?query=[% Data.Field1 | uri %]

Link for preview:

If filled in, this URL will be used for a preview which is shown when this link is hovered in
ticket zoom. Please note that for this to work, the regular URL field above needs to be
filled in, too.

N 5.25: NNNNANNAN
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NNNENNNNN N NN NN NN NN NN

ANAN ANNNNENNNNNNNNNNNNNNNENNNNNAN -N NNNNNNNENN
AN ANNNNNANNNNNNNNAN

ANANN ANNENNENNNNNNNNNENNNNNNNN

AN: NNNNNNNNANNNNNENNNNN

NNON ANNNNNNNNNNNENNNNNNNNNNNHT TPNNN NNN

http://some.example.com/handle?query=[% Data.Fieldl | uri %]

NRAN . ARNNNNERNNNNRNNNNNNNNNNRNNU R LENRNNANU R LNNNNRNNNNRNNNNNNNNNNNNNNN U R LNNNNNNNNAN

NNNNNNNWY

Multiselect Field Settings

Possible values:

Add value: B

Default value:

This is the default value for this field.

Add empty value: | No

Activate this option to create an empty selectable value.

Tree View: | No

Activate this option to display values as a tree.

Translatable values: | No

If you activate this option the values will be translated to the user defined language.
Note: You need to add the translations manually into the language translation files.

N 5.26: NNNNNNNWN

AR ANNENNNNNNNNEN SN N SNV NNEENNEN NNNNNNNNENNNEENNY
AN INNNNNENNNNNNNNNNNNNN

ANAN NENNENNNNNNNNNNNNNNNNNNNNNNNN -N NNNNNNNNNN

INNNNENNNN N NNV NNNNNN

NNAAN ANNNNNNNNNNNNNNNNNNNNNNN

AN NNNNNANNNNNNNNNNNNN
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NNNNNNNWY

ANNNNNNNNNNNNNNNANN

Text Field Settings

Default value:
This is the default value for this field.

Show link:

Here you can specify an optional HTTP link for the field value in Overviews and Zoom
screens.

If special characters (&, @, :, /, etc.) should not be encoded, use "url’ instead of "uri' filter.
Example: http://some.example.com/handle?query=[% Data.Field1 | uri %)

Link for preview:

If filled in, this URL will be used for a preview which is shown when this link is hovered in
ticket zoom. Please note that for this to work, the regular URL field above needs to be
filled in, too.

Check RegEx: Here you can specify a regular expression to check the value. The regex will be executed
with the modifiers xms.
Example: A[0-9}%

Add RegEx: @

N 5.27: NNNNNNNNN

NNNENNNNN N NN NN NN NN NN
ANAN ANNNNNNNNANNNNNNENNNNNANHT TPNNN NN

http://some.example.com/handle?query=[% Data.Fieldl | uri %]

ANAN ANNNNENNNNNNNNNNNNNNNENNUR LENNNANU R LNNNNNNNNNANNNNNNNNNENNNNN U R LNNNNNNNNAN
ANANANN - ANNNNNNNNNNNNENNNNNNNNNNANNAN xms NNNNNNNNN

~[0-91%

ANANANN AN N NNNNNNNNANNNNNNNNNNNNANNNNNNNN

NNNNNNNNNNY

ANANANNNNNNNNNNANNNAN

AN MNANNNNANNNNANNN

N ANNENNEINNNNNNNNNNNNN

NNNENNNNN N NN NN NN NN NN

AINANANN - ANANNNNNANANNNNNNNNNNNNANANAN xms NNNNNNNNN

~[0-91$%

ANANANN AN N ANNNNENNNNNNNNNNNNNNNENNNNNENNN

168 Chapter 5. NNNNWN



OTOBO Administration Manual, NN 10.1

Textarea Field Settings

Number of rows:

Specify the height (in lines) for this field in the edit mode.

Mumber of cols:

Specify the width (in characters) for this field in the edit mode.

Default value:

This is the default value for this field.

Check RegEx: Here you can specify a regular expression to check the value. The regex will be executed
with the modifiers xms.
Example: A[0-9)%

Add RegEx: @

N 5.28: NNRNNNNNANN

NNANNAN

NN:  This dynamic field is already included in OTOBO 10 Standard! The documentation on the field types
still needs to be completed.

WebNNNNNN

NN: This dynamic field is already included in OTOBO 10 Standard! The documentation on the field types
still needs to be completed.

5.2.3 NANNANNANN

NN NN NN
1. MNNANANN NAN ANN NN
ZARNNNNNNNNNNNNNNINNN
3. NN AN — ANNN — NNNNNNNNNENNNNNNNNN
4. NN #4## DynamicField NNNNNNNNNN NNNNNN NNN
5 NN + NNNNNNNNN
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6. NNNNNNNNNNNNNNNNNNNNNNNY
7. 0N1-NNN 2 - NNNNEN

8. NNNNNNNNNNNNNNN

9. NNNNNNNNNAN

Ticket::Frontend::AgentTicketZoom###DynamicField

RedMinelD
-}
1 - Enabled
(+]
BugzillalD
@
1 - Enabled

N 5.29: NNNNNNNNAN

Dynamic fields shown in the
sidebar of the ticket zoom
screen of the agent interface.

AN NNNRNNNNENNNN NNNNNNENS-7N

5.2.4 NIUNNANNNNANAN

NANNANNANNANNNNNN TicketCreat e NNNNNNNNNNNNNN
(NN NNNNNNNNNNNMNNN

ENNMNNNNNNNNNNNNN
. IRNNNANNNNNNANN
NNNNNNNNNNNY

a A NN

Ticket::EventModulePost###9600-TicketDynamicFieldDefault

Module ®
Kemnel::System:: Ticket::Event:: Ticketl
©
Transaction
@

1

N 5.30: NNNNONEN

NNON TicketCreate (NNNN)NNNNN Field1N
1. INNRAAAAEN ANEN ANN

Event module registration. For
more performance you can
define a trigger event (e. g.
Event => TicketCreate). This is
only possible if all Ticket
dynamic fields need the same
event.

. NAONAN — AN — ANNNNAN Ticket : :EventModulePost###9600-TicketDynamicFieldDefaulth

2. NNAN — NN — DynamicFieldDefault ANNNN Ticket : : TicketDynamicFieldDefault###Element 1N

3. NN ANANNN NNANNANENN
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4. NMNNNRNNNNNNNNNN
SEINNNNNNNNNNN

Ticket: TicketDynamicFieldDefault###Element

Event TicketCreate
Mame Field1
Value Default

N 5.37; NNNNNNNNENNNENN

Configures a default
TicketDynamicField setting. "Namea"
defines the dynamic field which
should be used, "Value® is the data
that will be set, and "Event" defines
the trigger event. Please check the
developer manual
(https://doc.octobo.org/doc/), chapter
"Ticket Event Module".

NN: NNNNRNN16N Ticket : : TicketDynamicFieldDefault###Element NRNNNNNNNNAN

aN:

If more than 16 fields needs to be set up, a custom XML file must be placed in $SOTOBO_HOME /Kernel/

Config/Files/XML directory to extend this feature.

5.2.5 NANNNNNNNNNAN

NNV NNV NNNNNNNN
1. NNANNANNAN NENN NN

. NAN AN — NNAN — AN — NNNN NNNAN PreferencesGroups###DynamicFieldN

2
3. AN ARNAAN NNNNNNAN
EANNNNNNNNN NN NN
SENNNNNNNNNNN
NANANNNANANNN ANNNAN — NN ANNNNNNNNNNN

NNNNNANNENNNNNNNNNNNVNNNNNNNNNNNNNNNAN  Name_X  NNNNNNAN
ANNNNNNNNNNNNNNNNNNNNNNXM LNNNNNN NN NNNNNNENY

NNV NNNNNNNNNNNNN

AN ARNEX M LANANANNANNNNANNNNNNENNANNENNNNNNNAN PreferencesGroups###DynamicFiel dN NAN

* PreferencesGroups###101-DynamicField-Fieldl
* PreferencesGroups###102-DynamicField-Field2
* PreferencesGroups###My-Fieldl

* PreferencesGroups###My-Field?2

5.2, NNAN
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PreferencesGroups###DynamicField =

% Disable @ History | *3 Reset setting | | 9% Copy direct link | | £ Add to favourites « Save x Cancel

Defines the config parameters of
(-] this item, to be shown in the
1 preferences view. Please note:
setting ‘Active’ to 0 will only
Block prevent agents from editing
(-] settings of this group in their
Input personal preferences, but wil
still allow administrators to edit
Data the settings of another user's
(-] behalf. Use 'PreferenceGroup' to
control in which area these
settings should be shown in the

Active

[% Env(*UserDynamicField_NameX®)

Desc user interface.
-]
This is a Description for DynamicFielc
Key
(-]
Default value for NameX
4]
Label
]
MNameX
Module
]
Kemel::Output::HTML: :Preferences::C
Prefikey ®
UserDynamicField_MNameX
PreferenceGroup °
Miscellaneous
Prio
(-]
7000
N 5.32: NNNNNNNNNNNNNN
MNameX
Default value for This is a Description for °
NameX: DynamicField on Framework.

N 5.33: NNNNNNNNNNAN
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5.3 NN

Processing tickets requires often a workflow. Let’s say “if-then” activities.
1 £ NNONNNNNEN

ENNNNNVNN NN

o NNNNNNNNNNNNNNY

ENNN NN NN

« NNNNENNNNENNNN
NEENNNNENNNNNNNNNNENNNNNNNNNNNNNNNNNNNNN
NNENNNNENNNNNENNNNNENNNNENNNNNNNN

OTOBO supports this with the Generic Agent. Here, simple or compound time and event-based tasks are
configurable in the OTOBO front end without the requirement to learn a scripting language. Depending
on search criteria, and time or event criteriqg, tickets will automatically be acted upon.

Use this screen to manage generic agent jobs in the system. A fresh OTOBO installation contains no
generic agent jobs by default. The generic agent job management screen is available in the Generic
Agent module of the Processes & Automation group.

A Generic Agent Job Management

Actions List

[+] Add Job NAME LAST RUN VALIDITY DELETE RUN NOW!

No data found.
Filter for Jobs

Just start typing to filter...

N 5.34: NNNNNNAN

5.3.1 ANNANN

NNV
1. MNNNNAN NNNN ANN
2. NNNNNAN
3. AN AN NN
NNNNNNNNNNNY
(NN NNNNN N NYNNNNNNN
2. NN
NN NN NN NN
NNNNNNNNNNNY
1. MVNNNNANNNNNNAN
PANNINNINNNY
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Job Settings

* Job name:
Validity: | Yes
» Automatic Execution (Multiple Tickets)
» Event Based Execution (Single Ticket)
b Select Tickets
b Update/Add Ticket Attributes
» Add Mote
b Execute Ticket Commands
» Execute Custom Module

Save Changes

@ or Cancel

N 5.35: NNNNNNNNAN

174 Chapter 5. NNNNAN



OTOBO Administration Manual, NN 10.1

Job Settings

* Jobname: Testjob
Validity: | Yes
b Automatic Execution (Multiple Tickets)
» Event Based Execution (Single Ticket)
b Select Tickets
» Update/Add Ticket Attributes
b Add Note
} Execute Ticket Commands
» Execute Custom Module

Save Changes

D - CIID - -~

N 5.36: NNNNNNNN

List
MNAME LAST RUN VALIDITY DELETE RUN NOW!
Test job valid jmj Run this task

N 5.37: NNNNANAN
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AN NNAAANEENNNNNNNNNNNNNNNN NNV NNV

5.3.2 NNANAN

ANANNNNNNNNNNNNANNN ANNNNNNNNNNNN

NNANNAN

Job Settings

* Job name:

Validity: | Yes

N 5.38: NNAN - AN
NNAN * MNNNNAN ANNNNNNNNNNNNNNNNNNNNNNNNNN SNNNNNNNNNY

NAN Set the validity of this resource. This resource can be used in OTOBO only, if this field is set to Yes.
Setting this field to No will disable the use of the resource.

NN

NNNNNNNNNNNNNNNNNN

w Automatic Execution (Multiple Tickets)

SCHEDULE MINUTES SCHEDULE HOURS SCHEDULE DAYS

Automatic execution values are in the system timezone.

Currently this generic agent job will not run automatically.
To enable automatic execution select at least one value from minutes, hours and days!

N 5.39: DNAN - NN

NNNAN NNNNNNNNNNN NNNNNNN TONNNNEN 00:10N 01:108 02:10 NNNNNRRNN
ANAAN ANAENENNNAN SNNNNEN 10 SNENAN 02 SNNNNNNNNENNNNNNANO2:10088N
ANAN NRANNNNANN NNNENEN 10 NENNNNN 02 NNNNNNNAN Fri SNNNNNENNNNNNENO2: 108N

NNNNNN

NNV NN NN
NNAAN ANNNNNENNNAN ANNNNNENNNNNANNNNENNNNEY ANNNNENNNNENNNNNNNNN
NNANNAN . NNNNNNNNNNNNNENN
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w Event Based Execution (Single Ticket)

Event Triggers:  Typg EVENT DELETE
Additionally or alternatively to a periodic execution, you can
define ticket events that will trigger this job. If a ticket event is

fired, the ticket filter will be applied to check if the ticket matches.
Only then the job is run on that ticket.

Add Event Trigger: | Ticket
EscalationResponseTimeMotifyBefore

To add a new event select the event object and event name.

N 540: NNAN - NNNNNY

NN

ANANANANNNNNNNNENNNNNN
NNV NNNNNNEN

NN/ NNNNNN

INNNNNNINNZNNN NN
NN NN N NN N NN N NN N NN

NN

ANNANANANNANNNANNANANNNANN

* Add Mote

From:
Subject:

Text:

Visible for customer: [

Time units (work units):

N 541 NNAN - ARNN
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NNNNIN

ANNNNNNNNNNNNNNNNNNNNANN

w Execute Ticket Commands

Send agent/customer notifications on | Yes
changes:

GMD:
(This command will be executed. ARG[0] will be the ticket number. ARG[1] the ticket id.)

Delete tickets: | Na
Warning: All affected tickets will be removed from the database and cannot be restored!

N 542: NNAN - ANNNAN

NENNN/NNNNNN NNNNN Yes,/NNNNNNNNNNENNNNNNNNNNNNN
AN ANNNNNNNNNEN ARG[OJNNNNNNN ARG[1]NRNIDN

NNV NN NN N NN R NN NN

NNNN NNNAN Yes,/NNNNNNNNNNNNNNNN

AN NNV

NNNNNN

ANANANANNNNNNNNNNNNANNN

w Execute Custom Module

Module:
Param 1 key: Param 1 value:
Param 2 key: Param 2 value:
Param 3 key: Param 3 value:
Param 4 key: Param 4 value;
Param 5 key: Param 5 value:
Param 6 key: Param 6 value:

N 543 NNAN - NNNNNNN

NN NNNNNNNYY
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AR: NNNANNANAAN = - ANNNNERNN

NNNENNNN NN NN
NMNENNNN N NN NNNNY

5.4 NNAN

NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NN NNV

OTOBO supports this requirement by process management. Process tickets help by using the required
mandatory and optional fields (see NNNN) that information is not forgotten upon ticket creation or during
later steps of the process. Process tickets are simple to handle for customer users and agents, so no
intensive training is required.

Processes are designed completely and efficiently within the OTOBO front end to fit the requirements
of your organization.

ANANNNNANNNNENNNAN ANNN ANANNN AN ANEN NN

5.4.1 NNAN

ANNNNNNANN
1. MNNNNANN NNRNEN NNN
ANNNNNNN
NNINNNYN

- N AN ANN NNAN

2
3
4. Add activities, activity dialogs, transitions and transition actions.
5
6. NRNNNANN

Create Mew Process

* Process Mame:

+ Description:

State: | Inactive

@ or Cancel

N 544 NNNNONEN

NNNNNNNIN
R NNNNNNVINNNY
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PANNNNNNNNNN

3. NN AN N ANNAN NN

ZNNNNNNN
NNNNNNNYY

1. MNNNNRNSANNNANN

2. NNANNNNANNAN
NNNNNNNNY

[NV NN
NNV NN
- AN AN ANNNANNNANANNANAN ANNNANNNN NN
SN NINNNNNNNNNNY
. NRANNANN AN NNN
BINNNNNNN

() NG B N CNEN \V)

N3 NENPe riNNNNNNNNNNNNNNNNNNNNNNNVNNNNNNNNNNNONAY AN OSSN ONEN N AN
NANANNNNNNNNNNANN

ANANNANANNNNENNNNNNNNNNANNNNANNN NNV NN NNV NNV NN NNNNENN
NNVENNNNNNNNNNNY
AN NNNNNNNNNNNNNNENNNNNNNNNNN
NNAN NENNNNNNNNNNNNNNENN
NNNNNNNNY
1. MNNANAN ANNNEN NN

AN NNNENNNNNNNNANNNNNNANNNNY AN NNNEN AN ANNNNNNENNNN

NNNNNNNAN
(NN NNNNNZNNN NN
2. NNNNNNNNNNNNAN Export_ProcessEntityID_xxx.yml NNN

AN NNANNNNNNNNNNNNNNNNNNY ANNNNNNNNNNN SN

NN NN
1. MVNANANN NNNN ANNN SR, ANN
2. NNVNNNANNAN . ym1 NNN
3. NN NNNNAN NN
ZNNNNNNN
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NN:  Before import of a process, it is still necessary to create all RN, NNNN and RNNN, as well as to set

NNRN, that are needed by each process before the import. If the process requires the use of NNNNNN(ACL)
those are also needed to be set manually.

AR NNNENNNNNNNNNNENNNNENNNNENNNNNNNNNNNNNN

5.4.2 NNAN

NNNNNNNNENNNNY NNNNNNNNN (BPMN) 1SONNNNNNNNNNNNNNNNNNNENNY
ANNNAN ANNNNNNNNNNNNNNNNNNNNNNNNNNNNNNENNY

Edit Activity "Example task activity"

Cancel & close
w Activity
* Activity Name:  Example task activity

w Activity Dialogs

You can assign Activity Dialogs to this Activity by dragging the elements with the mouse from the left list to the right list. Ordering the elements within the list is also possible by drag
n" drop.

Filter available Activity Dialogs... ASBIGNED AGTVITY DIALOGS
AVAILABLE ACTIVITY DIALOGS

Recording the demand A
Order denied A &
Shipment received A
Order placed A [#
Approved A [
Approval denied A @

Create New Activity Dialog

N 545: NNNNNNNN

ANNNANANNNNANNNNANN NNNNNNNNENNAN
NN * NNNANNNNNNNNNANNNNNNNNNNNNNNNNNNAN
NN NN NN NN NN
L NNN NNV N NN
» NRANAN
» NNANAN
NNAN ANNENNNNNNN MNNNENENENNNNNNNNNNNNNNNNEENNY
ARNNAN . NNNENNNNNANNNNNNNNNNENNNNENNNNNNNNNNN
ANNNANN . NNNNNNNNANNNNNNNNNNE ANNNNNNNNNENN
NNNNYN
o NRNNNNNNNNN
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NNNNNN
AN ANNNENNNNNNNNNNENNNNNANNNNRNNNNNNN NN SNNNNNNENEN)N
NNANAN ANNNNNEN WEB NNNNNANN

Edit Activity "Example task activity"
Cancel & close
w* Activity

* Activity name: | Example task activity

* Activity type:  Service task activity

Agent Interface

w Service Settings

Please select the invoker which should be triggered immediately if this activity is set.

* Web Service:

* Invoker: Configure

N 546; NNNNNNNN

NRNNNNENNNNENNNNENN NNNNNNNNENNAN
NN * NNNANNANNENNNNNNNNNNNNNANNNNNNNNNNN
AN * NNANNNNNNNNNEN

» NNNNAN

L NNNNNNNNNNNN

» NRANAN
ANEN ANNNNENENNN SNENNENENNNNNNNNNNNNNNNENNNNNN
NRNNAN . NNNERNNNNANNNNENNNNNNNNNENNNNNNNNNNN
ARNNANN . NNNNNNNNAINNNNNNNNNY ANNNNNNNNNENN

» NAANAN

NNNNNNNNNNN

* NRARNAN
Web NN NNNNNNNNNN WeblN N
NN * N Web NNNNNNNNNNENN NN NNNNNNNNNNNN

ANNNAN ANNNENNNNNNNNNNNNNNYNNNNNEN

ANNNANANNNNANNNNNANN NNNNNNNNENNAN
AN * NNNANNNNNANNNNNANNNNNNNNNNNNNNNNNNAN
NN NN NN NN

Define a custom error code for script or service task activities. The custom error code must be a positive integer r

Jumber
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Edit Activity " Example task activity”
Cancel & close

w Activity

* Activity name: | Example task activity

* Activity type: | Usertask activity

w User Task Activity Dialogs

You can assign User Task Activity Dialogs to this Activity by dragging the elements with the mouse from the left list to the right list. Ordering the elements within the list is also
possible by drag 'n’ drop.

Filter available User Task Activity Dialogs... ASSIGNED USER TASK ACTIVITY DIALOGS
AVAILABLE USER TASK ACTIVITY DIALOGS

Request filed A=

Recording the Application for leave AE [

Approval A

Create New User Task Activity Dialog

N 547 NNANNANAN

ENNNNYN
« NNRRAN
NNV NNNNNNNY

Activity Dialogs You can assign activity dialogs to this activity by dragging the elements with the
mouse from the left list to the right list. Ordering the elements within the list is also possible
by drag and drop.

Click on the Create New Activity Dialog button to create new dialogs.
5.4.3 NNAN
Processes are more complex than other resources in OTOBO. To create a process, you need to do
several steps. The following chapters show you, how to define a process from the specification and

create the needed resources. Let’s see an example to make it more demonstrative. We will define a
book order process.

NNAN

NNNNNNNNNNNN
NN NNNNANNNNNNNNNNNNNNNN NN NN NNV

Title: Prozessmanagement fir Dummies
Autor: Thilo Knuppertz
ISBN: 35210.03713

NNAN NNERNNNNNNNNNNNNNNNRNNNNNNNNNNNNNNNRRNNNN
NNV SN SN NS S S S S S S Y  DNSSSNN N S S S Y Y N NS NSNS
NNAAN - ANNNNNANNNNENNNNENNNNNNNN NNV NN NN NNV NN NN NNNNNNNN
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NANNAN

NNANNANANNNNENNNNNNNNNNNNN NN VNN NN NNV NN NN NN NNNNNNY
NNNENNNNNNNNNNNNNNNNNNN

 Possibility to record data, let’s call this activity dialog.

+ Check which can react to changed data automatically, let’s call this transition.

» Change which can be applied to a process ticket after successful transitions of a process ticket,

let’s call this transition action.

» Apossibility to offer more than just one activity dialog to be available. In our example this is needed
when the manager must have the choice between Approve and Deny. Let’s call this activity.

Now, with activities, activity dialogs, transitions and transition actions we have the necessary tools to
model the individual steps of our example. What is still missing is an area where for each workflow the
order of the steps can be specified. Let’s call this process.

NANNANN

NNANNNNENNNNENNNNNNNNNNENNAN AAN ANAN & ARNNN ANANN ANNEN ANN

NNAN NAN
* NN
* AN
* NN
« NN
NNNN NNNAN
* NN
* NN
NENN ANNAN
N NN NN NN NN
NN NN Title NN
NN NN Author NN
NN NN ISBN ISBN
NN NNNNN Stat AN
atus .
LNNAN
* NNAN
« NNAN
LNNANN
o NNAN
NN NN Supplier NN
AN NN Price AN
NN NN DeliveryDate ANAN
AN AN DateOfReceipt | NNAN

NNNNNMNNNNENNNY
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* Ticket::Responsible
- NN

* Ticket::Frontend: :AgentTicketZoom###ProcessWidgetDynamicFieldGroups
- Book —+ Title, Author, ISBN

- General — Status

Order — Price, Supplier,DeliveryDate
- Shipment — DateOfReceipt
* Ticket::Frontend: :AgentTicketZoom###ProcessWidgetDynamicField
- Author — 1- Enabled
- DateOfReceipt — 1- Enabled
- DeliveryDate — 1- Enabled
- ISBN — 1- Enabled
- Price — 1- Enabled
- Status — 1- Enabled
- Supplier — 1- Enabled

- Title — 1- Enabled

AN NNNANNNNENNNNNANY

NNANAN NEAN NNNAN ANNNNNNNNENNAN

Create New Process

* Process Name: | Book ordering

% Description: The process to order a book.

State: | Active

@ or Cancel

N 548: NVAN - NANNNAN

NNANNNNNNNNNNNNNNNNNN

Create Activity Dialogs

Click on the Activity Dialogs item in the Available Process Elements widget in the left sidebar. This action
will expand the Activity Dialogs options and will collapse all others doing an accordion like effect. Click
on the Create New Activity Dialog button.
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Available Process Elements

« Activity Dialogs
Filber Activity Dialogs...

Mo data found.

(4 Create Mew Activity Dialog

N 549: Book Ordering - Activity Dialogs

ANANNNNANNAN NNNNN N NN ANNNNNNNNNNNNNNNNNNNNNNNNNN

To assign fields to the activity dialog simple drag the required field from the Available Fields pool and
drop into the Assigned Fields pool. The order in the Assigned Fields pool is the order as the fields will
have in the screen. To modify the order simply drag and drop the field within the pool to rearrange it in
the correct place.

NNNNNNNNNIN
* Article NNNNNAN
* DynamicField_TitleNDynamicField_ AuthorfNDynamicField_TISBN NNNNNNNNNNNANN
* DynamicField_Status NNN NAN

NNNNEN NNNN NNNNREN ANNNN NNN

AN NNNENNNNNANNANN DynamicField  NNNN DynamicField TitleNNNNNNNNWN Title NN

As soon as the fields are dropped into the Assigned Fields pool another popup screen is shown with
some details about the field. We will leave the default options and only for Article fields we should
make sure that the Communication Channel field is set to OTOBO and that the Is visible for customer is
not checked.

After all fields are filled in, click on the Save and finish button to save the changes and go back to the
process management screen.

Create the following activity dialogs with fields:
+ NNAN NNNNNEN
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Create New Activity Dialog

Cancel & close

N 5.50: Book Ordering - Add Activity Dialog

w Activity Dialog
* Activity dialog Name: Recording the demand
Available in: = Agent Interface
# Description (short): New demand
Description (long):
Permission:
Required Lock: | [No
Submit Advice Text:
Submit Button Text:
¥ Fields

You can assign Fields to this Activity Dialog by dragging the elements with the mouse from the left list to the right list. Ordering the elements within the list is also possible by drag

'n' drop.
Filter available fields...

AVAILABLE FIELDS
CustomerlD
DynamicField_DateOfReceipt
DynamicField_DeliveryDate
DynamicField_Price
DynamicField_Supplier
Lock

Owner

PendingTime

Priority

Queue

Responsible

ASSIGNED FIELDS
Article
DynamicField_Title
DynamicField_Author
DynamicField_ISBN
DynamicField_Status

Y

N 5.51: Book Ordering - Add Activity Dialog Fields
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Edit Field Details: Article »
Description (short):

Description (long):

Default value:
Communication Channel: | OTOBO
Is visible for customer:

Time units: | Do not show Field

Display: = Show Field
oD

N 5.52: Book Ordering - Edit Activity Dialog Fields

- Article NANNANAN

- DynamicField_TitlelN DynamicField_ AuthorNDynamicField_TISBN NNNNNNNNNNNNN

- DynamicField_Status NNN NN
NN

- Article NANNANAN

- DynamicField_Status NNN NNNAN
NN

- DynamicField_Status 8NN NN
NN

- Article NANNANAN

- DynamicField_Status NNN ANNAN
NN

- DynamicField_SupplierNDynamicField_Pricel DynamicField_DeliveryDate
NANNANN

- DynamicField_Status NNN NNNNAN
NN

- DynamicField_DateOfReceipt NNNNAN
- DynamicField_Status NNN NNNAN
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Create Transitions

Click on the Transitions item in the Available Process Elements widget in the left sidebar. This action will
expand the Transitions options and will collapse all others doing an accordion like effect. Click on the
Create New Transition button.

Available Process Elements

« Transitions
Filter Transitions...

Mo data found.

[+ | Create Mew Transition

N 5.53: Book Ordering - Transitions

In the opened popup screen fill in the Transition Name. For this example in the Condition Expressions
we will use just one condition expression and just one field. For both we can leave the Type of Linking
as and and we will use the filed match type value as String.

After all fields are filled in, click on the Save and finish button to save the changes and go back to the
process management screen.

Create the following transitions:
NNINNNNNNN
NN DynamicField_Status NNNNN NNN
NERN
NN DynamicField_Status NNNNN NNNNN
NN

NN DynamicField_Status NNNNN NN
NN

NN DynamicField_Status NEINNN NNNNN
NN

NN DynamicField_Status NNNNN NNNNNN
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Create New Transition

Cancel & close

w Transition

+ Transition Name: Approval

* Conditions

Conditions can only operate on non-empty fields.

Type of Linking between Conditions: | land
Condition 1
Type of Linking: and

Fields

Name: DynamicField_Status

Add New Condition

« DNAN

Type: String Value: Approval

N 5.54: Book Ordering - Add Transition

NN DynamicField_Status NENNN NNNNN

Create Transition Actions

Click on the Transition Actions item in the Available Process Elements widget in the left sidebar. This
action will expand the Transition Actions options and will collapse all others doing an accordion like
effect. Click on the Create New Transition Action button.

In the opened popup screen fill in the Transition Action Name and the Transition Action module then
click on the Save button. A new Configure button will appear next to the module field.

NN NNNNNNNNNNNNNNNN

After all fields are filled in, click on the Save and finish button to save the changes and go back to the

process management screen.

aN:

Each module has its own and different parameters. As soon as you add a TransitionAction, the options
are displayed directly. Further information can currently only be found in the source code:

* DynamicFieldSet

* TicketArticleCreate
» TicketCreate

» TicketCustomerSet
* TicketLockSet

* TicketOwnerSet

» TicketQueueSet

» TicketResponsibleSet
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Available Process Elements

= Transition Actions
Fitter Transition Actions...

Mo data found.

4| Create Mew Transition Action

N 5.55: Book Ordering - Transition Actions

* Transition Action

* Transition Action Name: Move the process ticket into the "Management" queue

* Transition Action Module: | TicketQueueSet

N 5.56: Book Ordering - Add Transition Action

Config Parameters

Key: Queue Value: Management

N 5.57: Book Ordering - Transition Action Parameters
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TicketServiceSet
TicketSLASet
TicketStateSet

TicketTitleSet
» TicketTypeSet

All transition action modules are located in the legacy naomed Kernel/System/ProcessManagement /
TransitionAction.

Create the following transition actions:
+ NNNNNNAN“ManagementNNNN"NNN (NNNNNN)
To be executed when the transition Approval applied.
+ NNNNENNNNEN “ManagerfNRNN”
To be executed when the transition Approval applied.
+ NNNNNNNN”EmployeesNNNN" NN
NERNNNNNNNN
- The transition Approval denied applied.
- The transition Order denied applied.
- The transition Shipment received applied.
+ NNNRNNNNNNEN “EmployeeNNNN”
NNNINNNNNNY
- The transition Approval denied applied.
- The transition Order denied applied.
- The transition Shipment received applied.
+ NNNNENNN"PurchasinglNRN” AN
To be executed when the transition Approved applied.
+ NNNNENNN"Post officeNNNNN” NN
To be executed when the transition Order placed applied.
« NNNREN
To be executed when the transition Shipment received applied.
+ NNNREN
NNENNNNENNN
- The transition Approval denied applied.
- The transition Order denied applied.

There are places where the same transition actions should be executed. Therefore it is reasonable to
make it possible to link transition actions freely with transitions to be able to reuse them.
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Availlable Process Elements

- Activities

Filter Activities...

Approval INES
Example task activity IS
Incoming IIRES
Order IIES
Process complete IIRES
Recording the demand IS

£ Create Mew Activity

N 5.58: NNAN - AN
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NN

NNANNANN ANNNNAN NNNEN AN NANNNNAN AN ANNNENNNNENNNNNNNNNNNNEN SNNEN NN
NNNENNENENNN NNEN MNNNEN MNAN INNNNEN NNNNENN

w Activity

* Activity Name: | Recording the demand

N 5.59: RN - REAN

To assign dialogs to the activity simple drag the required dialogs from the Available Activity Dialogs
pool and drop into the Assigned Activity Dialogs pool. The order in the Assigned Activity Dialogs pool is
the order as the dialogs will be presented in the Ticket Zoom screen. To modify the order simply drag
and drop the dialog within the pool to rearrange it in the correct place.

NN: This order is specially important in the first activity, since the first activity dialog for this activity is
the only one that is presented when the process starts.

In this example we need to assign only the Recording the demand activity dialog. Drag this dialog from
the Available Activity Dialogs pool and drop into the Assigned Activity Dialogs pool.

w Activity Dialogs
You can assign Activity Dialogs to this Activity by dragging the elements with the mouse from the left list to the right list. Ordering the elements within the list is also possible by
drag 'n' drop.

Filter available Activity Dialogs... ASSIGNED ACTIVITY DIALOGS

Recording the demand A &
AVAILABLE ACTIVITY DIALOGS
Order denied =
Shipment received
Order placed
Approved

Approval denied

Create New Activity Dialog

[r3

= B B P

=

N 5.60: Book Ordering - Assign Activity Dialog
After all fields are filled in, click on the Save and finish button to save the changes and go back to the
process management screen.
NANNANN
ENNNINNNNNY
Assign the activity dialog Recording the demand.
* NN
Assign the activity dialogs Approval denied and Approved.
* NN
Assign the activity dialogs Order denied and Order placed.
* NN
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Assign the activity dialog Shipment received.
« NNAN

This is an activity without possible activity dialogs. It will be set after Approval denied,
Order denied or Shipment received and represents the end of the process.

Now we can clearly see that activities are precisely defined states of a process ticket. After a successful
transition a process ticket moves from one activity to another.

NNNNYN

Let us conclude our example with the last missing piece in the puzzle, the process as a flow describer.
In our case this is the whole ordering workflow. Other processes could be office supply ordering or
completely different processes.

The process has a starting point which consists of the start activity and the start activity dialog. For any
new book order, the first activity dialog of the first activity is the first screen that is displayed. If this is
completed and saved, the process ticket will be created and can follow the configured workflow.

The process also contains the directions for how the process ticket can move through the process. Let’s
call this process path. It consists of the start activity, one or more transitions (possibly with transition
actions) and other activities.

Assuming that the activities have already assigned their activity dialogs, drag an activity from the ac-
cordion in the Available Process Elements widget in the left sidebar and drop it into the canvas area
below the process information. Notice that an arrow from the process start (white circle) to the activity
is placed automatically. This is the first activity and its first activity dialog is the first screen that will be
shown when the process starts.

ANANNNNNNANANNNANNNNNNNNANNNNNNNNNNNNN NN NN NNN NN NN NN NN NN NANNNNNNNNNNNNNNN

Then let’s create the process path (connection) between this two activities. For this we will use the
transitions. Click on transition in the accordion, drag a transition and drop it inside the first activity.
As soon as the transition is dropped the end point of the transition arrow will be placed next to the
process start point. Drag the transition arrow end point and drop it inside the other activity to create
the connection between the activities.

Now that the process path between the actions is defined, then we need to assign the transition actions
to the transition. Double click the transition label in the canvas to open a new popup window.

After the transition actions are assigned, click on the Save button to go back to the main process edit
screen. Click on Save button below the canvas to save all other changes.

Complete the process path by adding the following activities, transitions and transition actions:
NN NNINNNNNN
Possible transition: Approval
NNNNNNNNN
NN
NNNNNNNN NN N NN NN
Additionally, the following transition actions are executed:
- NANNNNNN“ManagementiNNN"RNN
- NNNNNNNNNEN “ManagerNNNN”
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w Add and Edit Activities, Activity Dialogs and Transitions Show EntitylDs

a

Recording the
demand

N 5.61: RN - NNNRRNNNN
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w Add and Edit Activities, Activity Dialogs and Transitions Show EntitylDs
a
Recording the
demand
a
Approval

N 5.62: NNNN - NNNRRNNNN

54. NN 197



OTOBO Administration Manual, NN 10.1

w Add and Edit Activities, Activity Dialogs and Transitions Show EntitylDs

a

Recording the o A nproval
demand PP

Approval

N 5.63: Book Ordering - First Transition On Canvas

Edit Path

Cancel & close

w Path

Recording the demand Approval < Approval

Edit this transition

w Transition Actions
You can assign Transition Actions to this Transition by dragging the elements with the mouse from the left list to the right list. Ordering the elemeants within the list is also possible by
drag 'n' drop.

Filter available Transition Actions... ASSIGNED TRANSITION ACTIONS
Change ticket responsible to “Manager” (TransitionAction-07fdfe5...

AVAILABLE TRANSITION ACTIONS Move the process ticket into the "Management" queue (Transition...

Move process ticket into the “Employees™ queue (TransitionAction...

Create New Transition Action

N 5.64: Book Ordering - Assign First Transition Action
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The activity Recording the demand is a defined step of the process ticket, where there is
the possibility for the transition Approval. If this applies, the ticket will move to the next
activity Approval, and the transition actions Move the process ticket into the “Manage-
ment” queue and Change ticket responsible to “Manager” are executed. In the activity
Approval, the activity dialogs Approval denied and Approved are available.

* NN

Possible transition: Approval denied

NN

NNNNNNNNN

NNNUNNNNNNNNNNNINGY

Additionally, the following transition actions are executed:
- NNNNNENN"EmployeesNNNN” NN
- NNRNANENENN “EmployeeNRNRN”
- NNNNEN

Possible transition: Approved

NN

NNNNNNN

NNNYNN NN NNV

Additionally, the following transition actions are executed:
- NNRNNNNN”PurchasingtNNN” NN

We can see that from the current activity, which defines a step of the process ticket,
there are one or more possibilities for transition which have exactly one target activity
(and possibly one or more transition actions).

* NN

Possible transition: Order denied

NANNRNN

NN NNNNNNNY

NNNNNN NN NN N NSNS

Additionally, the following transition actions are executed:
- NNRRNNNN”EmployeesNNNN” NN
- NRRRNNNNNAN “EmployeeNNRN”
- NANNEN

Possible transition: Order placed

NANNANN

NN

ANNNNNNNNNNANEN NN

Additionally, the following transition actions are executed:

- NNNNNNNN"Post officeNNNNN" NN
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* NN

Possible transition: Shipment received

NN

NNNNNNNNN

NNNUNNNN NN NNNNINGY

Additionally, the following transition actions are executed:
- NNNNNENN"EmployeesNNNN” NN
- NNRNNNNNENN “EmployeeNNNR”
- NNNNEN

NNENNNNNENNNNNNNNN

* Add and Edit Activities, Activity Dialogs and Transitions Show EntitylDs

&

Recording the — A oroval
demand PP

-
< Approval (>—— Approved

Approval denied

&
—C Order :>— Order placed

I Order denied

P let H
rocess complete
>4

a

1 5
et Incoming

Shipment received

N 5.65: DNAN - NNNN

ANANNANANNNNANN NNNAN ANNNNNNNNANN
NNNNNNNN NNNRNN ANNNNNNNNNNNNNNRNNNNNNNNNNNNNNN Pe rINNNNNNNNN NN RRNNNNNNN NN N NN NN RRNNNN

AN NNNANNNNENNNNNNNNNNNNNNNNNNNNENN
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5.5 WebMNN

ANANNANANNNNENNNNNNNNNNNNN NNV NN NNNNNNNNAN
+ CRMWN
NNNNYN
NNNNYN
» NANAN
NNV NN N NN N NN NN

OTOBO supports this requirement by the Generic Interface. It empowers the administrator to create a
web service for a specific task without scripting language knowledge. OTOBO reacts on incoming REST
or SOAP requests and creates objects or provides object data to other systems transparently.

A web service is a communication method between two systems, in our case OTOBO and a remote
system. In its configuration, the operation or invoker determine the direction of communication, and
the mapping and transport take care of how the data is received and interpreted.

By configuration, you can define what actions the web service can perform internally (operation), what
actions the OTOBO request can perform on a remote system (invokers), how data is converted from
one system to the other (mapping), and which protocol is used for communication (transport).

The generic interface is the framework which makes it possible to create web services for OTOBO
in a predefined way, using ready-made building blocks that are independent from each other and
interchangeable.

Use this screen to manage web services in the system. A fresh OTOBO installation contains no web
service by default. The web service management screen is available in the Web Services module of
the Processes & Automation group.

L. Web Service Management
Actions List
[+] Add Web Service MAME DESCRIFTION REMOTE SYSTEM PROVIDER TRANSPORT REQUESTER TRANSPORT VALIDITY

Elasticsearch

N 5.66: WebNNNNNN

5.5.1 NWebXN

NRNRNNNWe bR~
1. ANNNANEN NNWebRN NNN
2. Fill-in the required fields.
3. AN AN NAN
NENENNNWebNNN
1. ARWebNNNNNENNWebNNN
PAINNNINN
ERNNMINNININNNN NN
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General

* Name:
Description:
Remote system:
» OTOBO as provider
» OTOBO as requester

Save

General

%= Name: Ticket Connector

Debug threshald:

Validity:

@ or Cancel

N 5.67: NNNNWebNNNN

Debug threshold:

Descrption:  This is a test web serv Validity:

Remote system:

b OTOBO as provider
b OTOBO as requester

Save

N 5.68: NNWebNNNN

Debug

valid

Debug

valid
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NNNNNEWebNNN
1. NNWebNNNNNNNNWebNNN
2. NNNNNNAN ARWebNN NEN
3. NANANNANN AN NN

F |
Delete web service x
| |
N 5.69; KNWebNNNN
NNNNNNWebNNN
1. NNWebNNNNNNNNWebNNN
2. NNRNNNNN NNWebNN NEN
3. NNNWebNNNNNNNNNEN
r B |
Clone web service »
#MName: | Ticket Connector-1606732155778
The name must be unigue.
D
™ |
N 5.70: NNWebNNNN
NNNNNRWebRNNN

1. NNWebNNNNNNNNWebNNN
2. NNNNNNAN ARWebNN NRN

3. Choose a location in your computer to save the Export_ACL.yml file to.
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AN NNNNNW EBNNNNNNNNNNNNNNNNNNN

NNNNNNWe bNNNNNNNN
1. NNWebNNNNNNNNWebNAN
AN NNNNNNMNNNNNN

Configuration History List

VERSION CREATE TIME
1 2020-11-30 10:24:23

Select a single configuration version 1o see its details.

N 5.71: WebNNNNNNNAN

NNENEW e b NNNNNNNN
1. NNWebNNNNNNNNWebNNN
ZANNNNNNNNMNNNNNY

Request List
TYPE  TIME  COMMUNICATION ID REMOTE IP Fitar by typs:
Mo data found.
Filter from: [12 vJ{10 =] 2019 =] [T
Fiterto: [11 {30 =]/ 2020 + [T

Filter by remote IP:

Select a single request 1o see its details.

Limit: | (10

Order:  descending

N 5.72: WebNNNNNNN

NNNNNEWebNNN
1. NNNNNRRN ANWebNN NN
. NNNRRNAN NNWebNN NNN
ENNNN NNV RINNY
N NN NN NN NN
. NNRRWe b NNNNNNNNNNNNNNNNNNNNNNNNEN
NNINNNYN

o U~ NN
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5.5.2 WebNNNN

NNANNANANNNNANNANAN ANNNENNANENNN

WebNNNNNN

General
* Mame: Debug threshold: |  Debug
Description: Validity: | wvalid

Remote system:

N 5.73: WebNNIN - NN

AN * NNNNANN NNNNNNNNNNNNNNENNNNNNNNANAN ANNNNNNNNNNN
AN NRAANEENNNNNNNNNNNNAN
NNAN

NNNN The default value is Debug. When configured in this manner, all communication logs are regis-
tered in the database. Each subsequent debug threshold value is more restrictive and discards
communication logs of lower order than the one set in the system.

NNNANNNNANNANN
* DebugNNNN
* InfoRNAN
» NoticeNNNN
* ErrorNAN

NN Set the validity of this resource. Resources can only be used in OTOBO if this field is set to valid.
Setting this field to invalid or invalid-temporarily will disable the use of the resource.

NNNNWebNNNN
NN: To access the otobo webservice, please use the following URL: https:
//SERVERADDRESS/otobo/nph-genericinterface.pl/Webservice/WEBSERVICENAME/
OPERATION

NNNN Select which network transport you would like to use with the web service. Possible values are
HTTP:REST and HTTP:SOAP.

NN: - After selecting the transport method, you have to save the configuration by clicking on the
Save button. A Configuration button will be displayed next to this field.

NN The Configuration button is visible only after a network transport was selected and saved. See the
configuration for OTOBO as Provider - HTTP:REST and OTOBO as Provider - HTTP:SOAP below.

5.5. Webl\N 205


https://SERVERADDRESS/otobo/nph-genericinterface.pl/Webservice/WEBSERVICENAME/OPERATION
https://SERVERADDRESS/otobo/nph-genericinterface.pl/Webservice/WEBSERVICENAME/OPERATION
https://SERVERADDRESS/otobo/nph-genericinterface.pl/Webservice/WEBSERVICENAME/OPERATION

OTOBO Administration Manual, NN 10.1

w OTOBO as provider

In provider mode, OTOBO offers web services which are used by remote systems.

Settings
Metwork transport:

Error Handling Modules

Error handling modules are used to react in case of errors during the communication. Those modules are executed in a specific
order, which can be changed by drag and drop.

# NAME DESCRIPTION BACKEMND
1 Mo data found.

Operations

Operations are individual system functions which remote systems can request.
MNAME DESCRIPTION COMTROLLER INBOUND MAPPING OUTBOUND MAPPING
Mo data found.

N 5.74: Web Service Settings - OTOBO as Provider

NNNN This option is visible only after a network transport was selected and saved. Selecting an opera-
tion will open a new screen for configuration.

OTOBO as Provider - HTTP::REST

To use the OTOBO REST interface, choose the network transport method “HTTP::REST”. Save and reload
the screen to load the ticket operations.

Web Service Settings - OTOBO as Provider - HTTP:REST

You should now be able to select an operation.

Operations

There are different Ticket Operations which all serve a specific job:
* Ticket:TicketCreate

Ticket:TicketGet

Ticket:TicketSearch

Ticket:TicketUpdate

Ticket:TicketHistoryGet

In this example, we are going to use the Ticket: TicketCreate operation. Click on “Add Operation” and
choose the “Ticket:TicketCreate” operation. Choose a descriptive name, save the operation and go
back to the webservice overview.

You now should see a new entry “Route mapping for Operation ‘TicketCreate™. Enter for example
“/TicketCreate”
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Operation Details

* Mame:

Description:

Operation backend:

Mapping for incoming request data:

Mapping for outgoing response data:

The name s typically used to call up this web service operation from a remote system.

Ticket::TicketGet

This OTOBO operation backend module will be called internally to process the request,
generating data for the response.

The request data will be processed by this mapping, to transform it to the kind of data
OTOBO expects.

The response data will be processed by this mapping, to transform it to the kind of data
the remote system expects.

@ or Cancel

N 5.75: Web Service Settings - OTOBO as Provider - Operation

This will define the

route,

which  will  translate  to: https://YOURSERVER/otobo/

nph—genericinterface.pl/Webservice/<WEBSERVICE_NAME>/TicketCreate

Click “Save and finish”.

Now you can send a request to the endpoint.

Here is an example using curl:

curl -X POST --header

——data '/{
"UserLogin":
"Password":
"Ticket": {

}!
"Article": {

"From":

"Body":

} '

—/TicketCreate

"Content-Type:

"AgentUser",
"Password",

"Title": "created by Webservice request",
"QueuelID":5,

"CustomerUser": "CustomerUser",

"State": "new",

"PriorityID": 1

"CommunicationChannel":
"Subject":

"ContentType":

https://YOURSERVER/otobo/nph-genericinterface.pl/Webservice/<WEBSERVICE_NAME>

application/json"

"Email",
"test@test.de",

"Webservice Create Example",
"This was created by a Webservice
"text/html charset=utf-8"

request!",

This request is using the least amount of attributes needed to create a new Ticket.

5.5. WeblWlN
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A full list of all attributes needed for operations can be found here:

* TicketCreate: https://github.com/RotherOSS/otobo/blob/rel-10_1/Kernel/
Genericlnterface/Operation/Ticket/TicketCreate.pm#L70

* TicketGet: https://github.com/RotherOSS/otobo/blob/rel-10_1/Kernel/Genericinterface/
Operation/Ticket/TicketGet.om#L70

* TicketUpdate: https://github.com/RotherOSS/otobo/blob/rel-10_1/Kernel/
Genericlnterface/Operation/Ticket/TicketUpdate.pm#L70

* TicketSearch: https://github.com/RotherOSS/otobo/blob/rel-10_1/Kernel/
Genericlnterface/Operation/Ticket/TicketSearch.pm#L70

* TicketHistoryGet: https.//github.com/RotherOSS/otobo/blob/rel-10_1/Kernel/
Genericlnterface/Operation/Ticket/TicketHistoryGet.pm#L70

XLST-Mapping for OTOBO as Provider - HTTP::REST

The XLST standard can be used to transform XML, JSON and CSV data.

In this example, we are going to use the XLST mapping to transform the response from the webservice
into Dynamic Fields.

Create a Dynamic Field of Type Ticket->Text and name it for example “RemoteTicketID”.
Given the incoming data: { “incidentID” : “12345”, “incidentTitle” : “Test Ticket” }

We can save the data in the Dynamic Field as follows: <example code here>

OTOBO as Provider - HTTP::SOAP

NNNWebRNNNN

NANN ANNNWe b NNNNNNNNNNNNNNNEN HTTP:REST N HT TP:SOAPN

NN:  After selecting the transport method, you have to save the configuration by clicking the Save
button. A Configuration button will be displayed next to this field.

NN The Configuration button is visible only after a network transport was selected and saved. See
the configuration for OTOBO as Requester - HTTP:REST and OTOBO as Requester - HTTP:SOAP
below.

NNNNNNRN This option is visible only after a network transport was selected and saved. Selecting an
operation will open a new screen for its configuration.

OTOBO as Requester - HTTP::REST

OTOBO as Requester - HTTP::SOAP
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Network Transport

Properties

Type:

* Set SOAPAction:

* SOAPAction scheme:

* SOAPAction separator:

* Namespace:

* Request name scheme:

* Response name scheme:

Additional respense headers:

#* Maximum message length:

Sort options:

HTTP::50AP

Yes

Set to "Yes" in order to check the received SOAPAction header (if not empty).
Set to "No”® in order to ignore the received SOAPAction header.

<NameSpace><Separator><Operation:

Select how SOAFAction should be constructed.
Some web services send a specific construction.

Character to use as separator between name space and SOAFP operation.
Usually .Net web services use */* as separator.

URI to give SOAP methods a context, reducing ambiguities.
e.g um:otobo-com:soap:functions or http://www.otobo.de/Genericinterface/actions

<FunctionName=DATA</FunctionName:=

Select how SOAP request function wrapper should be constructed.
'FunctionMame’ is used as example for actual invoker/operation name.
'FreeText' is used as example for actual configured value.

<FunctionNameResponse>DATA</FunctionMameResponse>

Select how SOAP response function wrapper should be constructed.
'FunctionName' is used as example for actual invoker/operation name.
'FreeText' is used as example for actual configured value.

[# Add response header

Here you can specify the maximum size (in bytes) of SOAF messages that OTOBO will
process.

Add new first level element: Add

Outbound sort order for xmil fields (structure starting below function name wrapper) - see
documentation for SOAFP transport.

@ or EVCELERIGTE W or Cancel

N 5.76: Web Service Settings - OTOBO as Provider - HTTP:SOAP
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¥ OTOBO as requester

In requester mode, OTOBO uses web services of remote systems.

Settings
Metwork transport:

Error Handling Modules

Error handling modules are used to react in case of errors during the communication. Those modules are executed in a specific
order, which can be changed by drag and drop.

# NAME DESCRIPTION BACKEND
1 Mo data found.
Invokers

Invokers prepare data for a request to a remote web service, and process its response data.

NAME DESCRIPTION CONTROLLER INBOUND MAPPING OQUTBOUND MAPPING
Mo data found.

N 5.77: Web Service Settings - OTOBO as Requester
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* General options

* MName:

The name can be used to distinguish different error handling configurations.
Description:

Error handling module backend: | RequestRetry

This OTOBO error handling backend module will be called internally to process the error
handling mechanism.

* Processing options

Configure filters to contral error handling module execution.
Only requests matching all configured filters (if any) will trigger module execution.

Invoker filter:

Only execute error handling module for selected invokers.

Error message content filter:

Enter a regular expression to restrict which error messages should cause error handling
module execution.

Error message subject and data (as seen in the debugger ermor entry) will considered for a
match.

Example: Enter *A.*401 Unauthorized.*$' to handle only authentication related errors.

Error stage filter:

Only execute error handliing module on errors that occur during specific processing

stages.
Exampie: Handle only ermors where mapping for outgoing data could not be applied.

Error code:

An error identifier for this error handling module.
This identifier will be available in XSLT-Mapping and shown in debugger output.

Error message:

An error explanation for this error handling module.
This message will be available in XSLT-Mapping and shown in debugger output.

Stop after match:

Define if processing should be stopped after module was executed, skipping all remaining
modules or only those of the same backend.
Default behavior is to resume, processing the next module.

* Request retry options

Retry options are applied when requests cause error handling module execution (based
on processing options).

* Schedule retry: | No
Should requests causing an error be triggered again at a later time?

Submit

@ or Cancel
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Network Transport
Properties
Type: HTTP:REST

% Endpoint:

URI to indicate specific location for accessing a web service.
e.g https://www.otobo.de: 10745/api/v1.0 (without trailing backslash)

* Timeout: 120

Timeout value for requests.

Authentication:

An optional authentication mechanism to access the remote system.

# Use Proxy Options: | No

Show or hide Prooxty options to connect to the remote system.

# UUse SSL Options: | No

Show or hide S5L options to connect to the remote system.

Default command: | GET

The default HTTP command to use for the requests.

@ or EEEVCELCRIGTE W or Cancel

N 5.79: Web Service Settings - OTOBO as Requester - HTTP:REST
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Metwork Transport
Properties
Type: HTTP:S0AP
* Endpoint:

URI to indicate specific location for accessing a web service.
e.g. https:/local.otobo.de:8000/\Webservice/Example

* Timeout: | 120

Timeout value for requests.

# Set SOAPAction: | Yes

Set to "Yes" in order to send a filled SOAPAction header.
Set to "No”® in order to send an empty SOAPAction header.

* SOAPAction scheme:  =NameSpace:><Separator=<Operation=
Select how SOAPAction should be constructed.
Some web services require a specific construction.
# SOAPAction separator: &
Character to use as separator between name space and SOAP operation.
Usually .Net web services use "/ as separator.
» Namespace:

URI to give SOAP methods a context, reducing ambiguities.
e.g um:otobo-com:soap:functions or http/Ywww.otobo.de/Genericinterface/actions

# Request name scheme: = <FunctionName=DATA=/FunctionMame:=

Select how SOAFP request function wrapper should be constructed.
'Functionhame’ is used as example for actual invoker/operation name.
'FreeText’ is used as example for actual configured value.

# Response name scheme: = <FunctionNameResponse=DATA</FunctionNameResponse=

Select how SOAF response function wrapper should be constructed.
'FunctionMame’ is used as example for actual invoker/operation name.
'FreeText’ is used as example for actual configured value.

Encoding:
The character encoding for the SOAP message contents.
e.g utf-8, latin1, iso-8858-1, cp1250, Etc.
Authentication:

An opticnal authentication mechanism to access the remote system.

# Use Proxy Options: Mo
Show or hide Proxy options to connect to the remote system.

* lJse 55L Options: = No

Show or hide SSL options to connect to the remote system.

Sort options:
Add new first level element:
Outbound sort order for xmi fields (structure starting below function name wrapper) - see
documentation for SOAFP transport.
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CHAPTER 6

NANAANN

AN: TODO: This part of the documentation is out out of scope and needs someone to help updating
the changes introduced with the latest releases.

NNANNNNANNNNENNNNENNNNNNNN NNV VNN NNNNANN NNV NNNNNNNN

OTOBO provides access to create and manage demands, as well as receive valuable information such
as the service catalog and knowledge base.

NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNY

6.1 NN

NN: Rother OSS TODO: This feature will be included in one of the next OTOBO releases. If you need it
beforehand, please contact sales@otobo.de, we will find a solution.

Use this screen to add categories and items for use in external interface. A fresh OTOBO installation
doesn’t contain any categories or items by default. The catalogue management screen is available in
the Customer Service Catalogue module of the External Interface group.

NNANNNNANNNNENNNNNNNNNNNNNNNNN

6.1.1 ANNANN

ANANNNNNNANANNNANNNNNNNNAN ANNNAN ANNNN NNNNANEN ANANN NNNNEN ANENN
NNNNNNNNNIN
1. MNNANAN ANNNAN NN
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" Customer Service Catalogue
Actions Customer Service Catalogue
n G0 to category management

= Gotoitem management = .

Manage customer service catalogue Manage customer service catalogue
categories. items.

N 6.1 NNNNNNNNNN

[ Customer Service Catalogue Category Management
Actions List
Add Category TITLE LANGUAGE VALIDITY DELETE CHANGED CREATED
Test Category English (United States) valid 5§ 11/05/2018 17:15 11/05/2018 1T:15
= Gotoitem management

Filter for Categories

Just start typing to filter...

Filter for Languages

English (United States)

N 6.2 NNNNNNEN
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2. NNNNNAN
3. NN AN NN
Add Category
* Title:
Sub-category of:
# Language: = English (United States)
* Validity: | valid
N 6.3 NNRNNNNARN
NNNNNNENNNN
1. NNANNRNNANNNNNANN
2. NNRNN
3. NN AN N ANNAN NRN
Edit Category
# Title: |Test Category
Sub-category of:
% Language: English (United States)
# Validity: | valid
N 6.4; NNNNNNNN
NANNNNNANAN
1. NN AN NNNENNNNN
2. AN AN AN
List
TITLE LANGUAGE VALIDITY DELETE
Test Category English (United States) valid

N 6.5: NNNNNNNN

CHANGED
11/05/2018 17:15

CREATED
11/05/2018 17:15

AN ANANNNNNNNNNNN NN NN NN NN NN NN NN NN NN

NNNNNN

NENNNNNENNNNNENNNNN NNNNNNNNNNNNN

6.1. NNNNAN
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NN A NNN NN NN NS NS S N NN N NSNS N NN NN YN NN
AN NNNNNNNNNNNNNANNNNN SNNANN NEN:NNNN
AN ANNNNNNNNNNANNNAN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

6.1.2 NNNANAN
NNANNANANNNNENNNAN ANNNNENNNNNANNNAN FNNNAN ANNNN SRNNNNEN ANNNY ANNNNN ANNAN

_ Customer Service Catalogue [tem Management Edit Item: Test Ite

Actions Edit ltem

~ EDEE # Internal Title: | Test ltem

* Validity: = wvalid
Itemn Content

w English (United States)

* Title: | Test item

* Text: Test Text

Test Category

& Link: | https:/example.com

Save Changes

Save or Save and Finish  or Cancel

N 6.6: NNNNNNNN

NNNNNNNNNAN

AN NNN NN N NN NNNN NN

2. NNANNAN

3 NN AN AN

Add ttem
* Internal Title:
* Validity: | wvalid
N 6.7 NNNNNNNN

NN NN NNV NINNN
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(NN NN NN NN
2. NNANN
3. NN AN N ANNAN NN

Edit Itermn
* Internal Title:  Test Item
# Validity: | wvalid
NNNVNINNNVYNNN
IARNNNN NN NMNNYNNNYNN
AN NINNENNY
Edit termn

* Internal Title: | Test ltem

* Validity: | wvalid

N 6.8: NNNNNNEN

NEERNNNNNNNN

AN ANNANNNNNNNN NNV NN NN NN NN NNNNNN

NNANAN

NNANNNANANNNNANNANAN ANNNANNNNNNNNN

NNAN * MNNNNNNNNNNNNNNNN NNNNENNENNNNNNNNNNNNNNNNNENN SNNNNNNENNEN

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

ANANNN ANNNNNNNNNANNNNNNNNNNN

AN NNNNNNNNNNNN NNNNNNNNNNNNNNNNNNNNNNNNNNN

NN N NNNNNYNNNN
AN ANNNNNANNNNNNNNNNNN

AN ANNNNNNNNNNNNNNNNNNNNNNNNNNN

AN > ANNNENNURLENNN

ANANANAN - NANNNNNNNNANNNNNNNNNN ANNNANNNNNNNNNNNNNNENNNNNNN

6.1. NNNNAN

219



OTOBO Administration Manual, NN 10.1

6.2 NNNAN

NN:  Rother OSS TODO: This feature will be included in one of the next OTOBO releases. If you need it
beforehand, please contact sales@otobo.de, we will find a solution.

Use this screen to add custom pages for use in external interface. A fresh OTOBO installation already
contains some custom pages by default. The custom page management screen is available in the
Custom Pages module of the External Interface group.

_ Custom Page Management Add Custom Page
Actions List
Add Custom Page INTERNALTITLE ROUTE LINK VALIDITY DELETE CHANGED CREATED
Privacy Policy example [c/privacy-policy-example valid & 09/18/2018 15:17 09/18/2018 15:17
Did P Imprint example [c/imprint-example wvalid & 09/18/2018 15:17 09/18/2018 15:17
id you know? .
¥ Contact Us example [/c/contact-us-example wvalid & 09/18/2018 15:17 09/18/2018 15:17

config n. Manage navigation menus of
the external interface.

Filter for Custom Pages

Just start typing to filter...

6.2.1 NNANNAN

N 6.10: NNNNNNNAN

OR: ANANNNNANNNNENNNNNANN

NNANNNNENNAN
1. MVNNNAN NNNANEN NN
2. NNNNANAN
3. AN AN NN
NNANNNNANNAN
NN NN NN NN VNN NN NNNNYY
2. NN
3. NN AN N ANNAN SR
NN NNNNNNY
1. NVNNNNANNNNNNAN
PANNINNENNY
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Add Custom Page

# Internal Title:
* Slug:
Route Link: Route will be available after saving the custom page.

* Validity:  valid
Custom Page Content

* English (United States)
# Title:

wContent | B 5 U 5| == Es

&2 il

Format ~ | Font | size - | A~ B~ T, | [o Source

o R [
Jo!

ity 9x | X

Add new custom page content:

Save Changes

Save or Cancel

N 611 NRNNNNNNNN
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Edit Custormn Page

# Internal Title:

Privacy Policy example

# Slug: | privacy-policy-example
Route Link: /c/privacy-policy-example
* Validity:  valid
Custom Page Content
* English (United States) B
* Title: | Privacy Policy
=Contentt p 5 y g 1= 3= Elzx 2 =2 = M = Q
Format - | Font | size ~| A~ B~ T, | [¢Souce Q) 9 92 2%
Here you can put the privacy policy that you would like to apply to your QTRS help center.
Add new custom page content:
Save Changes
Save or| Sawve and Finish or Cancel
N 6.12: NERNNNNRN

List

INTERMNAL TITLE ROUTE LINK VALIDITY DELETE CHAMNGED CREATED

Privacy Policy example fc/privacy-policy-example valid i 09/18/2018 15:17 09/18/2018 15:17

Imprint example fc/imprint-example valid 0] 09/18/2018 15:17 09/18/2018 15:17

Contact Us example fc/contact-us-example valid 3] 09/18/2018 15:17 09/18/2018 15:17

N 6.13: NNNNNNNAN
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AN: - NNNERNNNNNNNNNANNNNNENNNNENNN NNV NNNENNNN

6.2.2 NNNANAN

NNNNNNNANNNNANNANAN ANNNANNNNNNNNN
NN N NN NN N N N N S NS N N N NN NN NS
Slug * NNNNNNNNNUR LN NNNNNNNNNNNNNNNNY

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

ANNNNAN ANNNNNNNNNNNNNNNNNNNNY
AN ANNNENNNNNAN NNNENNNNNNNNNNNNNNNRNNNNENN
NN N NNNNYNNNN
ANNANNENN - NNNNNENNENNNNNNNNNNNN ANNNNNNNNNNNNNNENNNNNNNNEN

6.3 QN

NN: Rother OSS TODO: This feature will be included in one of the next OTOBO releases. If you need it
beforehand, please contact sales@otobo.de, we will find a solution.

ANANNNNANNNNENNNNNNNNNNNNNNNANN NANANNNAN NNNNAN AN AN NNNN
NNNENNNNENNNNNNNNNNNNNNNENNNNNY

AR: NNNNNNNNNNNNNNNNNNANN

NNANNANANNNNANNANAN ANNNANNNNNNNNN

6.3.1 NNAN

AN NNNNNNNNNANNNAN
NN NRNNNNNNNNNNENN NNNNNNNEN
o NNANNAN
» NNANNAN
NN N NNV NNNNNNN
NNAN NRNNNNNANNNNNANNAN NNNNNNENN NANNEEN SNENNNNNNNNNNENNNEY
AN ANENNNNNNNNNNNNNNNANNNNNEN ANNNANNNNENNNNNNNNNNNNN NNV NNV NNV NNNNN
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Hero Unit

Title

How can we help you today?

Background Style

Only use the background color

Background Image

[za] Select image to upload

Background Color

NEN S NNNNNNN

Ticket List

Show a ticket list for logged in users

Yes

Row Title

N 6.15: NNNNNAN
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6.3.2 NANN

NNANNANANNAN ANNNNNNNNENNNNNNNNNEN
NN ANNNNNNNNNNNNNNNNNNNNNNN

6.3.3 NANNNAN
NNNNNNNNNNNNNNNNNNNNNNN

Image Teasers

Row Title

Row Background Color

N 6.16: NNNNNNNAN

AN NNNNNNNNNNNNNNNNNNNNNNNN

Add

AN NRENNNANENNNNNENNNNENNNNNAN NNNENNNNNNNNNNNNNNNENNNNEN NNV NNV NNENNNNNNNN

NNANNANANEN AN ANNNNENNNNNNNNNNNN

AN NANNNNNNANANNNANNNNNNANNNNNAN ANNNNNN ANNNRNNNNNNNNNNNNY

(NN RNNN NNNNN NN
INNRNNNNNNN
NNAN * NNNNNNNNNNNNNNENNNURLN

6.3.4 NN

NNV NN NN YN NN NNNNN
AN NNRNNNNNNNNNNNNNNNANNNEN
NNANNANANEN AN INNNNNANNNNNNNNAN
AN ANNANANNNNAN
NNNVENNNNNNNNNNY
NNAN N NN NNRNURLN
NNV N NN NN NN NN
NNNAAN ANNNNNNNNNNNNNNNNNNNNNNEN

6.3. NN
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Image

[za] Select image to upload

* Title

Create Custom Content Pages

# Text

Use custom pages to provide your users with
individualized content.

* Link Target

Jfotre/index.pl ? Action=AdminCustomPage

N 6.17: NNNNNN

Link Lists

Row Title

N 6.18: NNNNNAN
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& Title 5

Manage Your Content

Link Text (for the show more link)

Discover the OTRS Admin Area

Link Target (for the show more link)

fotrefindex.pl ? Action=Admin

* Link List Type

Add the ltems Manually [+

N 6.19: RNNN

fotrsfindex.pl?Acti || Manage servicecal || ™

Jotrs/index.pl? Acti || Manage customcc || =

Jotrsfindex.pl?Acti | Manage home pag |

Cancel Save

N 6.20: NNNNAN
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ANNNNAN . NNNENNNNNNNNNNNNNNNNNNNNEN

Search Query

Number of Search Results to be Shown

Cancel Save

N 6.2 NNNNNAN

6.3.5 NANN

NNANNNNNNNNNNNNNNNNNN

Content Cards

Row Title

N 6.22: NNNNNNN

NN NNRNNNNNNNNNNANNNNENNNEN
NNANNANANEN AN INNNNNNNNNNNNNAN
AN ANNNNANNNNAN

NN RENNNNNNN

NNAN N NANN NNNENEN

ANAN NENNNNNNNNNNNNNNNNURLEN

Add
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: =]
* Title
Add Helpful Resources for your Users
* [ext

With OTRS 7, you can add even more helpful
resources for your users like frequently asked,

Link Text
Manage Teaser Cards for the Home Page
Link Target

Jfotre/index. pl ? Action=Admin ExternalHomePage

* Link List Type

Add the Items Manually [

N 6.23: NNAN
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6.4 NAAN

NN:  Rother OSS TODO: This feature will be included in one of the next OTOBO releases. If you need it
beforehand, please contact sales@otobo.de, we will find a solution.

NN INNNNNNNNNNNNNNNNYNN NNNNEN AN ANNN NNEN

Edit Layout
Logo -
Preview
[Za] Select image to upload Make changes to your layout on the left and preview them here.

% OTH L L 'ﬂ‘ C >§€ http://wo5226 virtual .otrs.com/external
Favicon
OTRS

[Ea] Select image to upload

<

Will be displayed in the browser address bar.

Primary Color

[N )*(
Will be used as background color for certain e —
areas [e.g. buttons, header) and link hover =

color.

Highlight Color
[ R

Will be used as background or border color
for certain areas (e.g. status badges).

Default Avatar

[Za] Select image to upload

<

Will be used as the default avatar for all
outgoing communication.

N 6.24: NNNNAN

A fresh OTOBO installation already contains a default layout. In this screen all parameters can be
changed.

AN: ANNNNNNNNNNNENNNNNANN

Logo LogoNNNNNNNNNNNNNNNNNNNNNN
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NNNLogoNNNN NNNNNNN NNNNNNNENLogoNNNNNNNNNNNPNGY
NNNNN - RRRNN NNNNWebNNNNURLNNNNRN

NNNNRRNNNNN NNNNNNN NNNNNNNENNNNN NNNNPNGNICONNNT6x16NNNNN
AN NNNANNNNNNNNNNNNNNNNNNNNN

NRNNNNNNNNNNNNNNNANNNNN NNANNNNANNNNENNNNNNNN NN NN NN NN NN NN NNNNANNAN
ANNNNNNNNNNNNNNNAN

ANANAN ANNNNANNNNNANNNNENNNNNNNNNNNNNAN
ANNNANANNNNNNNNNENNNNNANN NN NN NN ANV NNV AN NN NNV NN NN NNV NN AN NN NN NN NN NN NN NN NN NN NN
NNAN NNANNNNNNNNNENN
ANNNANANN NENANNN MENNNNNNNNANENNN
NANCSS NNNNNNNNNNNNNNENNNNNNNNNCSSN

w Custom C55

Add your custom CS5 here to make changes which can't be made using the configuration above. Please note that your custom C55
changes are not visible in the preview area above.

N 6.25: NNNCSSNAN

6.4.1 NNNNANNN

External interface application has been built with security-first mindset in place. It contains several
mechanisms to make sure that all code in the front end is provided directly by the OTOBO framework.
NNNAN Web NNNNNNNNN ANNNNN NENNNNNN NNNNNNNNNNNNNENNNNNNNNNNNNNN N NN NN NNNNNNNNNNN

NNANNNNANNNNENNNNEN W E B NNNNNNNNNNNNNNNNNNNNNNNNNNNNNNENNN NNV NN NN NNANNNNNNNNNNNNNN
WEB NMNNNNNNNAN

(NAX

NNANNANN ANNN NRNNNNNNNN
* ExternalFrontend: :ExternalScripts
* ExternalFrontend::InlineScripts

* WebApp: :Server::AdditionalOrigins
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WEB NNNAN

ANANNANANNNNENNNNNNNNNEN WE B NRNNNNNNNNNNNNNNNNNNNNENNNNNNNNNNNNNNNNNNNNENNNNNNNY
NNNENNNNENNNNENNNNNNN

<script async src="https://www.example.com/track/js?id=UA-XXXXXX-Y"></script>
<script>

window.datalayer = window.datalLayer || [];

function track () {datalayer.push (arguments) ;}

track('js', new Date());

track ('config', 'UA-XXXXXX-Y');
</script>

NNANNNNANNAN NN ANNNNEEN script NNNRN
NNANNANANNANAN AN MNNNNNNNNNNNEN

(NNNNNNAN

NNNNNNNNNNNNNNNNNNNNNNN
[N NINNNNINNN
. NNON ExternalFrontend: :ExternalScriptsl
. NNNNNNNNAN
- NNNNNNNNNRRNNNNNNNNNNNNNNENN
- ANAANAAN AN ANNNNNANNAN https: //www.example . com/track/ js?id=UA-XXXXXX-YN
NNV NN NN NN NN
- NNNNNNNNNAN

<~ OO O AN

NNNNNNAN

NNNNNNNNNNNNNNNNNNNNNN
IRNNINNNNINNN
. NN ExternalFrontend: :InlineScriptsl
NNNNNNNNNN
- NNNNNNNNNNRNNNNNNNNNNNNNNNN
- NANNNNENNNNENNNNENEN script NNANN:

a A NN

window.datalayer = window.datalLayer || [];
function track () {datalLayer.push (arguments) ;}
track('js', new Date());

track ('config', 'UA-XXXXXX-Y');

6. NNNNNNNNNNNNENNN
7. NNNNNNNNNNN
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NANANNNNNNNNAN

NNNENNNNENNNENENNNNNNNNNNNNNEN shelINNNNNNN

bin/otobo.WebServer.pl —--deploy-assets

NNANNNNNNNNNNANN

NNANNNNANNNNENNNNNNNNNNNNNNNANNANENN NNNENNANENNNNENEN AN N AN AVNNENNNNENNNNNNEEN
NNNNNANANNNNENN NNNANN NNNNNNNNANNNNNNNNNNN

NNNNANNNNNNNNEIN WEB NNNNNNNNNNNNNNNNNNNNN Mozilla Firefox NN WEB NNNNNNNNNNN AN—Web
NAN—web NNN NNNN F12 NNNNNN

NNANNNNENNNNNNNNNNNNNNNENNNNNAN:

or [) Console [ Debuge

0]

Errors Warnings Logs Info Debug
A Loading failed for the <script> with source ps://wew. example. com/track/js?id=
Content Security Policy: The page’s settings blocked the loading of a resource at eval
Content Security Policy: The page’s settings blocked the loading of a resource at https://www.example.com/track/js?id=UA-XX> ("script-src”).
APIClient: Opening WebSocket connection...
Content Security Policy: The page’s settings blocked the loading of a resource at eval (“script-src”).
APIClient: WebSocket connected!

N 6.26: NNNNNNNNNNN
NNNNNNNNENNNNNNNNNNNNNN (N3N RNNNN,NNNNNNNNNN NS N NNNNNNNNNNNWN script-sre N NNNNEN
NNV
NNNNNNNNNRRNNNNNN NNNNNN NNNNNNNNNN

IRNNINNNNINNN
AMNN WebApp: : Server: :AdditionalOriginsl
NNV
NN script-src NMNNNNNNENNNNNANNN NNNNNNNENNN
NNNNNNNNNNNNNNNNNNNNN: https: //www. example . comNNNNNNNNNAN
NNNNNNNNNNNNNNNNNNNNNNN
NNNAAANNNNNNNNAN: 'unsafe-eval ' NNNNNNNNAAN
NNNNRRNNNNNNNNNN

EANNNNNNNNNANNY
NNV NN N N NN NN NN NN N NN
NNNNNNNNRNNNNNNNNNNNNNNNNNNNNNN NN NN NN NN RSN

ANANNANANNNNENNNNEANNNNANINAN  OSENNNAANNAEN  ANNNEN AN img-src  NRNNNNNANN
NN NN NN NN NN

1. N AN NNN

© N O U1k~ WD

2. NNNN WebApp: : Server: :AdditionalOriginsl
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R On or [J Console O Style Editor () Pe ice  {F Memory T Network [
0]

Errors Warnings Logs Info Debug
Content Security Policy: The page’s sett cked the loading of a resource at https://www.example.com/track/track@2x.png (*img-src”).
APIClient: Opening WebSocket connection...
APIClient: WebSocket connected!

» |

N 6.27: NNNNNNNRNNNNNN

SN NNNNNNNNN
4. NNNNAWN img-src NNNNNNNNNANNNAN NNNNNNNNNAN
5. MNANNNENNNNNNNNNNANAN: https: //www. example . comNNNNNNNNNNNAN
6. NNNNNNNNNNNNNNNN
7. NNANNANANNAN
NNNNNNENNNNNNNNNNNNNN NN ANNNNNNNNNNNNNNNNY

ARNNNNANANNNANNNNNNAN ANANANNANNNANNANANANNANNNNNANNANANNNANNNNNNNANANNNNNNN
NNANNNNNNNNNENNNNNNNNN

A NNNANNNNANNNNNNNNNNNNNNNNNNNNNNNNNN

AN:  Whitelisting external resources opens potential security risks in your OTOBO application! Only
allow those resources that you are sure are not malicious and come from reputable sources. Keep
in mind that if something is secure today, does not mean it will be tomorrow. Stay safe!
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Rother OSS Services

ANANNANANNNNENNNNNNNN NNV NNANNNANEN NNV NNV NNANN

The following chapter describes the tools you have available to integrate your system with the powerful
cloud service offered by Rother OSS.

7. NAN

NN: Rother OSS TODO: This feature will be included in one of the next OTOBO releases. If you need it
beforehand, please contact sales@otobo.de, we will find a solution.

Use this screen to add cloud services to the system. A fresh OTOBO installation doesn’t contain any
configured cloud services by default. The cloud service management screen is available in the Cloud
Services module of the Rother OSS Services group.

L Cloud Service Management

Hint Available Cloud Services

MAME DESCRIFTION
SMS This will allow the system to send text messages via SMS.

an configure available cloud
ommunicate securely witl

NARNNNNNNN

JANRNNNNN

NNANNAN
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NN:  Rother OSS TODO: This feature will be included in one of the next OTOBO releases. If you need it
beforehand, please contact sales@otobo.de, we will find a solution.

To be able to use SMS cloud service in OTOBO, you have to activate it first. To activate the SMS cloud

service:
(ARNNNNYNN NN VNN NN NNN
2. NNANNAN
SNNINNMNWY
Configuration
Mame:

# Phone field for agent:

* Phone field for customer:

* Sender string:

Allowed role members:

Perform URL shortening:

Phone black list:

Comment:

Validity:

SMS

UserMobile

Agent data field from which the mobile phone number for sending messages via SMS
should be taken.

UserMobile

Customer data field from which the mobile phone number for sending messages via SMS
should be taken.

Example Company

Will be shown as sender name of the SMS (Mot longer than 11 characters).

If selected, only agents assigned to these roles will be able to receive notifications via SMS
[optional).

£5

Perform URL shortening before sending the message.

E3 Add phone number
A blacklist of telephone numbers where it is forbidden to send SMS messages to. Phone

numbers must be added in international format without spaces, e.g. +491791234567, one
number per field.

walid

l:J In order to be able to use the SMS transmission feature of the OTRS
AG, | hereby declare that | have read and understood the Data

Protection Information.

Save or Cancel

N 7.2: NNNNNNN
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NN

NN:  Rother OSS TODO: This feature will be included in one of the next OTOBO releases. If you need it
beforehand, please contact sales@otobo.de, we will find a solution.

NNANNANANNNNENNNNNNNNNNNNNAN

NNV NN NN N NN N NN

NNANAN * NNANENNNNENNNNNNNNNNNNNNNENN

NNANEN * NNNNNNNNNNNNENTINNNNN

NENENAN FNNNNENNNNENNNNNNNNNNNNNNNNNNNNENNN

NNNNNNENNY YN NNNNNNNN

NNNAN - ARNNNNNNNNNNNNNN NNNNRNNNNNNNNNNNNNNNNN +49179123456 70NNNNNNNNN
AN NNNENNNANANN NNNENNNNNNNNNNNNNNNANNNNNNNNNNNNNN NNV NNANN

NN Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

NNNNNN In order to be able to use the SMS transmission feature of the Rother OSS GmbH, the Data
Protection Information needs to be read and understood.

7.2 NNANNNAN

Support data collector is used to collect some data and sent to Rother OSS on a regular basis.

Use this screen to review the data to be sent to Rother OSS.

3 Support Data Collector

Note * Database

A support bundle (including: system registration BN Qutdated Tables

information, support data, a list of installed
|

packages and all locally modified source code Table Presence

files) can be gensrated by pressing this button: Bl Client Connection Charset (utfBmbd)

= Generate Support Bundle B Server Database Charset (utf8mb4)
Bl Table Charset
B |nnoDB Log File Size (256 MB)
EE |nvalid Default Values
B Maximum Query Size (64 MB)
B Query Cache Size (16777216)

Database Size (0.038 GB)

Default Storage Engine (InnoDEB)
Table Storage Engine

Database Version (MariaDB 10.3.23)

N 7.3 NNNNNAN
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7.2.1 NNNNANAANN
Support data collector is used to collect some data and sent to Rother OSS on a regular basis, if the
system is registered. To register your system:
(BN NNNNNN NNV N
A NNNNNNNNN
NANNNNNANNRNNAN
(AN NN YN N NN YN NS NNMNNY
2. NNNENANNEN NENEEN N ANNNE
NNNNNNNNNNNNN
1. NNANAN NNAN NN
NNNVNNNNNY
1. MNNANANN NANANNN NN
2. NNNNNNNNRNNN
NN NN NN NN N NN

Support Bundle x

The Support Bundle has been Generated

Please choose one of the following options.

Send by Email

MName: |Admin OTOBO

Emall: admin@acme.com

The support bundle will be sent to OTOBO Team via email

automaticalky.

Download File

& Download

A file containing the support bundle will be downloaded to the local
system. Please save the file and send it to the OTOBO Team, using an

alternate method.

Close this dialog

N 7.4 NNRNNNNANN
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7.2.2 NNRNAN

NNANNANANNNNENNNNNNNNNNNNNNNNNNAN
 ANLEDNNNNNNNNNANN
» ANLEDNNNNNNNNNAN
+ ANLEDNNNNENNNNENNNNNNNNNNAN
+ NNLEDNNNNENNNNNNNNNNAN

NNNYN

This section displays information about OTOBO cloud services.
NEEN NNNENNNNNRNNNNENNNNNNLEDRNNNN

NNNYN

This section displays information about the database used by OTOBO.
NNNVENNNN NN NN RS NN NNVNNNN

NNNENNNNNNNN NN

NNENNNAN INNNNENNNNEN NNAN ut £ 88

NNNNNENENN . SNNNNNNNNNNEN NNAN ut £8N

NENNN ANNNENNNNNN NN ut £ 8N

INnnoDBRNNNNN NNINno DBRNNNNNNNNNNNN NNNNNN 512 MBR
NNENAN NNENNNNEN NNLEDNNNNNNNENNN

NRNNAN ANNANNNNNENNN NNSNANN 1024 MBN

NEENN NNNNNNNEN NNNNNNNN

NNENNEN ANNNNNENNNNEN SNSN InnoDBN

NNNAN INNENNNNNNEN NN TnnoDBN

NEENN NNNNNNNNNNNNNNLEDRNNNNNNNN

NNNNNN

NNV NN NN YN NN NNNN
NNENNNNNNYN

NNANNAEN NNNNNNNNNNNNENN
NNNEAN INNNNNNN
NNNNNNENNNNNNNNNNY

NNANAN ANNNNNNNNEN
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NANNAN

NN N NN NN NN YN NN Y

ANANN  NNNNNNNNNNNNN

OTOBO Disk Partition Display the disk partition to where OTOBO is installed.
NNNINN NN N NN NN

NEEN NNNENNNNNNNN

NNNVENNNNINNNNNY

NN ANNNEENNNNNNNNNNNNNNNENNNNC P UNNNNNNNNSNC P UNNNNNS NNNNNNNNNNNEN
PerltN NNPerINNN

NENENNNN(%) NENNNNNENNNNENNNNNNO0 %NNNNNNNN

NNENENN(MB) M BRNNNNNNNNENNNNNNNNNNENEN200 MBN

OTOBO Section

This section displays information about the OTOBO instance.
NNNINN NN NN NN NN

INNANN NN NN N NN NN

NNNVENNNNINNNNNY

NNENNNNENNNN2488N . ANNN248NNNNNNNNNNENNN

NNENENAN SNNNNENNNNNENSNNNN

NANAN NNNNANNNNNNNNNNNENNY

NEEN NNNNNNNNNNNNNENNN

NNNN Display whether the OTOBO daemon is running or not.

NNNEN Display the main OTOBO object and the related number of records in the database.
NNNINNNNENN RS SN NN NNVNNNN

NENENNNAN INNNNENNNNNNNNN

NN Display the fully qualified domain name set in system configuration setting FQDN.
NNNYNNNNENINNNNYNNNN

NERNAN NNLEDRNNNNNNNNNNNNNN

NNONENNN NNLEDNNNNNNNNNNNNNN

NNNNNNNNN Green LED means, that the OTOBO framework version is suitable for the installed packages.
NNNNNNN Green LED means, that all installed packages are verified by the Rother OSS.

NN ANENNNNNNNNNNNNNNNEN

NN NNNNNNNNNNNNY

NNID Display the system identifier set in system configuration setting SystemID.

NNNNNN Display the ticket index module set in system configuration setting Ticket : : IndexModule.
ANNNNNNNANN - NNNNNNNNNNNNNNNNNNNNNNN
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NN ANNNNNNNNNNNN ANNNNNN60,00 0NNNNNNNNNNNNNNNNNNNN

NNNNNRRN Display  the  ticket search index module set in system configuration setting
Ticket::SearchIndex: :ForceUnfilteredStorage.

ticket_index NNNNNANN NN ticket_index NNNNNNNNRN

ticket_lock_index NNNNNNN NN ticket_lock_index NNNNNENNAN

NNNN Display timezone information for OTOBO, for the calendars and for users.
NANN - NNANNENNAN - ANNSNNNNNNNNAN

NN - NNANNANAAN ANNNNNNNNNNNNNNNN

NRAN - NNANN NNENNENNENNENNENNNNNNNNNNNNNNNNN

OTOBO Version Display the version number of OTOBO.
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CHAPTER 8

NANN

ANANNANANN NNNNNNNNENNNNNNNNNNNNNNN

OTOBO offers several administration tools to configure, monitor, control and extend OTOBO.

8.1 NN

NNNNNNNNNNNNNNNN VNNV SNNNNNNNNNNNNNNNNNY

OTOBO supports this requirement with calendars. Calendars allow management of appointments and
resources inside the ticket system. You can connect your tickets to scheduled tasks and make them
available to all users to see. This feature adds transparency to show your teams workload and prevent
users from promising resources which are not available.

Use this screen to manage calendars in the system. A fresh OTOBO installation contains no calendars
by default. The calendar management screen is available in the Calendars module of the Administration

group.

) Calendar Management

Actions Calendars

isge Calendar Overview NAME GROUP  VALIDITY  CHANGED CREATED EXFORT DOWNLOAD URL
T - admin- admin valid 2020-10-29 2020-10-29 n a o
catncer w2 oss202

Import Appointments

N 8.1 NANNAN

8.1.1 NN

NNNNNNNNNNY
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[RNNNNNNNNNNNEY
2. NNNNNAN
3. AN AN NN

* Add new Calendar

Calendar

= Calendar name:

* Color: [ +

# Permission group: = admin

& Validity: | valid

N 8.2: NNNNNANN

AN ANANNNNANEN MNANNN NN ANNAN SN N ANAN SN

NN NN
1. NVNNNNNNNNANN
2. NN
3. NN AN N ANNAN RN

w Edit Calendar

Calendar

# Calendar name: admin-calender

* Color: ] +

# Permission group: = admin

# Validity: ~ valid

N 8.3 NANNAN

NNNNNNNIN

1. NNNNNRNNNNNNN

2. ANNAINNNNNNNNRN Export_Calendar_CalendarName. yml NN
NNNNNNN

1. NN AN AN

ZARNNNNNNNN NS e RNNN

3. NRRNNNNNNNNNNN NNNNNNNN NNRN
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EANNINNNNVNNN

AR NNNENNNNENNNNNANNNNNNNNNNENNNNNNNNNNNNNN

8.1.2 NN

NNNNNNNNNNNNNNNNNNN ANNNNNNNNNNNY

NNNNNN

ANAN * NNNNANEN MNRNNNNNNNNNENNNNNNNNANENEN SNNNNANENNN
AN+ NNNNNNNNNNNNNRNNN
NN N SN NS S N S SN NS E  Y  DYSSSN N S S S Y Y Y N NSNS Y
NN * ANNAN A ANNNNRN
ANNNANANNNNNNNNNANNNNENNNNNNNN
NN NN NN NN NN NN NNNY
« NNANNNNANNNNENNNNNNNNNNNNNN
o NNANNNNENNNNNNNNNNN
« NNANNANANNAN

NN * Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

NNNNNN

NNRNNNNERNNNNRNNNNNNNNNY ARNNNNNRNNNN NREN NN
NNAN NNANNNNRNNAN

NNV NN NN N NN

AN ANNNNNNNNNNANNNNENNNNNNNNN

AN ANNENNNNNNNNNNNNNNNNNNNNNNNNNNNAN

8.1.3 NNAN

NNANNANANNNNANNNNENNNNNNNNNAN
(NNNNNNAN

1. NVNANANN NNNN NN

2. WNiCalNNNNNNNN

3. NN NNAN ANN
AN * AN AN NNNNNNNNNENICal (. ics) ANAN
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w Ticket Appointments

Rule1 3

Start date: | First response time

End date: | +5& minutes

Use options below to namow down for which tickets appointments will be automatically
created.

® Queues:  Raw

Search attributes: | Attachment Name
Define rules for creating automatic appointments in this calendar based on ticket data.
N 84: NNAN - NNAN
Import Appointments
* Upload: Durchsuchen..  Keine Datei ausgewahit.
# Calendar:

Update existing appointments?

All existing appointments in the calendar with same UniquelD will be overwritten.

Import appointments [al@#ER

N 8.5: NNNNNN

246 Chapter 8. NNAN



OTOBO Administration Manual, NN 10.1

NN NNNNNNNEN

AR: ANRNNNNNNNNNNNNNNNAN AN NN

NNV NNNNNNNNNNNAN Unique ID NNNNNNNNNNNNN

8.2 NNAN

NN:  Rother OSS TODO: This feature will be included in one of the next OTOBO releases. If you need it
beforehand, please contact sales@otobo.de, we will find a solution.

ANANNANANNNNENNNNNNNNAN NNNNNNNNNNNANNNNENNNNNNNNNNNNNAN

OTOBO offers chat channels with different permissions per channel, so it is, e.g. possible to have differ-
ent chat channels for registered contract customers and public prospects.

Use this screen to add chat channels to the system. A fresh OTOBO installation contains no chat chan-
nels by default. The chat channel management screen is available in the Chat Channels module of the
Administration group.

Manage Chat Channels

L] Manage Chat Channels

Actions List

Add Chat Channel NAME GROUP COMMENT CUSTOMER PUBLIC VALIDITY CHANGED CREATED

Test Thisis a test . 2018-11-07 2018-11-07
Users no ne valid
Channel channel. 08:09:30 08:09:30

N 8.6: NNNNNNAN

8.2.1 NANNAN

NNV
1. MNNNNAAN NNANNN NNN
2. NNNNNAN
3. NN AN NN

AR: MNRNNNNERNNNAN SNNNN MR ANNNE AN N NNV ANNNNN

NNNNNNNNNNY
(NN NNNNNNNNNNYY
2. NNANN
3. NN AN N ANNAN NN
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Add Chat Channel

#* Name:

& Group:

Available to customer users:

Available to public users:
*Valid: | valid

Comment:

Save or Cancel

N 8.7 NRNNNNAN

Edit Chat Channel

*Name: Test Channel
*Group: | users
Available to customer users:
Available to public users:
=Valid:  valid

Comment: |This is atest channel.

Save or Save and Finish or Cancel

N 8.8: NNNNNNNN
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8.2.2 NNNNAN

NNANNANANNNNANNANAN ANNNENNANENNN

AN * INNNNAN INNNNENNNNNNENNNNENNNENNNNEN SNNNENNNNNN
NEENNNNNMNNN NNV

ANANAN ANNNNNNNNNNNNNNNNNNNANN

ANANAN ANNNNNNNNNNNNNNNNNNNNNY

NN Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to valid.
Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN NNNRNNNANAN NNNRNNNANNNNNNNNNNNENNNNENNNNNNNNNNNNNNNANN

8.2.3 NNNANN

AN NNNANNNNANN

NNNNNNNAN

1. AN NNANN AN

2. NNNNNAN Core — ChatN

3. NNNN ChatEngine: :Activel
ANANNNNANNNNNANNNNENNNNEN ANNNN
NNV NNNNNNNN

[N NINNNNINNN

2. ANNNNANN ChatEngine 8NN

3. NNNAN
O
NNNNNNNNNNNNNNNNNNEN roNNAN 8RN

* ChatEngine: :PermissionGroup: :ChatReceivingAgents

* ChatEngine::PermissionGroup: :ChatStartingAgents

8.3 FAQ NN

Use this screen to manage categories available in FAQ articles. The FAQ package can be installed
from the OTOBO addons repository with the NRNNNN. A fresh OTOBO installation already contains a
category by default. The category management screen is available in the FAQ Category module of the
Administration group.
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L. FAQ Category Management

Actions List
VALIDITY DELETE

[+] Add category MNAME
Misc valid T

N 8.9: FAQ NNNNAN

8.3.1 NN FAQ RN

NNNNNNNNNNN
1. NNNNNAN NNNN NNN
2. NNNNNNN
3, NN NN NNN
Add Category
* Mame:
Subcategory of:
# Permission:
Agent groups that can access articles in this category.
Validity: | walid
& Comment:
Will be shown as comment in Explorer.
@ or Cancel
N 8.10: NNNNNNNN
ANNNNNNNNNN
1. INNNNNNNNNNNNNNNN
2. NNNNN
3. NN AN NNN
INNNN NN

1. MNNNNANNANENNN
A NNNNNNNNINENY Y

8.3.2 FAQ NNAN

ANANNNNNNNNANNNANNN ANNNNNNENNNNN
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Edit Category
* Mame:  Misc
Subcategory of:
* Permission: | admin Users
Agent groups that can access articles in this category.
Validity: | valid
* Comment:  Misc Comment
Will be shown as cormment in Explorer.
@ or Cancel
N 811 NNANNANNN
List
NAME VALIDITY DELETE
Misc valid jm}

N 8.12: NNNNRNAN
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NN A NNN NN NN NS NS S N NN N NSNS N NN NN YN NN
NNAN NRNNNNNNNNNNNNNNNAN NNNNN ANN:NENN
AN ANNNNNNNNNNENN

NN Set the validity of this resource. Each resource can be used in OTOBO only, if this field is set to
valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.

AN ANNNNNNNNAN INNNNNNNNNNNNNNNANNNNNN VNSNSV NNNNNNNN

8.4 FAQ KN

Use this screen to manage languages available in FAQ articles. A fresh OTOBO installation already con-
tains some languages by default. The language management screen is available in the FAQ Language
module of the Administration group.

A FAQ Language Management

Actions List

[+] Add language NAME  DELETE

de o
en o)

N 8.13: FAQ NNNNAN

8.4.1 NN FAQ AN

NNANNNNAN
(NN NNN NNV
2. NNNNANAN
3. AN AN NN

Add Language

* MName:

@ or Cancel

N 8.14: NNNNANN

NN
1. MVNNRNNNNNANN
2. NN
3. AN AN NN
NNNNNNNAN
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Edit Language

* Name: en

m or Cancel

N 8.15: NNNANN

1. ANNNNNNANANANN
PZANNNNNNNMNMNNN

List

NAME DELETE
de o}
en o

N 8.16: NNNNNN

8.4.2 FAQ NN

ARNNNNNNANNNANNNNNAN NNNNNANNNNNAN
AN * NNAN SO 639-1RRN

8.5 NANAN

NNANNANANNNNENNNNNNNNAN ANNNNNNNNNNNNNNNENNNNNNNN NN NN NNANNNNNNNNNNN

OTOBO uses a package manager to perform all package-related activities as mentioned above in the
graphical interface.

Use this screen to install and manage packages that extend the functionality of OTOBO. The package
manager screen is available in the Package Manager module of the Administration group.

8.5.1 NN

NN:  The installation of packages which are not verified by Rother OSS is possible by default, cause
we love open source.

aN:

You can deactivate the installation of not verified packages in the system configuration setting
Package: :AllowNotVerifiedPackages.
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L. Package Manager
Actions Online Repository
Durchsuchen..  Keine Datei ausgewahit. MNAME VERSION  VENDOR DESCRIFTION ACTION
- Rother OS5
L e GodePolicy 10.02 i OTOBO code quality checks. Install
m
. Rother OS5
OTOBO Addons FAQ 10.0.2 GmbH The FAQ/knowledge base. Install
2 Update sitory inf i Rother OS5
R Tsm oo The OTOBO:ITSM bundle package. Install
MasterSlave 10.0.1 — Includes "Ticket Master/Slave” feature. Install
Rother OS5
Survey 10.0.1 A customer survey tool. Install
GmbH
o . Rother OS5 Basic mail interface to System Monitoring Suites.
SystemMonitoring 10.0.1 Install
GmbH Al..
) ) Rother OS5 ) .
TimeAccounting 10.0.1 GmbH A Time Registration Medule. Install
Local Repository
MAME VERSION VENDOR DESCRIPTION STATUS ACTION
e rerifi Rother 0SS Atool to help the developer durin:
10.0.2 » P ¢ installed  Uninstall
Fred GmbH development.
NNNNNNNNNNNNNANN

1. MVNNENNNNNNNNNNNNNNNNN
2. NN NENNNEN ANNNNENNNNNRNN

3. N ANNANN NNNRNNNNENNNNENNNNNNNN NNN
ENNNNNNNNY

5. NMVNNNANNNNN ANNNNN ANNAN

A
The repository list can be changed in system configuration setting Package: :RepositoryList.
NNNINNNNNY

1. NNNNEAN AN, NN

2. NNNENANNNENN . opm NN

3. NN NNRRN NNN

4. NNNNENNNN

5. NNNNNENNNAN SNNNEN NNNNN

NANAN

ANANNANENNNNNANNN
1. AN AN NN ANNAN NRNNAN NRNNNNNNNNNNN
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Online Repository

MNAME VERSION  WENDOR DESCRIFTION ACTION
) Rother OS5 .

CodePolicy | 10.0.2 OTOBO code quality checks. Install
GmbH
Rother OS3

FAQ 13| 10.0.2 The FAQ/knowledge base. Install
GmbH
Rother 0SS

ITSM 10.0.1 The OTOBO:ITSM bundle package. Install
GmbH
Rother OS5 )

MasterSlave & 10.0.1 GmbH Includes "Ticket Master/Slave" feature. Install

m

Rother OS5

Survey @ 10.0.1 A customer survey tool. Install
GmbH

o Rother 055 Basic mail interface to System Monitoring Suites.

SystemMonitoring  [§  10.0.1 Install

GmbH Al...
) ) Rother OS5 . .
TimeAccounting 8 10.0.1 ambH A Time Registration Module. Install
N 8.18: NNNNNN
Local Repository

MAME VERSIOM  WENDOR DESCRIPTION STATUS ACTION

Rother 053 Atool to help the developer during , .
5| 10.0.2 installed  Uninstall
Frad GmbH development.
N 8.19: NNNNNNNNN
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PANNINNINNNY

3. NNNRRNNAN

4. NNNNNNANNAN ANNNAN ANNAN
NNNNNNNNYNNNN

1. ANNNRAN AN NNN

2. NNANNNNENNNNNENNANEAN . opm NN

3. NN ANAAN NAN

ENNNNNNNNN

5. MUNNNANNNNN ANNNNN ANNAN
NNANNNNANN

1. NNANNAN ANNNANNNNAN ANN

2. NNNNNNNAN

3. NNNANNNANAN NNNNAN NNNEN
ANANNANNNNNNENNNNNNNN NNV NNANNNNENNN NNV NN NN NN NNV NNV NN NN NNV NN NN NN NN NN NNNNAR

AN: NNNERNNNNENNNNNNNNNNNNN NNV NN NNV NNV NN NN NN NN NNNEN

NNNNNNN

ANANNNNANNNNANNNNNNNNNNNNN NN NN NN NNNNNNNNNAN
NNANNNNANNAN
1. N ANNNAN ANNNNNNNNNNNNNNENN
ZANNINNENNNENNNNENNY
ERNNNNNNNY

NNNNN

NNANNNNNANN
10N ANNNAN NNNNNNNNNEN
A NNINNENNVNMINANN
3. NNNRRNNAN

Local Repository

MAME WERSION ~ VEMDOR DESCRIFTION STATUS ACTION
. Rother 0SS A tool to help the developer during , )
10.0.2 installed  Uninstall
Fred GmbH development.

N 8.20: NNNNNRNNN
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8.6 NANN

NNNNANNW e bNNNNNNNNNNN NNNNNNNNNNNNNNNNNNNNNNNN NN NN NN NN NN NN NN NNNNNNEN

OTOBO supports this requirement with the performance log. The performance log can, when it is acti-
vated, log activities and display various activity types and their min/max/average response time and
a number of requests for different time frames.

Use this screen to view the performance log of OTOBO. The log overview screen is available in the
Performance Log module of the Administration group.

NN: To be able to see performance log in OTOBO, you have to enable its setting first.

Hint

This feature is disabled!

Just use this feature if you want to log each
request.

Activating this feature might affect your
system performance!

& Enable it here!

N 8.21: NNNNNNNN

If the performance log is enabled, OTOBO collects all the information about requests and responses in
an overview table.

NNANNNNENNNNNNNN

8.7 NONAN

NEW e b NNNNNRRNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNNN

OTOBO offers the session management to quickly get an overview of agent and customer sessions,
unique agents and customers currently logged in and the ability to kill sessions with just a mouse click.

NNANNNNANNNNENNNNN ANNNNENN NNNN AN NNNE ANNN

8.71 NANN

NNV NNV
1. MVNANANNNNENNNNEN
2. NN
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Overview

Range (last 5 m)

INTERFACE REQUESTS MIN RESPOMSE MAX RESPONSE  AVERAGE RESPONSE
Agent 14 Os 15 0.07s
Admin 2 Os Os Os
AdminPackageManager&AJAXGetPackageUpg... 1 Os Os Os
AdminPerformancelog 1 Os Os Os
AdminsystemConfiguration&AJAXNavigati... 1 Os Os Os
Admin3ystemConfigurationDeplayment; Su... 1 1s 1s s
AdminsystemConfigurationDeployment; Su... 1 Os Os Os
AdminsystemConfigurationDeployment; Su... 1 Os Os Os
AdminSystemConfigurationDeploymentHis... 1 Os Os Os
AdminSystemConfigurationGroup 1 Os Os Os
AdminSystemConfigurationGroup&Lock 1 Os Os Os
AdminSystemConfigurationGroup; Subacti... 2 Os Os 0s
AdminsystemConfigurationGroup, Subacti... i Os Os 0=
Range (last 30 m)
INTERFACE REQUESTS MIN RESPOMSE MAX RESPONSE  AVERAGE RESPOMNSE
Agent 55 Os 15 0.07s
Admin 7 Os Os Os
AdminAppointmentCalendaridanage i Os Os 0s
AdminAppointmentimport 1 Os Os 0=
AdminPackagehManager 4 Os 1s 0.55
AdminPackageManager&AJAXGetPackagelUpg... 28 Os 0s Os
AdminPackageManager&ChangeRepository 2 Os Os Os
AdminPerformancelog 1 Os Os Os
AdminSystemConfiguration&AJAXNavigati... 1 Os Os Os
AdminSystemConfigurationDeployment; Su... 1 s 1s s
AdminSystemConfigurationDeployment; Su... 1 Os Os Os
AdminSystemConfigurationDeployment;Su... 1 Os Os Os
AdminsystemConfigurationDeploymentHis... 1 Os Os Os
AdminSystemConfigurationGroup 1 Os Os Os
AdminsystemConfigurationGroup&Lock 1 Os Os Os
AdminSystemConfigurationGroup; Subacti... 2 Os Os 0=
AdminsystemConfigurationGroup; Subacti... 1 0s Os 0=
AgentDashboard 1 1s 1s s

N 8.22: NNNNAN
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Range (last 5 m)

Interface: Agent, Module: -, Period: 1 minutes

DATE REQUESTS MIN I AVERAGE

11/03/2020 17:44 (Europe/Beriin) 1] Os Os Os

11/03/2020 16:44 (Europe/Beriin) 0 Os Os Os

17/03/2020 15:44 (Europe/Berlin) [#] Os 0s Os

11/03/2020 14:44 (Europe/Beriin) 0 Os Os Os

11/03/2020 13:44 (Europe/Beriin) 3 Os Os Os

N 8.23: NNANNNAN
a Session Management
Actions List

All sessions 3 SESSION TYPE USER KILL
Agent sessions 3 PrGkP 1RANLxxSFRmMhBKMNJE4V07CnEARg Agent Super Admin Kill this session
Customer sessions 0 vXbyfpYOBavQnFZZciDWRIiGrsMBJx11 Agent Admin OTOBO Kill this session
Unique agents 2 *qOHH|jdOEwWvF2ucwjaCLBR1CBBwKadbV Agent Admin OTOBO Kill this session
Unigue customers 0

Filter for Sessions

Just start typing to filter...

N 8.24: NNNNAN
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3. NN

Detail View for SessionlD: PrGkP1RANLxx5FARMhBKNJB4VO7CnBARg - Super Admin

KEY VALUE
AdminCommunicationLogPageShown 25
AdminDynamicFieldsOverviewPageShown 25
ChangeTime 2020-11-02 12:01:47
CreateTime 2020-09-21 17:16:35
SessionlD PrGkP1RANLxx5FRmMhEKNJE4VOTCnBARg
SessionSource Agentinterface
UserChallengeToken 17555MyXPLmMi4JOPGoyLUoSCMOB30FVT
UserEmail sa@trash-mail.net
UserFirstname Super
UserFullname Super Admin
UserlD 2
UserL anguage en
UserlLastlLogin 1604422064
UserLastLoginTimestamp 2020-11-03 16:47:44
UserLastRequest 1604422235
UserLastname Admin
UserLogin sa
UserMobile +49171471108
UserPw [xox]
UserRemoteAddr 62.99.246.203

Mozilla/5.0 (Macintosh; Intel Mac OS5 X 10.14; rv:82.0) Gecko/20100101
UserRemotelUseragent ]

Firefox/82.0
UserSessionStart 2020-11-03 16:47:45/0h
UserTicketOverviewMediumPageShown 20
UserTicketOverviewPreviewPageShown 15
UserTicketOverviewSmallPageShown 25
UserTimeZone Europe/Berlin
UserType User
ValidiD 1

N 8.25: NANNNNNN
NNNNNNNNN

(NN NNNNN N NNNNNNNNN
ZANNINNENNENN NN NN

AN AN ANNEN SNNNNNNNNNNNNNNNNNNNNNNNNNEN

NNNNNNNNY
1. MVNANAN NNNNAN NN
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List
SESSION TYPE USER KILL
PrGkP1RANLxx5FRmMhBKMNJEAVOTCNEARD Agent Super Admin Kill this session
vXbyfpY OBavQnFZZciDWRIIGrsMBJx11 Agent Admin OTOBO Kill this session
XqOHHjd0EwvF2ucwjaCLBR1CBBwKadbV Agent Admin OTOBO Kill this session

N 8.26: NNNNNN

AR: AN RNNAN SNNNNNENNNNNNNNNNNNNNNENNNAN

AN ANNNNNNNNNNNNNNNNN VNN NN NN NNV NN

8.8 SQLANAN

AURNANNANANNNANNNNNNNNANANANNNNNNNNAN ANNNNNNNNNNNNANANNANNANNNNNNNANANANNANNN NN NN NNANNNANNNNNNNNNN

Direct access to the database requires access to the command line which an administrator may not
have. In addition to username and password for the command line access, which is not given by all
organizations, the username and password for the database are needed. These hurdles can prevent
an administrator from using the database for more complex searches and operations.

OTOBO offers application administrators the SQL Box in the GUI (graphical user interface). It allows
read access to the database. All results can be seen in the GUI or exported to CSV/Excel files.

ANNNNNENNNNSQLNNN SQLANNNNNN NNAN NN SQLNNNN NNNN

& SQL Box

Hint Options
Here you can enter SQL to send it directly to #% SQL: SELECT * FROM
the application database. It is not possible to
change the content of the tables, only select
queries are allowed.
Limit: |40

Result format: | [HTML

N 8.27: SQLNNNANN

8.8.1 NNSQLAN

NN: The SQL statements entered here are sent directly to the application database. By default, it is not
possible to change the content of the tables, only SELECT queries are allowed.
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NN:

It is possible to modify the application database via SQL box. To do this, you have to enabled the system
configuration setting AdminSelectBox: :AllowDatabaseModification. Activate it to your own risk!

NNNNENSQLANN
1. NSQLANNNNNSQLENAN
2. NNRNNAN
3. NN NNAN AAN

. SQL Box

Hint Options

Here you can enter SQL to send it directly to « SQL: SELECT * FROM
the application database. It is not possible to
change the content of the tables, only select

queries are allowed.
Limit: |40

Result format: | HTML

N 8.28: SQLNNNNNNN

8.8.2 SQLEN

NNANNNNNANNNNANNNANAN ANNNANNNANNNNN
SQL * NRNANSQLNNN
AN NNNENNNNNNNNNNANNAN INNNNNANNNNENN

ON: SRNSQLANNNNN L.1MI TN NNNNNNNNNNNNNNN

NENAN SQLNNNNNNENAN
HTML NNNNNNNNNNNNNSQLANNN
CSV NNINNNNENNNNNNNNNNNNN
Excel NNNNNNMicrosoft Excel NNNNNNNNNNN

8.8.3 SQLEN

NNANNNNANNNNENNNNENNHTMLE

’SELECT id, login , first_name, last_name, valid_id FROM users

NNANNNNANNAN NN ANNNNNNNNNAN

’ SHOW TABLES

NN users MNNNNNNNNNNANNTNNNNNNNNANNNNNNNN
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2 Results
D LOGIN FIRST_MAME LAST_MAME VALID_ID
root@localhost Admin OTOBO 1
2 sa Super Admin 1

N 8.29: SQLNNAN

’SELECT * FROM users

8.9 NNAN

NN NN NN NSNS NN ARNNNNNANNNNNNNNNNNNN NNV NN NNV NN NN NNENNNNNNNY
NNNNNNNANNNNENNNNNNNNNNNNNNNENNN ANANNNNNENNNNNNNNNNNNNNN

OTOBO uses a comfortable graphical interface to configure the system. All changes to the default sys-
tem configuration are stored in the database and can be audited (who changed a setting and when,
what was the old and what is the new value) and rolled back to a previous state in case of misconfigu-
ration.

NN NN NN NN NN NN NN NN NV
NN

By using the System Configuration History package, you can easily roll back changes made by users.
Contact sales@otobo.de to add this feature to your system. In one of the next OTOBO releases this
feature is included in the standard framework.

Use this screen to manage the system configuration settings. OTOBO brings about 2200 configuration
settings. The system configuration management screen is available in the System Configuration module
of the Administration group.

8.9.1 NNANAN

AN NNNANNNNNNNNNNNNNNNNNNNNANNNNNNNNAN ANNAN Kernel/Config . pm NNNNNN

NNNNNNNNNNENNNNNNAN NNNNNENNNNNNNNNNNNNNNNAN FirstnameLastnameOrder
1. ONNAANNANNNAN 1astname NNNNNNNN
NNNRAANEENNNNNNNNNNNNNNNEENNEN ANNVNNNNNNEENNNNENNNNYN NNV NN NNV NNNNNNEN
NN NNINNNYNY
NNNNANNNNNNENN
NNNNNNNNNNNNNNN NNNNNN NNN

o~ N

Click on the Edit this setting button to activate the edit mode. In edit mode the widget gets a yellow
border on the left.
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4

Navigate through the available
settings by using the tree in the

Q

Find certain settings by using the
search field below or from search

v

Find out how to use the system
configuration by reading the online

navigation box on the left side. icon from the top navigation. administrator documentation.
Fa
lastname Q
s
N 8.30: NNAN - NANN
FirstnameLastnameQOrder

Firstname Lastname

FirstnamelLastnameOrder

N 8.31: NNAN - NNAN

@ History  *0 Reset setting | % Copy direct link  £r Add to favourites

Firstname Lasiname

Default: 0

FirstnamelastnameOrder

N 8.32: NNAN - NNAN

# Edit this setting

Edit this setting

N 8.33: NNAN - ANANAN

Specifies the order in which the
firstname and the lastname of agents
will be displayed.

[# Edit this zatting
Specifies the order in which the

firstnamea and the laztname of agents
will be displayed.

Framework.anl Frontend::Base &
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NN: If a setting is currently edited by an other administrator, it is not possible to get access to the
edit mode for that setting until the other administrator finished his work.

FirstnamelLastnameQOrder

Firstname Lastname Specifies the order in which the ° °

firstname and the lastname of
agents will be displayed.

N 8.34: NN - NNNN

6. NNNNNAN NNNNN NN NNNNNNEN Esc NRNRNNNN NNNNNNNNNNNNNNNNNNNNNNNNN

FirstnamelastnameOrder =
O History = D Reset setting | % Copy directlink | = t¢ Add to favourites + Save ® Cancel
Lastname Firstname Specifies the order in which the
firstname and the lastname of
agents will be displayed.
Default: 0

N 8.35: NNAN - ANAN

7. NN NN NNN NNNNNANENANNNNNNNNNNANNN

FirstnamelLastnameOrder =
@ History | O Reset setting = % Copy direct link | ¥ Add to favourites [# Edit this setting
Lastname Firzstname Specifies the order in which the
firstname and the lastname of agents
will be displayed.
Default: 0

N 8.36: NNNN - NNNN

8. NNANNNNANAN AN NAN NNNNNNNNNNNNNNENNNNNNNNN
PANNNNNNY
10. AMNNANNNNNNNNNENNNNNNN

1. AN ANNNAN AN NNENNNNNNNNNNNNNNNENN
12, NNNNNENNENNENNNNNNNNNNNN NNNNNNNNNN

13. NRNNNANNAN 1astname NNNNENNNNAN ANNNNENNNNNNNNNNNNNNNANNAN
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Changes Overview

You have 1 changed settings which will be deployed in this run. Switch to advanced mode to deploy settings changed by other
users, too.

FirstnamelastnameOrder Frontend::Base

Lastname Firstname

Deploy selected changes [l

N 8.37: NNAN - NNNNAN

Changes Overview

You have 1 changed settings which will be deployed in this run. Switch to advanced mode to deploy settings changed by other

users, too.
FirstnamelLastnameOrder nNow FirstnameLastnameOrder Hew
User modification: disabled User modification: disabled
Setting state: enabled Setting state: enabled
Firstname Lastname Lastname Firstname
Default: 0 Default: 0

N 8.38: NNAN - NNNNAN

Deploy

Modified the display of agent name

Deploy now Jsly

N 8.39: NNAN - NNNN
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FirstnameLastnameOrder
Lastname Firstname ‘Specifies the order in which the
firstname and the lastname of agents
will be displayed.

N 8.40: NNAN - NNNNN

14, NNNNNVNNNNNNNNNNNNNNNNY ANNN NN SN

Heset setting

FirstnamelLastnameOrder

Do you really want to reset this setting to it's default value?

N 8.41: NNANN - ANAN

15, AN AN NN
16. NNNAN

8.9.2 NNNAN

ANNANNANNNNNNNNNN ANNANNNNNANNANN ARNNNANNANNANNNNNNNNANNNNNNNN
ANNNANANNNNNNNNNNANNNNENNNNNNNNNNNNNNEN TS MANNNNNNNNNENNNNNNNNNNN
ANNNNNANNNNNANNNNENNNNNN

ANNENNENNNNNNNNENN NENNENNENNENNNNNENN SNNNNNNNNNNNNENNENNNNNNNNNNNNNNN
AVENNANNANNNANNNANNN ANNANNNNNNNNNNNANNNNNNNNNNNNNNNNNN

NWNFirstnameLastnameOrder NNN Frontend — Base NNNN

8.9.3 NNNANNANAN

NNNANNNN NNNAN NNNNNNNNNNNN
NNNNNNNNN
[RNNNMNNN NN NN NN

2. NExport_Current_System_Configuration.yml RNNNNNRNNNNNN
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w MNavigation

All Settings o

¥ CloudService (1)
¥ Core (12)
¥ Daemon (1)
» Frontend
» Genericlnterface (1)
N 8.42: NNNNNNN
FirstnamelastnameOrder =
@ History | "D Reset setting | | % Copy direct link | ¥ Add to favourites [ Edit this setting
Firstname Lastname Specifies the order in which the
firstname and the lastname of agents
will be displayed.
Default: 0
N 8.43: NNAN - NNANN
Import Export
Upload a file to be imported to your system (.ymil format as Download current configuration settings of your system in a
exported from the System Configuration module). yml file.
Durchsuchen... Keine Datei ausgewdhlit. Include user settings

X Import system configuration &, Export current configuration

N 8.44: NNNN - NNANN
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NN NN NNNNNN
NN

(NN NMNNNN N SNNN

2. NVNNNANNAN . ym1 NNN

3. NN NNNNAN NN

8.10 NAAN

ANNNNANANANANNNNNNNNANANNNANNNNNNANANANANANNNNNNNNNAN

These logs are usually not available to application administrators without a certain level of permissions,
and skills on the operating system.

OTOBO allows application administrators to access the system log comfortably by using the graphical
interface without the need to have access to the server's command shell. The administrator can decide
which level of logging is needed, to make sure that the log files are not unnecessarily filled.

Use this screen to view log entries of OTOBO. The log overview screen is available in the System Log
module of the Administration group.

w System Log
Filter for Log Entries Recent Log Entries
Just start typing to filter... TIME PRIORITY  FACILITY MESSAGE
Tue Nov 3
17:47:32 2020 error OTOBO-CGI-49 No UserlD found fo
Hint (Europe/Berlin)
) ) _ Tue Nov 3
:ﬁﬁe:{:“ willfind log Information abouit your 17:47:062020  enor OTOBO-CGI-49 No UseriD found fo
° : (Europe/Berlin)
Tie Nov 3
17:46:28 2020 error OTOBO-CGI-49 Invalid Challenge Tt
(Europe/Berlin)
Tue Nov 3 Can't perform GET
17:24:192020 = error OTOBO-CGI-49 /pub/otobo/misc/pi
(Europe/Berlin) Name or service na

N 8.45: NNNNNN

NNANNNNENNNNNNNNNNNNNNNENNNNNANN

AN NANANNNANNNNNNNNNNNNNNNNNNNNNNNANNNNNNNNN

8.10.1 NNNNANAN

Core — Log

8.11 NN

NNANNNNANNNNENNNNNNNNANN ANNNNNNNNNANN NNNNNNNNNNNNNENNNNNNNNNNNNNNNENNNNN

8.10. NN 269



OTOBO Administration Manual, NN 10.1

OTOBO supports this with the System Maintenance module, which allows administrators to schedule
maintenance windows in advance and inform users with login messages and notifications about the
planned maintenance. Also, during a scheduled maintenance window, only administrators are allowed

to log into the system.

ANNNNANANNNNENN NNNANNNNNN NNAN NN ANNN NNNN

A System Maintenance Management
Actions List
2020-10-29 12:00:00 2020-10-29 14:00:00

Filter for System Maintenances

Just start typing to filter...

Hint

Schedule a systerm maintenance period for
announcing the Agents and Customers the
system is down for a time period.

Some time before this system maintenance
starts the users will receive a notification on
each screen announcing about this fact.

N 846: NNNNNNAN

8.11.1 NNANAN

NN NNNNNNY
1. MVNANANN NNNENNAN AN
2. NNNNANAN
3. AN AN NN
NNNNNNNNNNNY
1. MVNANANNANNNNNNENNNNNNNNAN ANNNANAN ANNNNNNAN
2. NN
3. NN AN N ANNAN NN
NNNNNNNNNNNY
1. NVNNENNNNNNNNNNN
PANNINNENNNY

COMMENT VALIDITY DELETE

AR NNV ANNNNNNNNNNNENNN NNV NNNNNNAN

8.11.2 NANNAN

NNNNENN NN
NN NENNNNNNNNNNAN
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Schedule New System Maintenance

* Startdate: (11 ~)/18 =|f2020 =| [F)-[10 =)26 ~J
« Stopdate: (11 ~|/18 ~)f2020 ~| [F-[10 ~]{{26 ~

* Comment:

Login message:

Show login message:

MNotify message:

» Validity: | valid

@ or E:ETCELURILGIE W or Cancel

N 8.47: NENNNNNANN

w Edit System Maintenance Information

Startdate: [10 +)/f29 =)2020 =] [®)-[12 ~:[00 =]
Stopdate: [10 ~|/28 -|/]2020 ~| ﬂ-ha {00 -

% Comment: wupdate OTOBO to 10.0.5

Login message: OTOBO not running for update
reasons

Show login message:

MNotify message:

& Validity:  invalid

@ or @ETCELE RGN or Cancel

N 8.48: NNNNNNNNAN
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List
START DATE STOP DATE COMMENT VALIDITY
2020-10-29 12:00:00 2020-10-29 14:00:00

N 8.49: NNNNNNNN

NN AENNN NN NN NS N NN N S SN NN NN NN YN
AN NRNNNNNNNNNNNNNNNENNNNNNNNNNNNNN
O
ARNNNNNANNANNNNNNANNN NNANNNNNANNNNNNNNNNN
* SystemMaintenance: :IsActiveDefaultLoginErrorMessage
e SystemMaintenance: :IsActiveDefaultLoginMessage
* SystemMaintenance: :IsActiveDefaultNotification
NNNENN If checked, the login message is displayed in the login screen of OTOBO.
NNAN NRNNNNENNNNNNNNNNNNNNNENNNNNNNNNENNNN
O
ANENNNNENNNNENNNNENNNENNNNNNNN

* SystemMaintenance: :TimeNotifyUpcomingMaintenance

NAN * Set the validity of this resource. Each resource can be used in OTOBO only, if

DELETE

this field is set to

valid. Setting this field to invalid or invalid-temporarily will disable the use of the resource.
NN NNNNNNNNNNNNNNANN ANAN NANAN NNNNNNNNNNN NANNNNAN NANNNNNNNNAN
NRNNNNANNNNENNNNAN
* Manage Sessions
All Sessions 1
Unique agents 1
Unique customers 0
Agent Sessions
SESSION TYPE USER KILL
CgmMMCBgEj3ujiryY y4GytTKO9zInjOO Agent OTOBO Admin Kill this session

Customer Sessions
SESSION TYPE USER KILL
Mo data found.

&  Kil all Sessions, except for your own

N 8.50: NNNNAN - NN
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NAN

AN ANANANNAN
AN ANANNNNNANNNNNNNNNNNNNNNNNAN

NN A configuration file, module, script or other functional item within OTOBO which is not reachable
via the browser.

AN NNAN ANNN MNANNNNENNNNNNNY

AN ANANANNNNNANNNNNNNNNNNNNNNNNNNNNNN

NNAN NNANNNNANNNNENNN NNANNNNRNN

ANAN  ANAENNNNENNNNNNNNNNNNNNNENNNNENNN NNV NNNNNNNENN
NNAN  NNNNRNNNNNNNNNNNNNNN

NN The graphical interface to OTOBO as viewed in a browser.

N Thisis aresource within OTOBO. An agent or a customer can be assigned permissions to this resource
as needed. Additionally, they can be used for access control, processes and web services.

NNRN  An invoker is a special Perl module which allows OTOBO to provide information to a remote
system via REST or HTTP. Invokers must be developed in Perl by a back end developer.

NN A mapping allows OTOBO to provide inbound and outbound translation of data allowing us to offer
a specific data construction to rebuild incoming structures to meet our needs.

NN Similar to a web hook, a provider operation offers a specific sub-set of OTOBO Perl API functionality
to external systems.

NN Part of the process management. A process defines the workflow for a task and consists of activi-
ties, activity dialogs, transitions and transition actions.

NNNN  Part of OTOBO to support definition of workflows for recurring tasks.

NNNN  Part of the process management. A process path describes the connections between the parts
of a process.

AN ANNNANNNNENNNANENNNNNNNNNENNN NN NNNNNNNN
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NN A graphical interface to OTOBO viewed in a browser (see also Front end).

NN N NN NN N NN N NN NN OO NN SN N OO N NN NN

NEENAN  ANNNNNNSLANNNNNNENNNNNNNNNNENNN NN NN NNE NN NN ENNNNENS L ANNNN NN NN NN N NN NN NN NN NNNNN
NNNVENNNINNNN

Transition NNNNNNRRNN

Transition Action NNNNNNNAN

SLA NAN NNNNRNNN

NN A ticket is a collection of all communications with a customer during the course of a service request.
A ticket contains articles, which are the communication received from or sent to customers, agents,
external systems, etc. Tickets belong to a customer user, are assigned to agents and reside in
queues.

NN A transport is the method chosen for communication. OTOBO supports REST and SOAP.
Activity Dialog RNNNNNNNN
AN NEN NN NNNNNNNNNNNNNNNNNNN
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